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―The ethics of online anonymity or Zuckerberg vs.
‗moot‘‖
By Robert Bodle (PhD)

In 2010 Facebook founder and CEO Mark Zuckerberg proclaimed, with the arrival of a new set of
interoperability tools, that ―The Web is at a really important turning point right now. . . . Up until recently, the
default on the Web has been that most things aren't social and most things don't use your real identity‖ (Zuckerberg
qut. in McCarthy 2010). The implication is that the ―default on the Web‖ should be the recognition of a user‘s
identity when navigating from site to site, and social media space to space. Moreover, the tools that make user
recognition possible are widely available to online companies and readily adopted by users themselves. Meanwhile,
Christopher ‗moot‘ Poole, founder of the popular anonymous message board 4chan, challenges this default
lamenting that ―Anonymity on the Internet is becoming an endangered species . . . . We‘ve just moved more and
more toward a persistent user identity‖ (Poole qut. in Sutter 2010). Anonymity presents a countervailing trend to
persistent user identity and has been credited with engendering: honesty online, the ability to think and communicate
without censorship, and the right to political speech without retribution. Arguments to protect one‘s online
anonymity on 4chan.org are sometimes countered by the fact that the site is used to spread pornography and hate
speech. Yet, online anonymity is rarely argued from a deontological position (rooted in Kant and Harbermas) as
upholding the values of privacy and freedom of expression – rights enshrined in constitutions, recognized in the
Universal Declaration of Human Rights (UDHR 1948), enforced by international law and policy, and acknowledged
as protecting the extrinsic good of liberty, political freedom, self-determination, autonomy, dignity, and power
(Ermert 2009; Hosein 2006; Tavani 2011). If Zuckerberg‘s regime of sharing based on persistent user identity can
be so readily celebrated – reflected by his christening as Time Magazine ―Person of the Year‖ – perhaps a
reevaluation of the underpinning values of obligatory sharing on the Web is needed, as well as a new appraisal of
online anonymity.
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This presentation analyzes values that compete with anonymity and privacy from a variety of ethical
approaches, including utilitarian and deontological. The values that promote online sharing are often framed as
benefiting the majority, providing the greatest good to the greatest number through the attributes of network effects
— that networks are more valuable (or beneficial) when they include more links, nodes, members of a network, and
information about those members. When we speak of online social network services (SNS), the more that people
feel the need to share as a condition of their membership on an SNS, the more other people will also want to join
that network to participate in the main currents of social life. As an SNS becomes dominant, it can use its centrality
to promote an underlying ethics — in this case a utilitarian ethics of sharing for the greater good of Facebook Inc.
and of its members, as the service connects the world in a rich social fabric. Yet, Ess advises (2009) that utilitarian
and consequentialist approaches are inadequate and inappropriate frameworks to apply when addressing dilemmas
that have unintended or unforeseen consequences. The unintended consequences of fixed user identity can include:
loss of livelihood, damage to reputation, political repression, censorship, physical endangerment, and bodily harm.
Additionally, as Brandeis-Warren warn, the loss of privacy can cause, ―mental pain and distress, far greater than
could be inflicted by mere bodily injury‖ (Rpt. in Abelson, Ledeen, & Lewis 2008). As Facebook becomes more
dominant on a global level, defaulted disclosure of online identity takes on new and disturbing implications
(Criminalizing Identities 2010).

This presentation explores the terrain of privacy ethics in relation to online cultural struggles between a
utilitarian ethics of sharing promoted by social network sites like Facebook, and the categorical imperative view of
anonymity promulgated by anonymous chat sites like 4chan and privacy advocacy groups. These competing ethical
frameworks help outline the consequences and possibilities of developing a meta-ethical pluralist position in order to
formulate a normative ethics of online anonymity as a right. The rift between competing views of anonymity and
persistent user identity exists at the level of rhetoric, publicity, and terms of service agreements, but also at the
technological and policy levels. To properly contextualize the online ethics of sharing, I also look at the underlying
values of technological design and existing international privacy laws as they contribute to a greater understanding
of how ethics guides and provides justification for competing views about anonymity online.
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Ethics in the Internet Design Process
Sandra Braman & Nathan J. Bares

Within a few months of the first US government grant to develop networked computing, in 1969, a technical
document series was launched to record the decision-making processes of those who were designing what we now
know as the Internet. The Internet Requests for Comments (RFCs) series continues today, including well over 6,000
items by 2011.
The computer scientist and electrical engineer authors of Internet RFCs thoroughly understood that "Network
topology is a complicated political and economic question . . . " (RFC 613, p. 1) involving important ethical
problems. This paper presents an analysis of the ways in which those responsible for technical design of the Internet
confronted ethical issues by addressing the following questions:
* Which technical problems in the design of the Internet were perceived to have ethical dimensions?
* What ethical issues were deemed important enough to require design-based solutions?
* Under what conditions did ethical issues become apparent to those responsible for technical design of the
Internet?
* How do Internet designers define such concepts as "ethical," "normative," "fair," and "just?"
* How did perceived differences in types of users and uses affect ethical decision-making?
* How did designers of the Internet conceptualize and operationalize ethics for non-human users of the
network?

The Context
Developments both internal to the RFC discourse and external to it provided the context within which ethical issues
were addressed. Policy frames developed within the design discourse offered a conceptual foundation for
addressing concrete ethical dilemmas. Social trends and specific events heightened sensitivity to ethical issues as
time went on.
Policy frames. In the course of solving technical problems, those involved in creating the Internet
discussed a number of legal and policy issues, engaged in explicit and implicit policy analysis and policy-making,
developed formalized decision-making processes and entities, and put forth political ideas. Policy frames were
developed for thinking through such matters in three areas.
(1) Users: Policy frames regarding users were evident in the areas of attitudes toward users, distinctions
among types of users, and support for users. Distinctions among types of users with relevance for analysis of ethical
issues included benign vs. malicious users, insiders vs. outsiders, and – the most important of all – human vs. nonhuman (daemon) users. The latter category includes hardware processes, software, and operational layers of the
network.

6

(2) Uses: A wide range of both governmental and non-governmental uses was taken into account from the
start by network designers, who were well aware that ultimately the Internet would be commercialized.
(3) Design criteria: Design criteria for the Internet design process can be considered policy principles.
Logistical criteria include content reliability, network reliability, and multidirectional compatibility. Social design
criteria include network proprioception, technological democracy, telepresent distant and distributed computing, and
stimulating innovation qua innovation. Ethical issues are confronted during the operationalization of both types of
design criteria. Queuing rules for network traffic were required, for example, in order to meet the criterion of
network reliability, but it was well understood that the socio-technical decision-making required to achieve this had
significant ethical implications as well.
An insistence on technological democracy was a social design criterion of particular importance from an ethical
perspective. Those responsible for technical design of the Internet were working on the technological horizon,
developing computers and networks with the greatest capacity and speed. At the same time, though, they
recognized that it was imperative to ensure that the network could accommodate those at the opposite end of the
spectrum of technological advantage, with limited computing and network capacity. It was this insistence on
simultaneously serving the cutting edge and those with the fewest resources that made it possible for the Internet to
be taken up as quickly as it was around the world.
Stimuli for ethical sensitivity. A variety of factors combined to enhance ethical sensitivity over time.
Within computer science and electrical engineering, the need to adhere to professional standards of behavior had
long been acknowledged but did not generate much activity until the early 1980s. In 1981, computer scientists
concerned about their role in the defense industry during a period of concern over a growing nuclear threat came
together to discuss ethical issues in computing, creating a group that ultimately became Computer Professionals for
Social Responsibility (CPSR).
Within the first decade of the Internet design process (1969-1979), there was no explicit discussion of issues labeled
as ethical although numerous policy issues received attention. It took the first Internet-wide experience with a
destructive worm, in November of 1988, to really bring ethical concerns into the design conversation. This
experience was so traumatic that it quickly triggered the development of codes of ethics by, among others, an
Internet governance organization, the Internet Advisory Board (IAB); the US government's National Science
Foundation (NSF) as the funder of Internet development; MIT as an academic institution heavily invested in the
development and use of the Internet; and CPSR.
The US Federal Bureau of Investigation (FBI) takedown and ultimate destruction of a small computer company in
1990 in pursuit of what turned out to be completely legal activity raised concern about the public interest in
networked computing among non-specialists and led to the formation of the influential non-profit organization, the
Electronic Frontier Foundation (EFF).
Commercialization of the network, in 1993, was another turning point; designers understood even before the fact
that bringing so many new types of users and uses into the network would inevitably also introduce many new
ethical problems.
Research Method
The analysis presented in this paper is based on an inductive reading of several hundred documents in the RFC
series identified through a search of the entire corpus using the terms "ethics," "ethical," "norm," "normative," "fair,"
"fairness," "just," "justice," "moral," "equity," "good" and "bad" behavior, and "good citizenship." Theories and
concepts from three literatures -- philosophy, communication, and science, technology, and society -- are used in the
analysis.
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The study is part of a larger project funded by the NSF involving a comprehensive inductive reading of the entire
corpus of the Internet RFCs analyzing perceptions of and positions on policy issues, the use of political and social
theory by those responsible for technical design of the Internet, and the development of formal policy-making
processes and institutions for global Internet governance through what began as an informal conversation among
graduate students.
Findings
Analysis of the pertinent items in the RFCs up to the point of commercialization, through the close of 1992, provides
insight into the variety of ethical concerns that the computer scientists and electrical engineers believed needed to be
addressed in the course of the design process and justifications for asserting ethical standards. A variety of
mechanisms that could be used to ensure that the network functioned in an equitable manner were identified, but
these technical thinkers were also aware that, ultimately, human behavior and the law would be pertinent.
Ethical concerns. The first ethical issues raised involved what participation in the network would require of
individual "hosts," or users. As a matter of equity, designers sought to create technical standards ("protocols") that
would neither demand significant changes in existing systems nor create a situation in which every given
instantiation of a technology would have to incorporate all possible protocols.
The bulk of discussion about ethical concerns, however, involved resource use. It was believed that all connections
should be treated in the same way. A problem in one among the "network of networks" comprising the system
shouldn't be allowed to bring other networks down. Industrial research organizations were expected to pay their
own way, to ensure that commercial concerns didn't degrade the quality of networking for those government
agencies and research institutions for whom the Internet was primarily intended during its early years. Those doing
research on the network itself were admonished to make sure that their experimentation did not itself cause damage
to the network. Access issues, such as pricing policies, were also discussed in ethical terms.
Justifications for ethical standards. The philosophical question of the differences between concepts such
as "MUST," "SHALL," and "CAN" is foundational. Use of such terms in programming interacted with discussions
about just how compliance with technical standards might be achieved and with the growing formalization of the
legal status of decision-making for the Internet. Ultimately the concept of "normative" came to mean that
compliance with a given protocol was required, and RFC documents presenting official standards included a section
on their normative contexts.
As early as 1989, the argument that the network is a type of infrastructure as important to society and the economy
as the road system was used as a justification for insisting on ethical standards in its design and use. The fact that
US government funds were essential to its development also meant that adherence to NSF rules regarding unethical
and unacceptable activity could be required. Many believed the network should be treated as a common carrier,
subject to the regulatory mandates to treat all users in the same manner and not to distort the content in any way.
The internationalization of the network, which began in the early 1970s, brought intercultural dimensions of ethical
questions into play.
Most of these arguments for insisting upon ethics in Internet design and use remain valid today, and additional
political, social, cultural, and economic arguments came into play once the network was commercialized. One
justification used in early years is no longer valid, however. In 1991 it was possible to take the position that since
no one had to be on the Internet, it was reasonable to require adherence to ethical standards as a quid pro quo for the
privilege of being online, but this argument cannot be made a decade into the 21st century.
Mechanisms for ensuring network fairness. The bulk of the techniques for incorporating ethical standards
into the network discussed in the RFCs were, of course, technical. These appeared at multiple layers of the network,
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including at the point of linkage to the network, at gateways between networks, at packet switches. The single
technical problem involving equity that received the most treatment up to the point of commercialization was "fair
queuing," the issue of how to make sure that the sequencing of messages through the network took place in an
equitable manner. Several different approaches were explored. There was concern about whether or not it would be
possible to absolutely ensure equity in network use given differences in types of content, uses, and the distance
messages have to travel.
Interactions between technology, law, and society. Social policy and behavioral expectations were also
treated as mechanisms for ensuring network fairness. The right to have access to encryption, for example, and
pricing policies were considered. Specific guidelines were developed to ensure that research on the network wuold
not generate ethical problems in the course of experimentation.
Internet designers were aware that it would be possible for bad actors to "game" a system intended to ensure equity.
A distinction was drawn between learning how to use a computer system and learning how to use it properly, with
the latter including making sure that one is not offending other users. Ethics and etiquette became linked. Computer
crime was understood to involve an intertwining of social, legal, and technical matters.
Notions of "good citizenship" came to inform both design decisions and behavioral expectations. The good network
citizen shares resources, even when doing so comes at a cost to him- or herself; respects the content,
communication, and data of others; respects the resources of others; and complies with protocols and programming
rules.
Contributions
This research offers insight into the ways in which specific ethical issues became visible to technical decisionmakers as mandates affecting Internet design. It enriches our understanding of the human side of the design process,
itself now a model for those building other large-scale socio-technical systems. It is hoped that uses of these
findings will help bring technical decision-makers into a common conversation with those in the social sciences and
humanities. Finally, the project furthers the development of research methods for analysis of technological
discourses with ethical consequences.
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Fair Queuing:
The Ethics of Network Gateways
Nathan J. Bares & Sandra Braman
.
―Where each individual can improve their [sic] own position by using more of a free resource, but the total amount
of the resource degrades as the number of users increases, self-interest leads to overload of the resource and
collapse.‖ (RFC 970, Nagle, 1985)

A free flow of information on the Internet is fundamental to its social, political, and economic value. Current
struggles over issues such as network neutrality and the efforts by some governments to restrict citizen access to
particular types of websites revolve around whether or not free flow should be allowed to continue. The practices of
Internet providers, information warfare events, and viruses already make clear that the "ideal" of free flow is not
always the "real." Such institutions, governments, and the actions of individuals all influence the extent to which the
ideal is achieved, but underlying all of these are the technological structures of which the Internet is comprised.
Those responsible for technical design of the network had equal access and equitable service to all as explicit goals,
but achieving those goals required addressing and surmounting a number of technical problems.
The research reported upon here deals with one of those problems, the issue of how to ensure that traffic at network
gateways is handled fairly. The analysis is based on an inductive reading of items dealing with "fair Queuing" in the
technical document series that has been recording the technology and architecture decisions for what we now call
the Internet since 1969, the Internet Requests for Comments (RFCs).
The Problem
Fair queuing is a technical process that manages the flows of information through Internet gateways, the "doorways"
between different networks in this "network of networks" (RFC 1135). Gateways can be problematic when there is
so much information that the network becomes congested. This can happen through ordinary use, but Internet
designers were also aware that they could develop as a result of misuse or malicious use. Through a look into the
discussion in the Internet RFCs, we can learn about the social and ethical considerations that guided network
designers as they tried to ensure that the Internet would not only be functionally efficient and secure, but also
equitable, reliable, and fair.
Differences in the capacity of computers linked to the network, network links, and usage patterns had created flow
issues of this type since the earliest days of the network. Packet switching and buffers were among the techniques
used to cope with this problem as it arose in various ways. By the early 1980s, the growing number of national
networks from around the world that were connecting with the US-based network brought this gateway problem to
the fore as it arose at the points of connection between national networks. At this point, the concept of fair queing
came into use to refer to mathematical management of information flows at gateway points of all types in the effort
to ensure equity for all users.
Congestion at the gateways could make the transferring of information unreliable, slow it down, or cause a
disconnection from service altogether. Thus the design problem was socio-technical in nature – both social and
technological issues had to be resolved within the same decision making process. The technological decision affects
how users access the internet and the equitable allotment of resources.
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The Search for a Solution
Over the course of discussing how to resolve the information overload problem, two very different approaches
developed. One school of thought places congestion control at an internal point in the network, whereas a second
school puts more control in the hands of the end users.
The first approach focuses on simply not allowing a user who generates particularly heavy flows, whether in good
faith or maliciously, to overpower built-in fairness measures. This puts the responsibility for fair, equitable use of
resources on the technology at the gateways, operationalized through use of buffering capacity as well as a ―round
robin‖ technique rotating the passage of packets through the gateway across users. Fair queing options focused on
the gateway included distinguishing between classes of service or of users as a way of further segmenting rotation,
and regularly dropping packets as they flows through gateways, so that heavy users would experience a greater
degradation of service.
A second approach to the issue starts with the problem from the host end, putting responsibility in the hands of those
sending information. The network would monitor the level of congestion at the gateway. When the gateway would
reach a certain level of congestion, the host would scale back on the amount of packets that were sent. It would act
as a dam of sorts. When the flow of traffic at the gateway would reach flood level, the dam would raise and slow
the requests for resources. As the gateway would become less congested, the host would also be able to return to
normal functioning. An additional option for relieving congestion and ensuring fair queing from the user's end
include using space in the IP address layer to indicate ―Type of Service‖ (TOS), offering a means of distinguishing
among messages for which low delay would be acceptable, for example, and those for which high throughput and/or
high reliability were required -- distinctions comparable to those offered by priority and insurance options at the post
office.
From an ethical perspective, both approaches to resolving the socio-technical problem of network congestion caused
by flows of network information greater than can be handled at any given gateway are interesting for at least three
reasons. They involve the applying the concept of "responsibility" to a machine rather than a human. They engage
with the fundamental and overarching question of which behavioral choices should be predetermined by
technological design and network architecture, and which should be left in the hands of users. And they both wind
up "punishing" both the good-faith heavy user and the malicious user in the same way.
Findings
The designers of the Internet use the RFCs to explicitly discuss the access implications of their decision-making, and
their desire to ensure that access is equitable. They take into account both well-intentioned and ill-intentioned users,
including among the latter those who would manipulate traffic or otherwise game the system to suit their needs.
They understood even in the 1980s that putting in place a technique of classifying types of information in order to
establish prioritizations for transfer would make it possible to establish different classes of service in the future – a
central issue in the network neutrality debates of 2011.
The discussion of Fair Queuing and its components encompassed several debates. One of the most fundamental
issues was where control should lie: in the hands of users, in the structure of the internet itself, or a combination of
both. They discover trade-offs; though slowing down information transfer may seem undesirable, for example, it
can actually benefit all users by preventing congestion and lowering the chances of network failure. Thus there is a
strong internal motivation for users to share resources fairly, that theoretically should minimize the need for an
outside force to impose rules and regulations.
Motivation, however, is not enough. Each user can see only his or her own needs. Only the network can see the
whole from the network perspective. Even the most attentive self-regulation at the point of information transmission
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could not ensure that no gateway would be overloaded, requiring some sort of congestion control protocol. There
would still need to be a fair queuing algorithm in place for this instance.
The Implications
The technical decision-making for the Internet directly affect the resources available, with law-like effects. Laws or
regulations put in place by governments or by the Internet governance institutions ICANN are constrained by the
technical realities of the network. Analysis of the fair queuing design decisions from an ethical perspective provides
insight into the ways in which concerns about social equity shaped Internet design itself. Here, as elsewhere,
technical designers of the Internet are working towards social goals simultaneously being pursued by governments
and by civil society groups. Each community was doing so, however, in conversations that historically did not
interact, and using techniques unknown to each other. Ethical analyses of Internet design decisions such as the one
offered here can help bring computer scientists, law-makers, and citizens into a shared conversation about shared
social goals.
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Anticipatory Technology Ethics for Emerging IT
Philip A. E. Brey
University of Twente

Abstract
In this essay, a new approach to the ethics of emerging technology ethics will be presented, called anticipatory
technology ethics (ATE). The ethics of emerging technology is the study of ethical issues at the R&D and
introduction stage of technology development through anticipation of possible future devices, applications, and
social consequences. I will argue that a major problem for its development is the problem of uncertaint, which can
only be overcome through methodologically sound forecasting and futures studies. I will then consider three
contemporary approaches to the ethics of emerging technologies that use forecasting: ethical technology assessment,
the ethical impact assessment approach and the ETICA approach, and I considered their strengths and weaknesses.
Based on this critical study, I then present my own approach: ATE.
Keywords: Anticipatory technology ethics; emerging technologies; uncertainty; futures studies; forecasting;
technology assessment; ethical impact assessment

1. INTRODUCTION
Jim Moor (2005) has argued that we need better ethics for emerging technology. Current ethics, he holds, is
insufficiently equipped to address the revolutionary changes that are being brought about with new and emerging
technologies. He argues that we need ethical approaches that are better informed concerning new technologies and
their social consequences and that are more proactive in identifying and addressing ethical issues in relation to them.
Moor's paper is for the most part an argument for the claim that a better ethics is needed. Only towards the end of
his paper does he start to discuss what such an ethics would look like. He then proposes a number of steps to take
towards such an approach. The aim of this paper is to move further and to actually present an approach to the
ethical analysis of emerging technology, with specific reference to information technology.
The paper is structured as follows. In the next section, the difference will be discussed between emerging
and established technology, and various stages of emergence will be distinguished. In section 3, it will be analyzed
how an ethics of emerging technology can deal with the problem of uncertainty in knowing the future, and two ways
will be distinguished to deal with this problem. In section 4, three recent ethical approaches to emerging technology
will be discussed and critiqued, and it will be concluded that neither is fully satisfactory. In section 5, my own
approach will be presented, which is called anticipatory technology ethics (ATE). I will present ATE as a promising
new approach that builds on previous approaches, and I will provide examples throughout its discussion how it can
be applied in practice.

2. ETHICS AND STAGES OF TECHNOLOGICAL EMERGENCE
What are the characteristics of an emerging technology and how is it different from a technology that is fully
realized and established in society? And how would an ethics of emerging technology be different from an ethics of
established technology? I aim to answer these questions through a discussion of Jim Moor‘s three-stage model of
the development of new technology. Moor distinguishes three stages: the introduction stage, the permeation stage
and the power stage. In the introduction stage, few implementations of the technology exist, and the technology is
still largely something that exists in labs and drawing boards. The few devices that exist are often seen as
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intellectual curiosities or playthings. The cost of the technology is high, few people know and use it, and the
technology‘s integration into of society is minor. In the permeation stage, the technological devices have become
more conventional and standardized. The cost is dropping, and the number of users is growing. The integration into
society is moderate. In the power stage, finally, the technology is firmly established. It is readily available, lowcost, and widely used, and many people in society are affected by it directly or indirectly. The impact on society is
therefore large.
Moor argues that ethical problems multiply as technology moves from the introduction to the power stage.
This is because at the introduction stage, there are few users, few different types of devices, and few uses of them.
There are therefore few new types of activities and situations that may evoke ethical problems. As the technology
evolves, there will be many users, uses, and types of devices, and therefore more ethical problems to consider. He
summarizes this progression in ethical complexity in ―Moor‘s law‖: As technological revolutions increase their
social impact, ethical problems increase. Moor advocates, however, that for emerging technologies, ethicists do not
wait until new technological devices and uses manifest themselves, but rather that they become proactive. This
means that ethicists should ―learn about the technology as it is developing and to project and assess possible
consequences of its various applications.‖ (p. 119)
Moor‘s account is compelling, but I believe that it skips an important stage in the development and
diffusion of new technology. This is what I will call the R&D (research & development) stage. This stage comes
before the introduction stage. Whereas in the introduction stage, there are already early applications of a new
technology, in the R&D stage these applications do not yet exist. Rather, research is directed at the development of
basic techniques that may further down the road result in concrete applications. Research in nanorobotics, for
example, is concerned with the developments with machines or robots with components whose size is at or near the
nanolevel. Current research is focused on developing basic techniques for the development of such nanobots. No
actual nanorobots currently exist, so the technology is still wholly in the R&D stage. Tissue engineering is an
example of a technology that is currently moving from the R&D stage to the introduction stage. It is concerned with
developing techniques for the generation of artificial tissues to restore, maintain, or improve biological functions.
Such research may eventually result in various devices and applications, which are now starting to emerge.
Emerging technology can be defined as technology at the R&D and introduction stages. As technology moves to the
permeation and power stage, it becomes established technology that is entrenched in society.
Ethics at the R&D stage is likely to be different from ethics in the three later stages because in the R&D
stage, applications are still largely speculative, whereas in the later stages, many concrete applications are already in
development or are being considered. Ethics in the R&D stage will focus on general ethical issues in relation to new
techniques and on speculative ethical analysis of possible future applications. Ethics in the introduction stage will
focus mostly on present and future applications that are already being considered. Within the R&D stage, moreover,
a further distinction can be made between the research stage and the development stage. Research focuses on basic
techniques, principles and methods that can be used for later development of concrete devices or processes, whereas
development focuses on the actual design and manufacture of devices and processes. In the research stage, no
knowledge may yet exist about any possible devices or applications that may result from the research, so ethical
reflection on future consequences may be wholly speculative at this stage. In the development stage, actual devices
and processes are being designed and developed, so ethical reflection can have a more concrete focus. Ethics at the
introduction stage is less speculative as more is known about possible devices and applications, but it is still
speculative in part, as many devices that may be developed on the basis of the technology still do not exist, and there
is still uncertainty about the ways in which newly developed devices will be used and what social consequences that
will have.
Ultimately, ethical assessment of emerging technologies concerns the question of what is good and bad
about the devices and processes that they may bring forth, and what is right and wrong about ways in which they
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may be used. Since at the R&D and introduction stages many devices, usage patterns and social consequences are
not yet present, ethical assessment turns speculative, as it focuses on particular R&D activities and techniques and
then projects possible devices and usage patterns which are then assessed ethically. Such assessments may then be
used to make ethical recommendations for R&D practices themselves, so as to increase the likelihood that these
practices yield morally desirable devices and uses. Or they may be used for policy.

3. THE PROBLEM OF UNCERTAINTY AND TECHNOLOGY FORECASTING
The central problem for an ethics of emerging technologies is that we do not know the future, and therefore do not
know which actual issues will play out once the technology is fully developed and entrenched in society. Because
emerging technology is technology in the making, many questions about its nature, its future use and its social
consequences are still undecided. For this reason, many ethical issues in relation to it cannot yet be identified or
analyzed reliably. We can speculate about future applications and uses, but as history has shown, speculations about
future technology are often way off the mark, meaning that we may end up exploring an irrelevant set of ethical
issues.
The ethics of emerging technology therefore has to deal with an epistemological problem, the problem of
uncertainty concerning future devices, applications, uses and social consequences (Sollie, 2007). The question is
how it can deal with this problem in a responsible manner. On the one hand, it is to be avoided that ethicists lose
themselves in idle speculation on future ethical issues in technology that in most cases turn out to rest on mistaken
projections on how the technology will actually evolve. On the other hand, it is to be avoided that ethicists feel that
they can say nothing about emerging technologies because they do not know which devices and uses will result from
them. So the question is how ethicists can come to assessments of emerging technologies that are based on
somewhat reliable knowledge of the future.
Two approaches are possible at this point, one more conservative and reliable, the other more uncertain and
speculative. The first approach is to restrict oneself to ethical analysis of generic qualities of the new technology
that are likely to manifest themselves in all or most future applications of the technology and that are likely to
present ethical challenges. For example, when nuclear energy technology was being developed it was known early
on that however it were to be developed, there would be a problem of radioactive waste, which requires ethical
deliberation. When genetic technology was being developed it was known from the beginning that it would involve
the modification of genetic material, which was considered to be intrinsically morally controversial. So even when
particular applications or uses are not yet known, it is often possible to identify generic ethical issues that are likely
to manifest themselves as the technology progresses, and these can be discussed at an early stage. I will call this
approach the generic approach.
A second approach is to speculate on future devices, uses and social consequences. This requires that
ethicists either rely on existing forecasting studies or do such studies themselves. They can then use the forecasts to
explore ethical issues. For example, ethicists can forecast that nanotechnology will yield applications for targeted
drug delivery in the human body using nanoparticles, and that such applications will become widely available to
both doctors and patients. They can then analyze ethical issues that are likely to occur when such devices are being
used. I will call this the forecasting approach to the ethics of emerging technology.
The forecasting approach relies on predictive studies of future technological devices, uses and social
consequences. Such studies are undertaken in two related fields. Futures studies is a field that aims to study what
possible or probably futures may look like (Bell, 1997). Futures research includes many different forecasting
approaches, such as environmental scanning, causal layered analysis, the Delphi method and scenario methods.
Some of these, like the Delphi method, rely on the consultation of experts in various fields, whereas others may rely
on surveys, time series analysis, regression analysis, or simulations. Some work in futures studies focuses on
technology forecasting. It forecasts future technologies, including the development spread of certain types artifacts,
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and optionally their utilization and social consequences that may result from their use. Technology assessment (TA)
is a field that studies the effects of new technologies on industry, the environment and society, evaluates such effects
and develops instruments to steer technology development in more desired directions (Tran & Daim, 2008;
Grünwald 2009). It makes such assessments on the basis of known or potential applications of the technology.
Thus, TA in part relies on, and in part engages in, futures studies. Both futures studies and TA can hence be useful
for forecasting the development of emerging technologies.
The forecasting approach has as an advantage over the generic approach that it is able to consider more
ethical issues, by including not only those that are generic to the technology but also those that are specific to
projected future devices and their uses. Its potential disadvantage is that its ethical assessments is based on forecasts
that are to some degree speculative and that may be incorrect. However, to the extent that forecasts can be reliable,
a forecasting approach will be able to anticipate many more ethical issues than a mere generic approach would, and
would therefore be preferable. In the next two sections, therefore, I will focus on forecasting approaches. I will first
look at three contemporary forecasting approaches to the ethics of emerging technology, which I will critically
evaluate. In the section thereafter, I will then present my own approach.

4. CRITIQUE OF EXISTING APPROACHES
In recent years, forecasting approaches to technology ethics have been gaining attention, although few mature
approaches currently exist. In what follows I will consider three promising approaches that have been formulated in
recent years: ethical technology assessment, the ethical impact assessment approach, and the ETICA approach. For
each, I will consider their strengths and weaknesses, after which I will draw a general conclusion.

Ethical Technology Assessment
Ethical technology asessesment (eTA), proposed by Palm and Hansson (2006), has as its purpose ―to provide
indicators of negative ethical implications at an early stage of technological development‖ (p. 543). Such indicators
can subsequently be used to guide design or technology policy. The focus of eTA is on the whole life-cycle of
technology development, from initial R&D to ultimate impacts on society. To attain an adequate understanding of
future developments, eTA relies on studies in technology assessment (TA) and on close interactions with developers
of technology. The interactions with technology developers are to guarantee an adequate understanding of the
technology in question. Studies in TA are to provide insight into both the technology in question and its social
consequences, and are also used to organize interactions with technology developers in which eTA is made relevant
for the development process. The goal of eTA is not to predict far into the future, but rather to continually assess
current practices in technology development and provide feedback to designers and policy makers.
The ethical analysis of an emerging technology takes place by confronting projected features of the
technology or projected social consequences with ethical concepts and principles. This yields areas in which a
conflict may emerge between the technology and one or more accepted moral principles. This ethical knowledge
may then be used to adjust design processes to avoid ethical concerns or to steer decision-making on an emerging
technology. Palm and Hansson go on to propose an ethical checklist of nine issues to identify the most common
ethical issues in emerging technologies. This list contains issues like privacy, sustainability, issues of control,
influence and power and issues of gender, minorities and justice. Not all of these issues are ethical in a conventional
sense, but all can be framed as ethical issues.
Palm and Hansson‘s approach is one of the first ethical approaches explicitly targeted at emerging
technologies. It does a good job at advocating the need for ethical TA, and then presents an original approach that
seems workable and appears to cover a lot of different issues. Still, the approach has a few limitations. Most
importantly, it is rather vague in its methodology, as it does not specify in detail what kind of knowledge needs to be
acquired from technology developers and from TA and how it should be acquired, and it also does not spell out in
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detail how ethical analysis can be performed on the basis of this knowledge. In addition, the ethical checklist of
nine items seems somewhat limited, as many recognized moral values and principles are not found on the list, such
as autonomy, human dignity, informed consent, distributive justice, and so on. So it would seem one would need a
much longer list to be able to do comprehensive ethical assessments of new technologies. And even then, moral
issues could be into play for a new technology that are not included in the list. To identify such issues, it would
seem that exploring moral intuitions of either stakeholders or the analyst would be in order.

Ethical Impact Assessment
The ethical impact assessment approach by David Wright (2010) is an approach for the ethical evaluation of new
information technologies by developers to ensure that ethical issues are taken into account in their development.
The approach is also intended to be applicable to IT regulations and policies, but I will not consider such
applications. Wright‘s approach relies on an extended ethical checklist which contains ethical values and principles
along with sets of questions raised by these values and principles. The checklist is structured around four key
ethical principles by Beauchamp and Childress (2001), which are respect for autonomy, nonmaleficence,
beneficence and justice, and adds privacy and data protection as a fifth key principle. These five principles are then
broken down into more specific principles, such as dignity, informed consent, safety, universal service,
sustainability, data quality and transparency. For each of these more specific questions, a set of questions is
provided that must be answered during the ethical impact assessment. For example, the principle of universal
service will include such questions as ―Will the project or service be made available to all citizens? When and how
will this be done?‖ and ―Will training be provided to those who do not (yet) have computer skills or knowledge of
the Internet?‖.
The aim of this ethical checklist is to ensure that ethical issues are being considered and thought through
before the technology is developed. Wright would like the stakeholders to be part of the discussion. However, to
ensure that a thorough consideration of ethical issues takes place that involves relevant stakeholder, ethical tools are
needed that make such deliberation possible by drawing out all ethically relevant aspects of the new technology.
Wright also calls such ethical tools ―value appraisal techniques‖. He discusses seven such techniques. The first,
consultations and surveys, involves the consultation of stakeholders who provide input by means of answers to
questions or prepared statements. The value of such a technique is limited, Wright warns, because they often have
low response rates, are superficial, and do not allow for nuanced dialogue. The second, expert workshops, involves
representatives from different stakeholder groups working together on a report. The advantage is more in-depth
discussion and deliberation, but the disadvantage is that the participants may not adequately represent all
stakeholders.
A third technique is an ethical checklist of the sort provided by Wright. Stakeholders can use the checklist
to appraise the ethical sufficiency of proposed technological designs. Wright considers this to be a good tool, as
long as it is followed up by a deliberation between the stakeholders. Four other techniques considered by Wright are
ethical matrix, ethical Delphi, consensus conferences and citizen panels. These are all different ways of structuring
deliberation between stakeholders. The importance of involving stakeholders, Wright argues, it not just that they
have a right to be heard. It is also that they bring information to the table that technology developers may not have
considered, information regarding possible consequences of technological choices, and ideas for alternative
solutions.
The strong point of Wright‘s approach are that it contains an elaborate ethical checklist with dozens of
questions to be answered regarding the ethical aspects of new technologies, and that it contains elaborate procedures
for involving stakeholders in the ethical analysis. A weak point, however, is that Wright does not make clear how
forecasting takes place of expected artifact, applications and social consequences. Apparently, the technology
developers and other stakeholders are believed to be able to come up with this information somehow. In addition, it
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is not explained how participants are capable of answering questions in the ethical checklist on the basis of the
knowledge that they have. All in all, Wright‘s approach seems to be more suited for the ethical assessment of
concrete IT design projects, in which design specifications already exist and the context of use is already known,
than for the broad ethical assessment of emerging information technologies about which many uncertainties still
exist.

The ETICA approach
The ETICA approach (Stahl et al., forthcoming) is a recent method for the ethical assessment of emerging
information and communication technologies (ICTs).1 It is so general in scope, however, that nothing prevents its
application to other types of technology as well, and it will for this reason be considered as a general approach for
the ethical assessment of emerging technology. Thus conceived, the aim of the ETICA approach is to provide
comprehensive overviews of ethical issues for emerging technologies that are likely to play out in the medium-term
future. The ETICA approach makes use of projections of the future which it derives from futures research. It aims
to arrive at a foresight analysis, which is a forecasting analysis that considers multiple possible futures, out of which
one is chosen as most desirable or important to consider. The ETICA approach relies on multiple futures methods
and studies, under the assumption that while individual studies will contain biases and shortcomings, their aggregate
use will tend to yield more reliable results.
Ideally the ETICA approach would include doing one‘s own future studies, as its researchers say.
However, in their study of emerging ICT‘s, limitations in resources limit them to two methods for identifying ethical
issues in emerging technology. The first is to extract ethical issues from texts about particular emerging
technologies in which ethical issues are discussed. Such texts include governmental and political sources, scientific
sources such as research reports and journal articles, and non-academic sources such as published future visions of
companies. The second is to use bibliometric analysis that finds correlations between emerging technologies and
ethical values and concepts in a database of texts on ethics of technology in the academic literature.
The results of multiple futures research studies are used to identify a range of projected artifacts and
applications for particular emerging technologies, along with capabilities, contraints and social impacts. These data
form the basis for ethical analysis. In the first stage of ethical analysis, the identification stage, ethical issues are
identified for particular applications, artifacts or technological properties. 2 Most of the ethical values and principles
used in this approach are derived from a prior list of ethical issues for ethical evaluation in a European context. The
resulting ethical issues are summarized in a normative issues matrix, which specifies relevant normative issues in
relation to particular emerging technologies and the artifacts and applications that are expected to result from them.
For example, an analysis of robots, as an emerging technology, may focus on particular applications such as service
robots in households, robots as companions and robots as soldiers, and discuss ethical aspects of each application.
The normative issues matrix also contains more general ethical issues with particular technologies that are not bound
to particular applications. For example, an analysis of robots may focus on privacy issues in relation to the sensory
capabilities of robots, or responsibility issues in relation to the behavioral autonomy of robots, or ethical issues that
are specific to humanoid robots.
In a second stage of ethical analysis, the evaluation stage, the ethical issues of the identification stage are
subjected to ethical evaluation and are ranked and ordered in relation to each other. In a third and final stage, the
governance stage, governance recommendations are developed for policy makers for dealing with the ethical issues
described in the earlier stages.
The ETICA approach is possibly the most elaborate ethical approach to emerging technologies that has
been developed to date. It aims at thoroughness by considering a wide range of technological properties, artifacts,
1

See also http://www.etica-project.eu/, especially the deliverables.
The ETICA project also uses these data to perform social and legal analyses. However, in my discussion I will focus on its use for ethical
analysis.
2
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applications, and ethical issues. It also engages in ethical evaluation and develops recommendations for governance.
And it aims to make use of state-of-the-art work in futures studies. Yet, the approach also has weaknesses. First, its
claim to adopt a futures studies approach is somewhat dubious. The main sources of the ETICA approach for
locating ethical issues are government and political texts, scientific texts, and non-academic texts. Many of the nonacademic and government texts will not be based on scientific methods of futures research. Moreover, many of the
scientific texts do not seem to be either. Judging from the literature references in the ETICA projects, many of these
texts come from ethics and computer science journals, and most of them do not use methods of futures research.
Second, its assumption that ―the overall discourse on future[s] technologies provides as good and reliable
an understanding of the future as will be possible to achieve‖ (Stahl, Wakunuma & Rogerson, 2010, p. 9) is also
dubious. Rather than merely aggregating predictions about new technologies, it would be better if the approach
would provide independent critical assessments of such predictions and the methods used for arriving at them before
such predictions are used as a basis for subsequent ethical analysis. It should be granted, though, that in the ETICA
project some independent foresight research is undertaken to validate some of the predictions that are made. Third
and finally, many of the ethical analysis undertaken in the ETICA project appear to refer to generic properties of the
technologies that are studied. In the project these are called ―ethical issues stemming from the defining features of
the technology‖ (Heersmink, van den Hoven & Timmermans, 2010, p. 27). The range of artifacts and implications
that is considered is often somewhat limited, and elaborate descriptions of possible artifacts and applications are
often missing. For example, in the ethical analysis of robotics, most space goes to the consideration of generic
ethical issues, and only a few types of robots and application areas of robotics are considered in detail.

Conclusion
My review of the three approaches has revealed strong and weak points in each approach. It has also brought
forward various points to consider in an ethics of emerging technologies. A first point is through what approaches
and methods technological forecasts are arrived at. The three approaches use various approaches from futures
studies and technology assessment, including approaches developed as part of their own approach. A second point
concerns the use of ethics and the identification and evaluation of ethical issues. How should this be done? Here,
the three approaches also have different answers, though what they have in common is their drive to identify
possible ethical issues or controversies and their heuristic use of ethical checklists in doing so. A final point, which
has been more implicit in the discussion, concerns the question what an ethics of emerging technology actually
studies: is it whole technologies and techniques, is it possible future artifacts, is it uses of artifacts, social
consequences, or yet something else? To this question, also, the three approaches give different answers. These
three points for an ethics of emerging technologies provide a good challenge to build and improve on the three
approaches discussed above. That is what I will turn to in the next section.

5. ANTICIPATORY TECHNOLOGY ETHICS
Based on the previous discussion, I will now present an ethical approach of my own, which I will call anticipatory
technology ethics (ATE). ATE distinguishes itself from other approaches in its definition of objects of analysis, its
particular approach to forecasting, and its methods of ethical analysis. I will now discuss these in turn.

Levels and objects of ethical analysis
A first characteristic of ATE is that it distinguishes three levels of ethical analysis: the technology, artifact and
application level. At each of these levels, various objects of ethical analysis are defined: things, properties or
processes that raise ethical issues. Its three levels of analysis are similar to those of the ETICA approach, which
distinguishes defining features of a technology, artifacts and applications. However, in ATE a more refined
conceptual apparatus is developed through which a larger variety of objects of ethical analysis is defined.
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The technology level, to start with, is the level at which a particular technology is defined, independently of
any artifacts or applications that may result from it. A technology is a collection of techniques that are related to
each other because of a common purpose, domain, or formal or functional features. Nuclear technology, for
example, is the collection of techniques for the fission and fusion of atomic nuclei. Nanotechnology is the collection
of techniques for manipulating matter on an atomic and molecular scale. And biometric technology pertains to
methods for the measurement and recognition of physical and behavioral traits of humans for identification and
authentication purposes. A technique is a procedure to accomplish a specific activity or task. For example,
nanotechnology embodies such techniques as solid state silicon methods, focused ion beams, and molecular scale
electronics. Techniques may depend on technological methods, processes, tools, knowledge and skills that make
them possible. Within a technology, it is often possible to distinguish subclasses that are distinguished by a more
specific purpose, domain, or set of features than the parent class. For example, in nanotechnology, it is possible to
distinguish bionanotechnology, optical nanotechnology and DNA nanotechnology. Such subclasses are also
technologies themselves.3
At the technology level, ethical analysis focuses on features of the technology at large, particular subclasses
of it, or techniques within it. It then considers generic ethical issues that are attached to these features. These are
either ethical issues inherent to the character of the technology, issues that pertain to consequences that are likely to
manifest themselves in any or nearly any artifact or application of the technology, or issues pertaining to risks that
the technology will result in artifacts or applications that are morally problematic. Genetic engineering, for
example, involves the manipulation of DNA in cells and organisms. This is a defining feature of the technology.
At the technology level, a generic ethical issue is whether such manipulation violates natural order or the dignity of
life. When nuclear technology was being developed, a moral discussion emerged whether the technology should be
developed at all because of the potential to build a nuclear bomb. So here the technology is ethically criticized
because of its potential to lead to dangerous or morally problematic applications. And nuclear energy technology
can be critiqued for developing energy solutions that inevitably generate a problem of nuclear waste.
Let us now turn to the artifact level. On the basis of a technology, functional artifacts, systems and
procedures are developed. For example, nuclear technology has yielded artifacts like nuclear reactors, nuclear
bombs, x-ray imaging systems and ionization smoke detectors. It has also yielded procedures such as food
irradiation and nuclear well logging. An artifact is a physical configuration that, when operated in the proper
manner and in the proper environment, produces a desired result. 4 A procedure is a sequence of actions that, when
performed in the proper manner in the proper environment using the proper tools, produces a desired result. The
useful products of technology are technological artifacts and procedures. They are often the result of combining
novel techniques within a technological field with more conventional techniques of engineering to produce artifacts
and procedures that can be used in practice. Within each class of artifacts and procedures, it is moreover possible to
distinguish various subclasses. For example, within the class of robots, one can distinguish subclasses of humanoid,
industrial, mobile, and service robots. Similarly, there are often subtypes within a particular class of procedures.
At the artifact level, ethical analysis focuses on types of artifacts and processes that have resulted or are
likely to result from a particular technology. It considers features of them that present moral issues. As was at the
case at the technology level, such moral issue may present themselves for three reasons: because of the inherent
character of the artifact, because the artifact has certain unavoidable consequences in most or all of its uses, or
because certain potential applications of the artifact are so risky or morally controversial that it warrants reflection
on the ethical justification of its manufacture. Examples are video games that contain depictions degrading to
3

Some technologies are defined in terms of specific types of artifacts that they aim to develop and use. Examples are fuel cell technology and
membrane technology. In such technologies, the technology and artifact level blend into each other.
4

Certain complex artifacts, like power plants and railroad systems, may involve human actors as well. In such cases, human actors playing
predefined roles are part of the design of the artifact, and the artifact is hence not a completely physical entity but also, in part, a social one.
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human beings, automobiles that produce greenhouse gases, smartphones that store and disseminate location data of
users, and nerve gas weapons that can cause horrible agony and disfigurement.
At the application level, finally, ethical analysis focuses on particular ways of using an artifact or
procedure, or on particular ways of configuring it for use. An application, as I will define it, is the concrete use of a
technological artifact or procedure for a particular purpose or in a particular context, or a specific configuration of an
artifact to enable it to be used in a certain way. Put differently, an application is a way of using or configuring an
artifact or procedure. For example, a particular service robot may be configured and used to perform household
chores, to assist the disabled, or to perform industrial tasks. These are different applications of it. The term
―application‖ is sometimes used in a different way. Technological artifacts and procedures are sometimes called
applications themselves. For example, an electro-galvanic fuel cell may be called an application of fuel cell
technology. I will not use the term in this way, but will only use it to refer to particular uses or configurations of
technological artifacts and procedures.5
Another way to think of an application is a situation in which one or more aspects of the context of use of
an artifact or procedure are fixed. Such aspects may include the particular purposes for which the artifact is used
(e.g., industrial vs. domestic use; cleaning vs. carpenting), the manner in which it is used (e.g., manually vs.
automatically; for short or long durations), the characteristics of its users (e.g., male vs. female, skilled vs. unskilled,
Western vs. non-Western), aspects of the social or physical context of use, properties of the technological
configuration within which the artifact functions, and so on. As more and more elements of the context of use are
fixed, more specific ethical issues may emerge from the dynamic interplay between artifact and its contextual
elements. The use of artifacts by specific groups of users for specific within specific social, cultural and institutional
arrangements will give rise to all kinds of ethical issues that are specific to these users, purposes, and contextual
elements. This is what is being considered at the application level.
Let us consider ethical issues that may play at the application level. A first group consists of moral issues
that concern the morality of certain purposes for which an artifact or procedure may be used. For example, moral
issues may be raised by the use of in vitro fertilization for impregnating older women, the use of morphine for mercy
killing, or the unauthorized use or dissemination of proprietary software. A second group consists of moral issues
concerning side-effects or unintended consequences that occur in certain uses, in certain contexts of use, or for
certain user groups. For example, a drug may cause cancer at a disproportionate rate for certain user groups, when
used in combination with certain other drugs, or when used for an extended period of time. And computer games
may exacerbate social isolation for those individuals who already have weak social ties. A third group consists of
moral issues pertaining the rights and interests of stakeholders who may be affected by a particular use of an artifact.
For example, the use of new medical procedures without informed consent violates the rights of patients, and the
construction and use of a power plant in a way that does not take into account concerns about pollution and noise by
members of the local community also presents moral issues.
To conclude, I have identified three levels of analysis for an ethics of emerging technologies: (1) the
technology level, at which morally relevant features of the technology at large are studied, as well as features of
subclasses of the technology and particular techniques; (2) the artifact level, at which morally relevant features of
artifacts and procedures are analyzed, as well as of particular subcategories of them; (3) the application level, at
which morally relevant features of particular uses or configurations of artifacts and procedures are analyzed. The
ethics of emerging technology should, I believe be aimed at all three levels. At the technology level, fundamental
ethical issues pertaining to the technology are studied, whereas at the artifact and application levels, more specific
5

Even then, there are terminological difficulties. Should we say that an industrial robot is application of service robots to the industrial domain?
Or should we rather say that an industrial robot is a subtype of service robots? This may depend on whether industrial robots are designed
differently in important ways than generic service robots or whether they are only used in a different way.
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and contingent issues are studied. It should not be concluded that the fundamental ethical issues are necessarily
more important than the specific ones. They are more generic, but possibly of lesser importance than certain
specific issues. For instance, any fundamental ethical issues with nuclear technology are probably of less ethical
importance than specific issues relating to nuclear weapons and nuclear energy.

Forecasting methods
I hold that different forecasting methods are required for the technology, artifact and application levels. I agree with
Palm and Hansson that at the technological level, an understanding of the technology is best acquired from
engineers. They are best positioned to describe the features that define the technology entails, the particular
techniques and subclasses of technology that it containsm and the techniques that may be developed in the future.
Both for the present and future state of a technology, engineers are best positioned to inform ethicists, and we most
likely need no consultation of experts from other fields or separate future studies to get knowledgeable about the
technology.
For the artifact and application levels, projections of the future are needed, this requires that ethicists either
utilize or engage in futures studies. But how should they do this. First, I hold, they should utilize existing studies in
forecasting and TA about the technology, to the extent that these are available. These provide ethicists with a first
view of artifacts and applications that are likely to emerge in the future. Second, ethicists should initiate expert
surveys and roundtable discussions with experts that yield expert predictions of possible or likely future artifacts and
applications. Relevant experts would include engineers, technology forecasters and TA experts, as well as historians
and sociologists of technology and marketing experts.
It would be useful if these experts would also reflect on the plausibility of projected futures in the
forecasting studies that are being considered. Also, because the conjecturing of future artifacts and applications is
an imaginative activity, it may be useful to consider policy documents, company studies, academic texts or even SF
stories for ideas about possible future artifacts and applications, as long as these ideas are then subjected to scrutiny
regarding their feasibility and plausibility. The consultation of existing future studies and of relevant experts are
both important steps to take, and may in many cases be sufficient. However, if these steps do not yield enough
insight, it may be necessary for ethicists to do their own future studies as well, possibly in tandem with future
studies researchers.
A thorough forecasting analysis of a new technology would consider how it is likely to evolve and mature
over time, how it might be combined with other new and existing technologies to yield new artifacts and procedures
and new application areas, and for which of these artifacts and procedures there is likely to be both significant
demand and the possibility to realize a stable supply. It would do this systematically for different application
domains, such as healthcare, food, transportation, entertainment, security and defense. And it would distinguish
various types of applications by varying elements in the context of use, such as user types, use environments, and
usage patterns. The result of such an analysis would be a systematic timed prediction of possible future artifacts and
applications in various domains. This, of course, would be the ideal. Particular forecasting analyses may be less
elaborate because of limitations in time and resources.
Out of all the possibilities, ethicists have a particular interest in those artifacts, applications and social
consequences that may cause harm, violate rights, affect well-being, or cause unjust distributions of goods. This
particular interest may imply that ethicists will sometimes have to develop their own forecasts and scenarios that
focus on such matters. For instance, in studying future point-of-care testing devices that bring medical testing to the
site of patient care, ethicists may want to consider specifically the potential impact on for different social groups, so
as to be able to explore issues of distributive justice. In studying future deep brain implant techniques for
psychiatric treatment, ethicists may want to explore in more detail the possibilities of abuse of such techniques, or
potentially negative side-effects on the well-being or autonomy of patients. Thus, ethicists will likely want to do
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extended futures studies of at least some artifacts and applications, in order to identify ethical issues that may not be
transparent in the less specialized analyses from futures research.

Methods of ethical analysis
Technological forecasting, as described above, results in descriptions of present and anticipated technologies,
artifacts and applications. These descriptions constitute the input for ethical analysis. I agree with the ETICA
approach that there are two stages to such ethical analysis: a first one in which ethical issues are identified (the
identification stage) and a second one in which they are evaluated (the evaluation stage). Optionally, in a third stage
the results of ethical analysis may be used to make ethical recommendations for technology development or for
governance.
Let us now consider the identification stage. At this stage, descriptions of the technology are crossreferenced with ethical values and principles. It is investigated if features of the technology are likely to negatively
impact moral values or principles. For instance, it is investigated if a future neurimaging system that makes
cognitive processes visible may possibly harm privacy or autonomy. The question is how ethicists determine
whether a particular technology, artifact or application may negatively impact moral values and principles. The
general way in which this is done, I hold, is through an operationalization of the value or principle, which is a
description of it that specifies real-world conditions for its realization or frustration. For instance, information
privacy can be described as the right to control access to personal information about oneself. The real-world
conditions that must be present for this value to be realized are hence that people have the ability to control access to
such personal information. At the identification stage, it can then be ascertained whether particular information
systems, as described at the forecasting stage, are likely to allow for such control, or whether there is a significant
probability that such control will be absent.
Another question is how ethicists arrive at the values that they cross-reference with the technology. All
three previously discussed ethical approaches in some way make use of an ethical checklist that contains ethical
values, principles or arguments. I agree that such a checklist can be useful. It may help one to identify ethical issues
that might otherwise have been missed. Such an ethical checklist should contain those ethical values and principles
that are widely accepted in society and in ethics.6 Table 1 represents an attempt at such a list.
Table 1 The anticipatory technology ethics checklist
-

-

Harms and risks
o Health and bodily harm
o Pain and suffering
o Psychological harm
o Harm to human capabilities
o Environmental harm
o Harms to society
Rights
o Freedom
 Freedom of movement
 Freedom of speech and expression
 Freedom of assembly
o Autonomy
 Ability to think one‘s own thoughts and form one‘s own opinions
 Ability to make one‘s own choices

6

For particular purposes, it may be useful to employ more specific lists, e.g., lists that reflect European values, Asian values, conservative values
or Christian values. In addition, it may be useful to develop specific checklists for specific types of technology. E.g., a checklist for information
technology may focus on such values as privacy, security and accountability, whereas a checklist for medical technology may focus on such
values as beneficence, nonmaleficence, human dignity and informed consent.
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-

-

 Responsibility and accountability
 Informed consent
o Human dignity
o Privacy
 Information privacy
 Bodily privacy
 Relational privacy
o Property
 Right to property
 Intellectual property rights
o Other basic human rights as specified in human rights declarations (e.g., to life, to have a fair
trial, to vote, to receive an education, to pursue happiness, to seek asylum, to engage in
peaceful protest, to practice one‘s religion, to work for anyone, to have a family, etc.)
o Animal rights and animal welfare
Justice (distributive)
o Just distribution of primary goods, capabilities, risks and hazards
o Nondiscrimination and equal treatment relative to age, gender, sexual orientation, social class,
race, ethnicity, religion, disability, etc.
o North-south justice
o Intergenerational justice
o Social inclusion
Well-being and the common good
o Supportive of happiness, health, knowledge, wisdom, virtue, friendship, trust, achievement,
desire-fulfillment, and transcendent meaning
o Supportive of vital social institutions and structures
o Supportive of democracy and democratic institutions
o Supportive of culture and cultural diversity

A disadvantage of ethical checklists is that they are necessarily incomplete, and may cause ethical issues that are
specific to a particular technology or domain to be missed. For example, in the ethics of robotics it is sometimes
proposed that advanced robots should have rights. Most ethical checklists will not recognize ethical values or
principles granting rights to robots. In addition to employing an ethical checklist, it is therefore recommended that
the technology ethics literature is also surveyed to identify ethical issues, and that the various artifacts and
applications are also subjected to bottom-up ethical analyses. A bottom-up approach can either draw from moral
values and principles expressed by stakeholders, or from moral intuitions of the analyst.
After the identification stage, there is the evaluation stage, at which the potential importance of ethical
issues is assessed, the likelihood that they will become a significant issue in society, as well as their relation to each
other, including potential value conflicts. For instance, while in the identification stage it may have been determined
that behavioral profiling by ambient intelligence systems presents privacy issues, in the evaluation stage it is
determined how serious such privacy issues would be, what the arguments would be pro and con the permissibility
allowing the violation of privacy by these technologies, and how privacy may conflict with other values in the use of
ambient intelligence technology, such as autonomy, security and well-being.
After the evaluation stage, there are various optional stages in which the results of evaluation are applied
for various purposes. One possible stage would be one on which the results of the evaluation stage are used to guide
the development of the technology, and to ensure that designed artifacts conform to ethical standards. Let us call
this the design feedback stage. This stage is prominent in Palm and Hansson‘s eTA. Methods like value-sensitive
design (Friedman, Kahn & Borning, 2006) can be used to help implement the results of ethical evaluation into
design processes. A second possible stage would be a responsibility assignment stage, at which moral
responsibilities are assigned to different relevant actors for ethical outcomes at the artifact and application levels.
For instance, if behavioral profiling by ambient intelligent systems present privacy issues, this stage may assign
responsibilities to designers, retailers, government agents and users for handling these issues. A third possible stage
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would be a governance stage, as in the ETICA project. During this stage, governance recommendations are made
for policy makers for dealing with the outcomes of the evaluation stage. This stage could make use of results of the
responsibility assignment stage or the design feedback stage.

6. CONCLUSION
In this essay, I have presented a new approach to the ethics of emerging technology ethics, called anticipatory
technology ethics (ATE). I started my discussion with an appeal for the importance of ethical analysis of emerging
technology, after which I described its nature and scope, defining it as the study of ethical issues at the R&D and
introduction stage of technology development through anticipation of possible future devices, applications, and
social consequences. I then considered the problem of uncertainty and two approaches to it in the ethics of
emerging technology, which I called the generic approach and the forecasting approach. I argued that a large part of
the focus should be on forecasting, and I identified futures studies and technology assessments as two fields that
engage in it.
I then considered three contemporary approaches to the ethics of emerging technologies: ethical technology
assessment, the ethical impact assessment approach and the ETICA approach, and I considered their strengths and
weaknesses. Based on this critical study, I then presented my own approach: ATE. I discussed how levels and
objects of ethical analysis are defined in ATE, how forecasting is used, and how ethical analysis is performed. ATE
employs three levels of ethical analysis, the technology, artifact and application level, which each contain various
objects of analysis. Knowledge of these objects of analysis is acquired through forecasting, including the use of
existing forecasting studies, expert panels and surveys, and self-performed futures studies. Ethical analysis, finally,
is performed at two initial stages, the identification and evaluation stage. At the identification stage, moral values
and principles are operationalized and cross-referenced with technology descriptions resulting from the forecasting
stage. The values and issues are derived from an ethical checklist as well as from the technology ethics literature
and bottom-up analyses. At the evaluation stage, the potential importance of identified ethical issues is evaluated
and these issues are elaborated. Evaluations may subsequently be used for improving technology development, for
better governance of technology, or for other purposes.
ATE constitutes a general approach for ethical analysis for new and emerging technologies that is
comprehensive yet flexible enough to be used and tailored in different ways. It can be used for the ethical analysis
of any new and emerging technology, as well as for the analysis of any particular artifacts and applications that this
technology may yield. It also specifies how these ethical analyses may be used in technology development and in
technology governance. Admittedly, some parts of the approach are still sketchy. It is my hope that a further
development of ATE may advance the field of technology ethics and may afford more ethical development and
governance of technology.
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My project is to examine a surprising aspect of the trust relation that has been neglected in the literature—
the ways in which a trust relation can conserve valuable computational resources. I will argue that this aspect of the
trust relation is a necessary aspect—relations in which it is missing are not authentic trust relations. Moreover, the
nature of the resource conservation properties varies in different kinds of trust relation. In particular, in e-networks,
two different kinds of trust relation are at work—a moral and an epistemic trust relation. They are often in
considerable tension, especially with respect to the conservation role of trust relations. However, establishing
knowledge claims also requires trust among agents (on a social conception of knowledge). In some cases,
epistemically trusting other agents may preclude morally trusting those same agents, and conversely. The
interactions between the two trust relations can be explained in terms of their resource conservation properties.
In this paper I will articulate several resource conserving features of trust relations in general, as well as
elaborate on the analogy between frame problems and trust relations. I will (briefly) describe the formal, iterative
structure of agent-agent trust interactions that serves to non-circularly establish the trust relation, to reinforce it, and
to bootstrap its strength. The major focus of this paper, though, is to defend the claim that an essential feature of the
trust relation is resource conservation.

Frame problems, resource conservation, and successful navigation of the world
Human agents are able to perform reliably well in executing fairly mundane plans and actions in the
everyday world—crossing the street without being hit by a car, buying groceries, making sandwiches, and so on.
However, computational descriptions of these activities are bewilderingly complex, and algorithms for executing
them are computationally intractable. Many of these plans and actions fall under the rubric of ‗frame problems.‘ 1
The general form of a frame problem is that to achieve reliability in reaching some goal, an agent must do α, but to
do α requires an infeasible amount of valuable computational resources—β—which the agent does not have. The
problem is how the agent can achieve reliability in reaching their goal without using β resources (and so, without
doing α). There is an analogy with problems in computational complexity: how can problem X be solved without
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using β resources, where solving X requires—because it is the complexity profile of the problem—β resources? In
cases where a computational system does not have the resources to solve a problem requiring those resources, what
sorts of solutions are available to the agent, and how reliable are they? Some solutions allow a computational system
to do all of the steps necessary for solving X without expending the resources (such as DNA computers), while other
solutions relax somewhat the requirements on reliability. Examples of these include probabilistic solutions and
approximation solutions to X.
Although there are several different kinds of frame problems, all of them have the general characteristic
sketched above: achieving reliability in reaching one‘s goals (of such-and-such a kind) appears to be
computationally intractable. However, humans are able to achieve reliability and achieve their goals (of such-andsuch a kind) in many different kinds of situation (though certainly not all) without doing what is computationally
intractable. How is it done?

Trust and resource conservation
There is a good deal in the literature on the concept of moral trust that suggests that one function of the
trust relation is to provide a way of sidestepping a computationally intractable problem, though no one has explicitly
claimed that such a feature is an essential feature of the trust relation, let alone explicitly recognizing it. Annette
Baier2 has made the claim that in a trust relation we entrust something—a thing, a task, a psychological feature—to
the care of another. Where A cares about something, and A trusts B, A trusts that B will care about it as well.
However, in order for B to care about something that A cares about, both A and B must exhibit a certain form of
discretion. That discretion is necessary for proper caring. Indeed, Baier claims, especially in her essay ―Trust and
Anti-trust,‖ that it is not feasible to explicitly articulate, in advance, just exactly how the caring—on both sides of
the trust relation—is to be administered. If both agents had to know the specific details of how caring proceeds in all
possible circumstances before they could engage in a trust relation, the trust relation could not take place, since it
would be a computationally infeasible task to acquire that knowledge. Notice that it is part of the trust relation that
explicit listing of the conditions for caring in all possible circumstances is not needed.
Baier‘s account of the trust relation in terms of caring has been criticized by Margaret Urban Walker as not
saying enough about those aspects of caring that cannot be explicitly articulated in advance. 3 Walker thinks that it is
also not possible to articulate in advance what one is entrusted to care about. Whether Walker is right about this,
though, is not essential to my point, since even if it is only providing for the caring relation that cannot be explicitly
articulated in advance, it is still the case that the trust relation allows one to have a relation where a computationally
infeasible task, that might be thought to be necessary for the trust relation, cannot be performed. What has not been
noticed in the literature on trust is that this very feature—the trust relation renders superfluous a feature that might
be thought necessary to establish a trust relation—should be taken to be an essential feature of a trust relation.
Walker claims that ― … what can we say we are entrusting to all others when any of us walks down the
street without concern? Here there is not one norm presupposed but indefinitely many, any of which might be
identified only in the breach or under threat, and each of these norms requires many things we cannot enumerate in
advance.‖4 If we had to enumerate in advance all of these features in order for the trust relation to be satisfied, we
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would not be able to do so either optimally or even suboptimally, since to do so would require more resources than
we have. However, if it is a feature of trusting the other that we trust them—and they trust us—to do the right things
when the circumstances demand that, then it is certainly an essential property of trusting that we are able to avoid
having to perform tasks that require too many resources to be satisfactorily performed.
A notion of trust put forth by Trudy Govier has several features, one of which is that an agent who trusts
another agent has a disposition to provide a positive interpretation of the actions of those whom that agent entrusts. 5
This is an important way of saving valuable resources, since it would be difficult for any given agent to continually
monitor the actions of another agent in the service of evaluating them with respect to several different dimensions of
evaluation. Govier also thinks that entrusting agents in a trust relation attribute a sense of general integrity to
entrusted agents. This, too, is a means of saving valuable resources, since it would be difficult, if not impossible, for
an agent to continually re-evaluate another agent as a whole with respect to integrity. The difficulty is that integrity
is a capacity of an agent—in the sense of being a virtue—as much as it is a disposition to behave in a certain,
morally evaluable way. Consequently, monitoring it is difficult, since it will, for example, fail in some contexts or be
difficult to recognize in other contexts.
Govier also brings the notion of expectation into the picture of trust, but in an interesting way—she takes it
to be a feature of trust that trusting agents have expectations that entrusted agents will exhibit good behavior, where
the trusting agent‘s expectations are based solely on beliefs about the entrusted agent‘s motivation and competence.
Here, too, resources are conserved, since having an expectation that an agent will behave in a certain way sidesteps
the need to actually observe the agent‘s behavior from time to time (or at certain times reflecting a good statistical
sample). It also sidesteps having to explicitly enumerate and watch for multiple specific kinds of behaviors,
especially aberrant ones. The idea that an expectation plays such a role in the trust relation has never been explicitly
developed, but it is clear that it is central to the notion of trust. Moreover, although positive expectations of behavior
on the part of the entrusted do not singly constitute the trust relation, it is important to see that those expectations—
and the role they play in conserving resources an agent possesses—are justified when the normative notions that
flesh out the notion of trust are brought into play.
Govier also sees a need to bring into the trust relation the idea that a trusting agent accepts that there is risk
in trusting and that this risk leaves the agent vulnerable in certain ways. However, it is not the case that the trusting
agent actually computes a risk profile, or provides an exhaustive list of the ways in which she is vulnerable. Rather,
the trusting agent merely acknowledges that she is at risk or is vulnerable, without developing additional
justifications for this contention by listing the ways in which that can occur. Indeed, it would be inimical to the trust
relation if the trusting agent did provide risk profiles and exhaustive enumerations of vulnerabilities.
The idea that in the trust relation there are constraints on interpreting the actions of entrusted agents has
been considerably developed by Karen Jones, who focuses on the ways in which unfavorable interpretations of
another‘s actions are jettisoned and, in their place, favorable interpretations offered. 6 Moreover, the range of
favorable interpretations is kept quite small, so that the entrusting agent will not have to survey different kinds of
favorable interpretations—and, presumably, ascribe to the entrusted agent various properties based on that
interpretation. In this way, an agent saves valuable resources. Obviously, there are circumstances in which an
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entrusting agent must give up a favorable interpretation. However, these circumstances are those where the behavior
of the entrusted agent is out of the ordinary, or abnormal. Just as in frame problems in artificial intelligence, there
are circumstances where the typical behavior of an agent (or a process, etc.) fails to occur, so, too, there are
circumstances in trust relations where an entrusted agent acts abnormally (with respect to the normative expectations
of the entrusting agent). It is a hard question in non-monotonic reasoning (which provides a formal class of solutions
to frame problems) as to how an agent is able to detect such abnormalities without having to explicitly list all normal
and abnormal conditions and then monitor each situation with respect to this list for evidence of an abnormality. The
correlative question for a trust relation is how agents engaged in such relations are able to determine when the
relation should be broken—that is, are able to determine when conditions are out of the ordinary. If agents cannot
tell when conditions are out of the ordinary, it is not clear that they fully understand what it is to commit to a trust
relation.
Judith Baker has argued that entrusting agents may believe that an entrusted agent is worthy of trust, even
where there is evidence that this is not so.7 This is a difficult topic that is important—since there is a relation
between epistemic trust and moral trust—and this point has not received the attention it deserves. Where agents do
not rely upon the best evidence in making decisions, they can be accused of acting irrationally in an epistemic sense.
But can they be accused of acting irrationally in a moral sense? This is not a case of epistemic akrasia (where an
agent acts irrationally in the view of an epistemic norm, even though, in the view of another (less binding epistemic
norm, the agent acts rationally); rather, it is an instance of ―hybrid akrasia,‖ where the agent acts irrationally in the
eyes of an epistemic norm, but rationally in the eyes of a moral norm. The point, though, is that even where there is
evidence against trusting another agent, one trusts it nonetheless. This, in turn, shows that there are regions in the
trust relation where it is not clear whether an agent should trust or not trust another agent, but that the agent should,
unless there are clear indications to act otherwise, trust the other agent. Thus, such aspects of the trust relation are
second-order aspects—that is, the agent knows that she is in a region where trust might be given up since there is
epistemic evidence that the entrusted cannot be trusted. But, reflecting on the trust relation, she affirms her trust in
the entrusted agent on the grounds that it is part of the trust relation to trust the other agent even where there are
certain grounds for giving it up (though the grounds cannot be conclusive, whatever that might mean in this
context).

Frame problems arising in moral theories
There is little reason to think that the kinds of moral interactions between human beings are, though
normatively constituted, immune to the complex contingencies of the everyday empirical world. It is the complexity
of these contingencies that creates frame problems, and so one would think that some sort of frame problem arises
for moral interactions, since these interactions occur in the real world. Certainly, consequentialist moral theories
suffer frame-like problems, in the following way. When an action is performed, it has many consequences in the real
world, depending upon the temporal and spatial width of the intervals one considers. But natural physical laws apply
to those spatial intervals only if conditions are ideal. A ball will not continue to roll in a certain direction if someone
picks it up, if there is something which blocks its path, and so on. This is called the qualification problem. 8 The
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smaller the temporal and spatial intervals, the fewer consequences there are to consider (though the complexity of
any consequence can be great even for minimal temporal and spatial intervals). Thus, the smaller the temporal and
spatial intervals, the more reliable a prediction will be, but at the cost of efficiency, since one must make many more
predictions (the shorter the temporal and spatial intervals). This is called the extended prediction problem. 9
One question is how a consequentialist moral agent delimits temporal and spatial intervals so that (i) the
question is not begged as to whether the intervals arrived at accord with consequentialism and (ii) the intervals
arrived at do not require for their construction computational resources the agent does not possess. For instance, it
might happen that determining a consequence in real time and with real spatial parameters requires making
calculations that an agent does not have the time to perform, or the instruments with which to make the calculations.
If an agent cannot perform the all of calculations demanded by the consequentialist construal of the situation, owing
to resource limitations, and on the basis of the calculations which she can perform, decides to perform action A,
what shall we say? That is, if the action is one which is not the optimal consequentialist action, is it the morally
correct action? If not, what shall we say about resource limitations? If the morally correct action requires one to do
something which one cannot do, then can it be the morally correct action? If it is not, then either resource limitations
play a role in determining normatively correct moral actions or they are considered to be features of the environment
which prevent one from engaging in normatively correct moral actions.
However, the role of resource limitations and the status of the frame problem in evaluating consequentialist
moral theories expose a problem in understanding how to use a consequentialist theory, and this problem is one
about how norms are applied in a contingent world. It is the presence of this problem which haunts all the
application of any moral theory to actions which occur in the real world. To generalize, it is a problem which all
normative theories, whether moral or not, must address. To comply with norms, one must be able to successfully
navigate contingencies in the world, including restrictions on one‘s resources, especially computational resources.
This is not news to anyone, however. But that a normative notion might be a means to solving such problems is not
known in the literature. This is the surprising connection of trust and the conservation of resources, most notably,
computational resources.

The Buechner-Tavani conception of moral trust
Combining the views of Strawson, Holton, and Walker, Buechner and Tavani 10 posit a relationship of trust
between A and B is one in which the following five conditions obtain:
(i) A has a normative expectation (which may be based on a reason or motive) that B will do suchand-such;
(ii) B is responsible for what it is that A normatively expects her to do;
(iii) A has the disposition to normatively expect that B will do such and such responsibly;
(iv) A’s normative expectation that B will do such-and-such can be mistaken;
(v) [Subsequent to the satisfaction of Conditions (i) – (iv)] A develops a disposition to trust B.
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That A has the disposition to trust B to do such-and-such allows room for cases in which B does not do
such-and-such, even though A trusts that B will do it. Condition (iv) allows for cases in which A mistakenly trusts B.
There may be over-determined cases in which A expects B to do such-and-such both because A trusts B and because
A has been coerced into expecting B to do such-and-such. As long as A normatively expects B to do such-and-such,
and it is not the case that the normative expectation is itself the result of being coerced, there is a genuine trust
relationship in place (provided the other conditions are satisfied as well). The definition rules out as instances of
trust those cases in which B has a responsibility to do such-and-such, even though A does not attribute responsibility
to do such-and-such to B.
A normative expectation is in place when ―I rely on you to do what you should. I do not only expect that
you will do it, I expect it of you.‖11 A can normatively expect that B will do such-and-such, even when A does not
expect that B will do it. That is, A does not predict that B will do it, but still expects it of him. Under what conditions
does a normative expectation arise? To say that I expect something—say, doing A—of you is to say that you will act
as you should. But that means that I ―embody a strong anticipation of due care and compliance with [normative]
standards—in other words, of responsibility—from others and ourselves.‖12 Given that you will act as you should, in
normatively expecting you to do so, one is entitled to your acting in that way. If you do not act in that way, and it is
not an excusable omission, I can rightfully express a reactive emotion—such as resentment—towards you. Thus,
much is at stake in a relation of trust, and given (i) the contingencies of the world that might conspire to thwart you
doing what you should do, and that (ii) both of us know that these contingencies exist, and that (iii) it is common
knowledge that they exist, we have good reason to act in ways that either anticipate the contingencies or else
recognize them when they arise. In trusting you to do A, I also entrust you to parallel actions of anticipation and
recognition with respect to the world contingencies. Moreover, in normatively expecting you to do that, I am placed
under a similar entrustment on your part—to be responsible for parallel actions of anticipation and recognition with
respect to world contingencies. Thus, the additional condition on trust is a reciprocal relation of trust with respect to
the kind of contingencies that might defeat any trust relation. There are options—we might take the reciprocal
relation to be a proto-trust relation, rather than an additional condition on the trust relation. Or we might take the
reciprocal relation to be a kind of insurance policy, which normatively binds those who agree to it. However, which
option we choose depends upon the nature of the justification provided for the reciprocal relation.
But, it might be objected, how are these additional conditions levied on the conception of trust justified? It
does no good to simply stipulate that the conception of trust must have these additional conditions. There must be
good reasons—and reasons internal to the conception of trust, that justify the additions.

Knowing when things go wrong and multiple agents
When it comes to determining when something needs to be addressed, such as that something is out of the
ordinary, two heads are typically better than one. In general, n heads are typically better than n-1 heads. A reason for
agent A to trust agent B is that not only will B assume responsibility for doing something of salience to A, but will
also assume responsibility for addressing world contingencies which might thwart doing that. Moreover, B knows
that A will also assume responsibility for addressing world contingencies. That two heads are better than one is a
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reason to engage in a trust relation where agents know that world contingencies could defeat plans of any kind to
engage in various kinds of actions. For a specific example, recall Baier‘s claim that in order for B to care about
something that A cares about, both A and B must exhibit a certain amount of discretion. It is not feasible to
enumerate the kinds of situations relevant to caring about something and the various ways in which discretion
manifests itself in those situations. Rather, A has a good reason to trust B, and B has a good reason to trust A, to see
to it that such contingencies are addressed as they arise, since both A and B know that two heads are better than one
when it comes to addressing those contingencies. Obviously, A can help B by telling B about what A cares about,
and how that caring plays itself out in various contexts. B can help A by pointing out how someone other than A can
interpret those contexts, and the caring that is involved, in ways not anticipated by A. Knowing that two heads are
better than one provides a reason, within the concept of moral trust, for A and B to engage in the moral trust relation.

Iteration, reinforcement, and bootstrapping of the moral trust relation
Where a normative expectation has the form ―I rely on you to do what you should. I do not only expect that
you will do it, I expect it of you‖ in the context of addressing world contingencies, it gets iterated in the sense that it
applies to any contingency that might arise that is relevant to maintaining the moral trust relation. Thus, the iteration
of the normative expectations reinforces the moral trust relation. But there is also a bootstrapping effect as well—the
very things that need to be done to address world contingencies might become actions which one agent entrusts to
another agent. This need not happen—and it is not a necessary part of the trust relation that it does happen. So
bootstrapping is a contingent feature of the moral trust relation. Describing the formal structure of iteration,
reinforcement, and bootstrapping is a relatively simple matter, but for reasons of space it will not be done here.

Some misconceptions about trust and resource conservation
One objection to the claim that resource conservation is a necessary part of the moral trust relation is the following:
―If I am walking down the street, and I am not actively thinking about all the bad things people might do to me, you
seem to suggest that I am trusting people, in part to conserve the resources necessary to evaluate each potential
threat.‖13 A moral trust relation is not a matter of not actively thinking about how other people might harm one. Not
actively thinking about what harms might come from other people is neither a necessary nor a sufficient condition
for a moral trust relation. There will be conditions under which an agent must actively think about harms others
might perpetrate upon him. This shows that it is not a necessary condition. There are also normative necessary
conditions which must be in place for a moral trust relation. Recall the normative features of trust adumbrated
above. All of these normative features must be in place for a relation to be an instance of a moral trust relation. This
shows that it is not a sufficient condition. However, different situations in which a moral trust relation arises will
present complex contingencies that it is part of that relation to relegate to the background, in the sense that there is
no need to explicitly consider and act upon the various problems that the situation and the trust relation generate.
Indeed, it is part of the trust relation that these problems will take be taken care of as they arise—either explicitly or
by just letting things alone.
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Of course, it could be claimed that there is an independent mechanism at work which takes care of these
frame and frame-like problems. One suggestion is that there is an independent epistemic mechanism whose basic
structure takes the form: ―I simply chose to ignore any potential threats.‖ The problem for this prescription is that it
is all too easy to simply say that I will ignore any potential threats. But how do you choose to ignore them—by
enumerating a list of potential threats and then attending to each item on the list, perhaps marking it with the words
―I will not attend to this item!‖? Notice that this independent mechanism relies on a distinction between accidental
and intentional ignorance. However, my point is that intentional ignorance is incoherent in the absence of some
means of achieving reliability—of determining when one must stop being intentionally ignorant and attend to
something-at-hand. Intentional ignorance in n-person game situations—in which each player recognizes that all of
the other players might be able to determine when to attend to something-at-hand and that this is common
knowledge among all of the players is one way of describing the way in which a trust relation conserves resources.
One way to see how the idea of intentional ignorance requires an independent mechanism for discerning
abnormalities is the following modus tollens inference:
If things were out of the ordinary, then I would know it.
I do not know thing are out of the ordinary.
Therefore, things are not out of the ordinary.
Unless there is a detection mechanism for what is out of the ordinary—which would provide a good reason to think
that the first premise is true—there is no reason to conclude that things are not out of the ordinary. 14

Frame problems, moral trust, and epistemic trust
There are other normative areas in which frame problems arise—in particular, frame problems arise for any
theory of epistemic justification. It is an ingenious insight of Kent Bach to see that a doxastic habit that would
epistemically justify both basic and conditional everyday beliefs consists in the application of default reasoning in
inferring those beliefs, where explicitly reasoning to acquire those beliefs would be computationally infeasible. 15
How does default reasoning solve the resource limitation problem that explicit reasoning encounters? In default
reasoning, steps are taken by default. That is, one jumps to a conclusion unless there is a reason not to jump to that
conclusion. The important feature of default reasoning, as Bach conceives of it, is that it is not merely jumping to a
conclusion, period. If default reasoning were the kind of reasoning, then it would hardly qualify as a means of
conferring epistemic justification upon the beliefs at which one arrives using it. For, jumping to a conclusion without
considering any kind of evidence for that conclusion is no better than arriving at a belief on the basis of flipping a
coin. Without considering any evidence for the belief, we have no more reason to believe that it is true than we have
reason to believe that it is false. Rather, default reasoning, in order to confer epistemic justification upon the beliefs
that are inferred using it, must contain provisos about what happens when conditions are not ordinary.
Bach formulates what he dubs the take-for-granted principle (TFGP) in the following way:
―(TFGP) Its appearing to one that p justifies directly inferring that p provided that (a) it does not occur to
one that the situation might be out of the ordinary, and (b) if the situation were out of the ordinary, it probably would
occur to one that the situation might be out of the ordinary.‖ 16
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He claims—though without any proof—that beliefs that are arrived at on the basis of TFGP are reliable; that is, such
beliefs are epistemically justified. The resource conservation idea is that there are inferential steps in using TFGP
that are not explicitly taken, viz., the steps that are described by conditions (a) and (b) in the formulation of TFGP. It
is in not having a thought that things might be out of the ordinary and in the truth of the counterfactual, that if things
were out of the ordinary, then it would occur to one that they are out of the ordinary, that one avoids having to make
explicit inferences. Rather, one simply infers p, period. In inferring that p is the case, the conditions (a) and (b) are
not explicitly followed. Conditions (a) and (b do not come explicitly to mind in making the inference that p is the
case. These conditions are not explicitly expressed or represented in one‘s reasoning; rather they are implicit in the
reasoning. But what does that mean?

Detection mechanisms and when they should be activated
Conceding that there is an adequate notion of what it is for a piece of reasoning to implicitly assume
something, there are additional problems to which Bach‘s definition of TFGP succumbs. He says that ―a belief
resulting from such a process [TFGP] is justified to the extent that the process not only leads to true beliefs, but also
guards against forming false beliefs, by means of precautionary subroutines that are generally activated when and
only when they need to be. For it only to that extent that following TFG[P] can lead to justified beliefs.‖ 17 The
problem is that it is not clear what he means by the phrase ―when and only when they need to be.‖ First, is he taking
‗when and only when‘ to mean logical equivalence? If so, and if it means that the precautionary subroutine is
activated when and only when one would, if it were not activated, infer a false belief, then it is much too strong. It
would make the use of default reasoning infallible. That might be quite nice, but it is hardly realistic. What sort of
detection mechanism must one have in place in order to be infallible in inferring one‘s perceptual beliefs by means
of default reasoning? On the other, hand, if the notion is loosened up a bit, how much loosening is permitted? That
is, how often can one fail to engage a precautionary subroutine (and thus infer a false belief) and still be reliable in
inferring true perceptual beliefs? This is a problem that will not go away.
What Bach did not notice is that the problem of providing a detection mechanism will be easier when there
are 2 or more agents than when there is a single agent. Epistemic trust—coupled with moral trust—will provide a
detection mechanism which depends upon (i) the innate detection mechanisms of 2 (or more) agents and (ii) the
iterative, bootstrapping moral trust relation. Thus, what is added to the innate detection mechanisms is a
responsibility for detecting abnormalities if and when they occur. There are many problems concerning the
interaction between epistemic and moral trust that need to be examined.
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Rethinking the Foundations of Philosophy in the
Information Age
Terrell Ward Bynum

Physics and the Information Revolution
It is commonplace today to hear people say that we are living in ―the Age of Information‖ or that an ―Information
Revolution‖ is sweeping across the globe, transforming business, government, medicine, education, warfare,
entertainment, social structures, human relationships, and on and on. But how is it possible to use information
technology (IT) to transform our world so quickly and so fundamentally? Scholars in the field of computer ethics are
familiar with James Moor‘s suggested answer; namely, that IT is logically malleable, making it one of the most
powerful and flexible technologies ever created. IT is a nearly universal tool, Moor said, that can be adjusted and
refined to carry out almost any task. The limits of IT, he noted, are essentially the limits of our imagination. Moor‘s
influential description of the Information Revolution (including associated concepts like policy vacuums, conceptual
muddles, and informationalization) has turned out to be both practical and insightful.
Today, recent developments in physics, especially in quantum theory and cosmology, suggest an additional – almost
metaphysical – answer to explain why IT is so effective in transforming the world. During the past two decades,
many physicists have come to believe that the universe is made of information; that is, that our world is a vast
―ocean‖ of quantum bits (―qubits‖), and each object or process in this ocean of information can be seen as a
constantly changing data structure comprised of qubits. If everything in the world is made of information, and IT
provides knowledge and tools for analyzing and manipulating information, we have an explanation of the
transformative power of IT based upon the fundamental nature of the universe.
Among philosophers, Luciano Floridi, with his pioneering work in the philosophy of information, has been leading
the way in establishing the importance of information among the bedrock ideas of philosophy. Given the abovementioned developments in physics, it is not surprising that Floridi was selected, not long ago, as the first
philosopher ever to hold the prestigious post of Gauss Professor at the Göttingen Academy of Sciences in Germany.
Floridi‘s theory of informational realism considers bedrock information to be Platonic in nature and therefore not
governed by the laws of physics. An alternative metaphysical approach, perhaps, would be a kind of materialism
that takes qubits to be the ―ur-bits‖ of reality. This would mean that the ultimate building blocks of the world obey
laws of nature, such as the second law of thermodynamics and the principles of quantum mechanics. Whether one
takes Floridi‘s Platonic approach, or some kind of materialistic one, foundational concepts in philosophy will need
to be rethought and perhaps significantly revised. This can be illustrated briefly by considering some ―non-classical‖
features of qubits.
Quantum Behavior
Uncertainty – Heisenberg‘s uncertainty principle is one of the better known aspects of quantum physics. According
to that famous principle, if the specific value of a physical property of a quantum entity is known for certain, then
the value of a complementary quantity must remain uncertain. Position and speed, for example, are complementary
quantum properties. If the speed of a quantum particle has been exactly measured at a given time, then the specific
position of that particle at that time must remain uncertain.
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Superposition – The uncertainty in question can involve not only our inability to know the property in question;
instead, the property itself may actually be indefinite in reality. Thus, the actual position of a quantum particle may
not be definite because such particles may be in two or more places at once, or they might be both positive and
negative simultaneously, or simultaneously spinning right and spinning left, or simultaneously be both a wave and a
particle, and so on.
Entanglement – In addition, it is possible for two or more quantum entities to become entangled in such a way that
the properties of one particle are strictly tied to those of the other. Two entangled particles, for example, may be
simultaneously spinning right and spinning left. When one of them is measured, thereby breaking the superposition
and forcing the first entangled particle to be, say, only spinning right, the other particle must instantly also only be
spinning right. The change in the second particle occurs instantly, even if those particles are far apart, thereby
violating the speed of light limitation of relativity theory. This is the kind of ―weird‖ behavior that Einstein called
―spooky action at a distance‖.
Many Universes – Some interpretations of the non-classical behaviors of quantum entities involve the assumption
that this universe in which we live is just one of many – perhaps an infinite number – of other universes. Some are
exact copies of our universe, and others are very different from ours. The concept of reality, therefore, must be
expanded to include many universes just as real as this one.
Rethinking Philosophy’s Foundations
In summary, this brief presentation at CEPE 2011 will describe several ―non-classical‖ features of the quantum
entities that constitute the building blocks of our universe. If the world is really made from quantum information,
philosophers will have to rethink a number of ideas that traditionally have been considered the bedrock foundation
of philosophy – ideas such as, being and reality, cause and effect, possible and actual, and a number of others.

38

The Dao of the Information Society in China and the
Task of Intercultural Information Ethics
Rafael Capurro
Distinguished Researcher in Information Ethics, School of Information Studies, University of WisconsinMilwaukee, USA
International Center for Information Ethics (ICIE)

Abstract
This paper deals with the distinction between direct and indirect speech in the ―Far East‖ and the ―Far West‖
following key insights of the French sinologist François Jullien The distinction is not primarily a grammatical or
rhetorical but an existential one. It concerns the relation between man and world. It aims at providing a basis for
thinking inter-culturally about ethical questions of the information society. My argument is that information
moralities and their ethical reflection in the ―Far West‖ stress the principle of direct speech while in the ―Far East‖
the principle of indirect speech builds the basis of human communication. After explaining this distinction in the
―Far West‖ in the first part, I show its relevance and difference in the ―Far East‖ in the second part. Finally I draw
some conclusions about the relevance of this distinction for the information society in China and the intercultural
dialogue.
Keywords
China, intercultural information ethics, direct speech, indirect speech, information society, dao, communication,
Confucius, Laodse.

Introduction
Information ethics deals with the descriptive analysis and critical evaluation of moral norms and values within as
well as between information societies. Although such issues arise today mainly with regard to the digital medium,
information ethics can and should be concerned with other media and epochs building the scope of what is being
called intercultural information ethics (Capurro 2007).
This paper deals with the distinction between direct and indirect speech in the ―Far East‖ and the ―Far West‖
following key insights by French sinologist François Jullien (Jullien 1995, 2003, 2005). The distinction is not
primarily a grammatical or rhetorical but an existential or moral one. It concerns the relation between man and
world. It aims at providing a basis for thinking inter-culturally about ethical questions of the information society. My
argument is that information moralities and their ethical reflection in the ―Far West‖ stress the principle of direct
speech while in the ―Far East‖ the principle of indirect speech builds the basis of human communication. This
distinction should not be understood as an opposition. Furthermore, there is a complex tradition of ethical reflection
about this distinction. After explaining this distinction in the ―Far West‖ in the first part, I show its relevance and
difference in some classic texts of the ―Far East,‖ particularly in the Chinese tradition, in the second part. Finally, I
draw some conclusions about the relevance of this distinction for the information society in China.
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Direct and Indirect Speech in the ―Far West―
One source of the idea of freedom of speech in the Western tradition is the Greek concept of ‗parrhesia‘ that has
been analysed by French philosopher Michel Foucault (Foucault 1983). This political principle built the basis of
Greek ‗polis‘ together with two other ones, namely equality (‗isegoría‘) and participation of all citizens in political
decisions (‗isonomía‘). What does ‗parrhesía‘ exactly mean? According to Foucault, the ‗parrhesiastes‘ is the one
who says (‗rhema‘) the truth to everybody (‗pan‘). He – and the use of masculine is important in this context of
ancient Greece – wants to speak and communicate his thoughts as clear and engaged as possible within a context
that can be risky or even dangerous for him. To tell the truth is not just a mental event, as Descartes believed, but a
verbal activity where the speaker is completely sure to own the truth. His courage is a sign of honesty. But how can
we be sure that the speaker is a ‗truth speaker‘? And how can he be sure that what he believes to be the truth is, in
fact, the truth? The first question was important for the ancient Greeks and was answered, according to Foucault, by
Plutarch and Galen. The second question is a modern one.
The parrhesiastic speaker risks his life when speaking the truth. This concerns particularly political risky situations.
He is not interested in giving some proof but in criticizing his addressee. He is in an inferior position for instance
with regard to a tyrant but also in a democratic discussion opposing to the majority. The risk was the exile. In other
words, to tell the truth was considered a political duty with the goal of helping others or oneself. It is the opposite of
the art of convincing that the Western tradition often conceives as belonging to indirect speech, together with silence
and falsity. The Athenian ‗agora‘ is the place where this kind of free speech appears for the first time in the ―Far
West.‖ There is a difference between this kind of political freedom of speech and the Socratic one that takes place in
a face-to-face dialogue and deals with the life (‗bios‘) of the person involved. Along epicurean and stoic traditions
we find the concept of ‗parrhesia‘ in the New Testament in the context of accusations against Jesus because of
breaking the mosaic law:
―Then some of the residents of Jerusalem began to say, ‗Isn‘t this the man they are trying to kill? Yet here he is,
speaking openly (‗parrhesía lalei‘), and they are saying nothing to him. Do the rulers really know that this man is the
Christ?‘‖ (John 7, 25-26).
Christian ‗parrhesía‘ belongs to the spiritual technologies together with confession and spiritual exercises as
developed in Modernity for instance by Ignatius of Loyola, the founder of the Jesuits (Capurro 1995, 29ff). The
secular version of such exercises are, for instance, Cartesian meditations – Descartes having being educated by the
Jesuits – where it is basic that nothing should be accepted as true that is not before object of doubt by the cogito.
The tradition of direct speech in the ―Far West‖ is important but not exclusive. The philosopher Leo Strauss has
analyzed the distinction between esoteric and exoteric writing (Strauss 1988). This distinction was common in
Ancient Greece. But, according to Strauss, there is a difference between pre-modern and modern philosophers.
While pre-modern philosophers struggle for the freedom to communicate their thoughts the philosophers of the
Enlightenment were interested in a universal right to communicate as a political ideal. They conceived such ideal as
the freedom of public discussion as well as the possibility of public education (Strauss 1988, 33). Modern
philosophers such as Thomas More were critics of the ―indirect approach‖ (―obliquo ducto‖) (More 1964, 50).
Nevertheless, Strauss defends pre-modern philosophers whose exoteric writings had not only a general educational
purpose but also a more important philosophical one concerning that ―which is indicated only between the lines‖
(Strauss 1988, 36). This was an esoteric message for young philosophers in order to be driven towards pure theory
beyond practical and political interests.
In the transition from the Middle Ages to Modernity a new structure of European society based on nobility is
developed and with it also a new standards of communication based on other moral norms and values. Traditional
rhetoric is substituted by the art of conversation which looks for a balance between speech and silence particularly
with regard to what could be offensive to other persons. The ‗art du lien‘ – a term coined by the French
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communication scientists Olivier Arifon and Philippe Ricaud (Arifon and Ricaud 2005) – or ‗connecting art‘ deals
less with opposition or separation than with connection. This is called the style français which is the language of
diplomacy that gives its shape to European nations since the 17th until the 20th centuries.
Although communication morality in the ―Far West‖ is based mainly on the principle of direct speech we should not
oversee different kinds of refractions and mutations of this principle along history in order also to avoid a simplistic
unilinear cultural evolution. One example of such a mutation is the criticism of censorship with regard to the spread
of printed works at the Enlightenment no less than the development of investigative journalism in the 19th and 20th
centuries and today‘s ideas and ideals concerning freedom of communication in the Internet.

Direct and Indirect Speech in the ―Far East‖
The art of indirect speech pervades China‘s politics, economy as well as literary and philosophic traditions.
Relations and not individuals build the core of communication where the goal is attaining harmony through
negotiation. The art of negotiation in the "Far East" is not based on the idea of mastering the opponent by being
basically against him or her preponderant although not exclusive in the "Far West," but of convincing the other.
Individuals are then not masters but mediators or negotiators that can be, for a time, at the centre and be the expert
or "the king" in order to make harmony possible and not in order to impose his or her will upon the others. Direct
speech becomes less important when the goal is to avoid conflicts similar to the style français of French diplomacy
and negotiation already mentioned (Arifon and Ricaud 2005, 120-121).
But although the Western tradition acknowledges the role of indirect speech as opposed to the ideology of direct
speech, it remains something morally problematic and related to lying, discretion, and hint through disguising and
concealing. This tradition goes back to Greek ‗metis‘ or ‗cunning‘ (Jullien 2000, 44 ff). In poetry, the original place
of indirect speech, Chinese culture discovers that the meaning encoded there is of moral and political nature. This is
very much the opposite to what happens in Ancient Greece where the meaning is related to the soul and the divine.
Jullien writes:
―Only at Delphos, in connection with Pythia‘s tripod one can observe that the indirect style of poetic formulations is
related to political interests.‖ (Jullien 2000, 68, my translation)
But the oscillation, called mantic, of the oracle between caution and truth remains a borderline case in the Greek
tradition while in the Chinese culture it is the soul of everyday life. According to Jullien one key difference between
China and Greece consists in the fact that monarchy and its surrogates have been the only political system in China
(Jullien 2000, 122-123). But China has developed a kind of political practice giving intellectuals a certain kind of
legitimacy in order to provide the well functioning of monarchic power, namely the admonition of the sovereign in
the name of morality. The different forms of admonition are closely related to indirect speech as well as to ethics of
confidentiality. Under the guise of picture puzzle it is possible to express an opinion that can be tolerated by the
sovereign similar to the court jester in the Western tradition. What is not good about this compromise between the
intellectuals and power is the fact that language distortion is not also regarded as something normal but is even
considered a higher value (Jullien 2000, 132). This apparently changes since the beginning of the 20th century.
But, on the other hand, it must be acknowledged that indirect speech plays a positive role in Confucius ―Analects‖
(Confucius 2004). The master addresses the pupil by pointing to what is at stake (Jullien 2000, 195). The goal of
teaching, like in most ethics, is not learning but doing. This is the reason why speaking remains on the background:
―The Master said, ‗Fine words and an insinuating appearance are seldom associated with true virtue‘." (Confucius,
2004, I, 3)
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The master‘s teaching is open to everybody but indirect speech can only develop itself if the other opens himself or
herself to it. The goal is neither the development of a conceptual system nor, as Hegel believed, just a moral sermon
(Hegel 1986, 142). Confucius does not develop a moral theory but follows the ―logic of the path‖ that works more
by way of hints about possible detours and way outs (Jullien 2000, 211).
It is still an open question whether the renaissance of Confucianism in China today will lead to an information
society shaped by this kind of ethics and morality. Since some ten years or so the ideal of a ―harmonious society‖
has been officially announced in contrast to the concept of class struggle (Siemons 2003). The model of a Confucian
information society and the predominance of indirect speech serving the power seem to be opposed to the Western
model that gives individual freedom the highest value. While libertarian information society tends towards
atomization and eventually to chaos, the Confucian model might grow stiff and end suffocated. Confucius wants to
regulate social communication with the help of morality the most useful instrument being censorship. In the ―Far
West‖ the opposite form of blockage seems to endanger societal development, namely information overload for
individuals and corporations as well as some forms of general and open struggle.
A possible way out of both models can be found in the taoist view of indirect speech. At the beginning of Laozi‘s
―Daodejing‖ it is said:
―A dao that can be defined.
Is not the eternal dao,
Concepts that can be conceived,
Are not eternal concepts‖ (Laozi, 2002 , Ch. 1, 1-4)
The Chinese thinker does not separate reality in two different levels as the Greeks did. The ―dao‖ refers indirectly to
the beginning of a process of becoming and growing. In contrast to the Aristotelian model, the goal (‗telos‘) of this
process is not the realization or fulfilment of potentiality (‗dynamis‘) but to some passing concretization that is in
permanent danger of solidifying and thus blocking the process.
Laozi‘s style is based on the principle of giving hints or pointing to something, avoiding one sidedness or partiality
in order to keep himself in a kind of ―global indifference‖ (Jullien 2000, 286) since the ―greatest forms are without
shape‖ (Laozi 2002, Ch. 41, 17). Instead of a global information morality ruling (digital) communication from a
fixed perspective, the Taoist sage would probably prefer to look at it as within the ―dao‖ in order to keep it in
movement within a never-ending creative process. This implies not only a criticism of Luhmann‘s hypostatization of
communication processes but also of the present digital casting of Being that I call digital ontology. If such
interpretation of Being turns into a fixed and the only true one, it mutates into metaphysics and, in terms of politics,
into ideology (Capurro 2006). Otherwise it can become part of different kinds of assemblages with other media and
remain flexible with regard to existential, ecological and social needs and constraints.
While we in the ―Far West‖ use different linguistic tools such as myths and allegories in order to deal with the
unspeakable, for Chinese master Chuang Tzu (2001-2009) words are fishing stakes. He says:
―Fishing-stakes are employed to catch fish; but when the fish are got, the men forget the stakes. Snares are employed
to catch hares, but when the hares are got, men forget the snares. Words are employed to convey ideas; but when the
ideas are apprehended, men forget the words. Fain would I talk with such a man who has forgot[en] the words!‖
(Chuang Tzu 26, 11)
The difference between the Western metaphor of the veil and the Taoist fishing stakes is, according to Jullien, that
the last one is purely instrumental avoiding a metaphysical separation between appearance and reality. Chuang
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Tzu‘s critique of language does not lead to silence but to a strategy seeking to avoid partiality. It does not only
question bias and fixed perspectives but allows also the coexistence of apparently contradictory things. Such kind of
relational thinking is different from the dialectic of concepts aiming at bridging the gap between the sensory and the
supra-sensory or transcendent. Both are different strategies for relating the biosphere and the digital infosphere into
an ecosphere. Otherwise they tend to become separate realities and even degenerate into ideologies.
This problem is similar to the issue concerning the separation of morality from the flow of life as addressed by Lao
Tse in his coming together with Confucius (Chuang Tzu 14, 6). A fixed morality is endangered of becoming
separate from the ―dao‖. Lao Tzu brings fresh air into the symbolic sphere. His ethics is a symptom that morality is
becoming fixed and autonomous. This issue was newly addressed in the ―Far West‖ by Niklas Luhmann with regard
to fixed moral distinctions in different spheres of society (Möller 2002, 316-317). There is a way ―beyond
happiness‖ consisting in ―vital nourishing‖ (―yang sheng‖) (Chuang Tzu, Chapters 3 and 19; Jullien 2005).
Nourishing is the basic verb and norm of life. According to Chinese thinking, life should be long and healthy. By
contrast, in the ―Far West‖ eternal life is seen as a goal at the end of a linear process. ―Vital nourishing‖ means
learning to give up the will to live as a fixed idea or not to hang on it. Death is not a mistake as Heiner Müller
believes (Mayer and Müller 2005). The one who only wants to live (―sheng sheng‖) does not live.
Taoist thinking does not teach to look for a fixed centre like Confucius and Aristotle did but to oscillate following a
logic of concentration and scattering, by opening ourselves to natural processes and particularly to ―heaven‖ (Jullien
2005, 39 ff). ―Heaven‖ is not a metaphysical dimension no less than a spiritual view of it but a life process (Jullien
2005, 62). It does not mean, like in case of the Aristotelian and Platonic ‗in-formation‘ process to materialize a
super-sensory form but a process of perennial becoming (Capurro 1978). The perception of this process is the ―dao‖centred moral consciousness according to Chuang Tzu consisting in learning to breathe as a medium or
communication process between the world, the ―dao‖ and the self (Jullien 2005, 71-75). The leitmotif – not the
imperative! – guiding our actions can be formulated as follows: ‗circulate – instead of blocking!‘ which is a possible
translation of the famous Taoist concept ―wuwei‖ (Wohlfahrt 2002, 101).
From this perspective we should avoid blocking the digital infosphere, for instance through information overload or
censorship, letting information circulate and feed our life. Information management does not mean in this case
applying an external strategy but learning to adapting ourselves to different kinds of information flows depending on
the context where ‗in-formation‘ processes take place. It means also not fixing ourselves on a specific medium,
including the digital one, becoming dependent or even addicted to it. In order to become good information managers
we must first learn to manage our life nourishing it calmly and cool. Taoism is an anti-stress life technology. It is a
permanent exercise in a good mood consisting in getting rid of the imperative to give life meaning. By contrast, the
―Far West‖ is based on direct speech, temporality and meaning.

Prospects
What is the goal of this kind of analysis for intercultural debates on information ethics? First of all, to learn from
each other. Western information societies can learn from Taoism and the spirit of the ―Far East‖ not only on how to
deal with blocking processes based on fixed moralities, exacerbating the primacy of direct speech. Information
societies in the ―Far East‖ might learn from direct speech, individual freedom and autonomy as correctives of an
idealized harmony that might block social changes. In both cases we should be careful not to oversee the complexity
and richness of our traditions including the difference itself between ―Far East‖ and ―Far West‖ that is nothing but a
starting point for intercultural information ethics that should be both theoretical and empirical. Makoto Nakada has
done and is doing pioneer work in this area (Nakada and Tamura 2005; Nakada and Capurro 2009).
Secondly, the Internet is not, as conceived in its early stages, a kind of hyper-sphere where all cultural and
contingent differences disappear and we are all equal (Han 2005). This is a simplistic and outdated perception of a
medium that in the meantime pervades the real physical and cultural world in which we live instead of building a
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separate world. We are in the world with all our linguistic, historical and geographical contingency. The internet as
well as all devices connected through this medium are part of such contingency. This is why any cyberethics related
to the internet as a whole makes only sense if it is mediated with the specific situations and traditions in which this
technology is being used. Consequently, intercultural information ethics should not be identified with a universal
code of morality for the global information society as developed by UNESCO (2010), but as a global space of
reflection where we can put into question what is morally and ethically given for granted within different cultural
backgrounds.
The World Summit on the Information Society (WSIS) proclaimed an inclusive information society and the
overcoming of the digital divide within and between nations (WSIS 2003). This can be considered, on the one hand,
as a Kantian ―regulative idea‖ or a universal ideal for the digital era. But, on the other hand, the history of media and
literature provides examples of information and communication ideals both as utopias and dystopias that should be
critically analized both in the ―Far West‖ and the ―Far East‖ (Grimm and Capurro 2008).
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Can we trust robots?
Mark Coeckelbergh
(University of Twente)

Introduction
To frame the ethical question concerning robotics in terms of trust may easily suggest science-fiction scenarios like
the story in the film ‗I, robot‘ in which robots become artificially intelligent to such an extent that humans wonder if
they can be trusted – which is usually interpreted as: Will they rise up against us? But there is a broader and
certainly more urgent issue about trust in intelligent autonomous technologies that are already available today or will
be available soon. Robotics for entertainment, sex, health care, and military applications are fast developing fields of
research, autonomous cars are being developed, remote controlled robots are used in medicine and in the military,
and we already heavily rely on semi-robots such as autopilot-airplanes. And of course we (often heavily) rely on
computers and other information technology in our daily lives. The more we rely on these technologies, the more
urgent becomes the issue of trust. As Taddeo writes in her introduction to a special issue devoted to trust in
technology:

As the outsourcing to (informational) artefacts becomes more pervasive, the trust and the dependence of
the users on such artefacts also grow, bringing to the fore [issues] like the nature of trust, the necessary
requirements for its occurrence, whether trust can be developed toward an artefact or can only concern
human beings (…). (Taddeo 2010b, p. 283)

In other words, we already delegate tasks to machines and apparently we already trust them (I will return to this
point below). This seems also the case with robots. But do we have good reasons to trust robots? (And: Do they have
reasons to trust us? I will discuss this question at another occasion.) Do we need to develop what Wallach and Allen
call ‗moral machines‘ (Wallach and Allen 2008) in order to make robots trustworthy and avoid misuse of our trust?
Does that mean we have to develop rational artificial agents? Is it appropriate at all to talk about trust here?
In this paper, I postpone a direct analysis of the conditions under which we can trust robots. Rather, I
discuss what trust means in relation to robots. First I provide a more general, brief analysis of trust: I discuss
different approaches to analysing the conditions of trust(worthiness) in relation to artefacts and to people in general.
This gives me some preconditions for trust. In the process I also comment on (other) discussions of trust in the
literature on trust and e-trust. Then I explore if we can apply these preconditions to robots and how different
approaches shed light on this question. I argue that in so far as robots appear human, trusting them requires that they
fulfil demanding criteria concerning the appearance of language use, freedom, and social relations. This kind of
virtual trust develops in science-fiction scenarios and can even become a question of ‗mutual‘ trust. However, I also
show that even if robots do not appear human and/or do not fulfil these criteria, as is the case today, we have
sufficient functional, agency-based, social-relational, and existential criteria left to evaluate trust in robots. Finally, I
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argue that all criteria depend to some degree on the culture in which one lives and that therefore to evaluate trust in
robots we have to attend to, and understand, differences in cultural attitude towards technology (and robots in
particular) and, more generally, cultural differences in ways of seeing and ways of doing.
By proceeding in this way, I hope not only to contribute to the normative-ethical discussion about trust in
robots, if there already such discussions at all, but also to discussions about how to approach information ethics and
ethics of robotics.
Trusting artefacts
Although the notion of trust is usually applied to human-human relations, we sometimes say of an artefact that we
(do not) trust it. What we mean then is that we (do not) expect the artefact to function, that is, to do what it is meant
to do as an instrument to attain goals set by humans. Although we do not have full epistemic certainty that the
instrument will actually function, we expect it do so. For example, one may trust a cleaning robot to do what it‘s
supposed to do – cleaning. This kind of trust is what sometimes is called ‗trust as reliance‘.
Related to this type of direct trust in artefacts is indirect trust in the humans related to the technology: we
trust that the designer has done a good job to avoid bad outcomes and – if we are not ourselves the users – we trust
that the users will make good use of it, that is, that they will use the artefact for morally justifiable purposes. For
example, military use of robots and artificially intelligent systems may be controversial because the (human) aims
may be controversial (military action in general or particular uses, actions and targets).
But does this mean that trusting artefacts is only about reliance? Or does it mean that, as Pitt argues (Pitt
2010), the question about trust in technology comes down to trusting people (to do this or that)? In a later section of
this paper, I will question these instrumentalist and one-sided views of trust in technology (and trust in robots in
particular).
Trusting people
In relation to people, the question of trust is different and more complicated than reliance. Trust is generally
regarded as something that develops within (or establishes) a relation between humans (usually called a trustor and
a trustee) that has ethical aspects (or creates an ethical dimension).
Before I discuss the relation between trust and ethics, let me first say something about trust and how it is usually
approached, which influences the interpretation of the definition just given.
I propose that we distinguish between a contractarian-individualist and a phenomenological-social
approach to trust and its relation to ethics. In the former approach, there are ‗first‘ individuals who ‗then‘ create a
social relation (in particular social expectations) and hence trust between them. In the latter approach, the social or
the community is prior to the individual, which means that when we talk about trust in the context of a given relation
between humans, it is presupposed rather than created. Here trust cannot be captured in a formula and is something
given, not entirely within anyone‘s control.
I take most standard accounts of trust to belong to the contractarian-individualist category. For example, in
philosophy of information technology Taddeo‘s overview of the debate on trust and e-trust, and indeed her own
work on e-trust, is formulated within a contractarian-individualist framework (Taddeo 2009, 2010).
In her overview (Taddeo 2009) she discusses Luhmann (1979) and Gambetta (1998). Luhmann‘s analysis
starts from the problem of co-ordination. Trust is seen as a response to that problem: it is needed to reduce
complexity and uncertainty. Thus, the analysis starts from individuals and then it is questioned how the social can
come into existence (if at all). Similarly, when Gambetta defines trust as ‗a particular level of the subjective
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probability with which an agent assesses that another agent or group of agents will perform a particular action‘
(Gambetta 1998, p. 216), we find ourselves in a kind of game-theoretical setting typical of contractarian views of the
social. Whether or not to trust someone else is a matter of decision and choice. The agent calculates (at least in
Gambetta‘s view) and cooperative relations are the result of these choices and calculations.
Taddeo‘s account of e-trust differs from these views but does not question the contractarian-individualist
paradigm itself. E-trust may arise between agents under certain conditions (Taddeo 2009; see also Turilli et al. 2010
and Nissenbaum 2001), but the starting point of the analysis remains individual agents, who take a risk when they
trust someone else, form beliefs about the other agent(s) before they decide to trust, assesses the other‘s
trustworthiness, etc. The starting point is the (Kantian regulative ideal of the) ‗rational agent, able to choose the best
option for itself, given a specific scenario and a goal to achieve.‘ (Taddeo 2010a, p. 244). What matters is individual
advantage and achievement of the individual goal, and then an ‗objective assessment‘ is made in order to decide
whether or not to enter into the relation. (Note that Taddeo also expands this rationalist and individualist view to
artificial agents, see for instance Taddeo 2010a, p. 248; I will comment on ‗artificial agents‘ below.) Taddeo‘s view
belongs to what Ess calls ‗cognitive‘ or ‗rational‘ accounts of trust: trust is the product of a rational process; ‗we
have reasons that justify our trusting others‘ (Ess 2010, pp. 289-290).
Weckert‘s view (2005) is different since it puts less emphasis on calculation and rational evaluation of
beliefs and risks: he has criticized rational accounts for neglecting experiences of trust such as those of children in
relation to their parents and those of friends. He has argued that we have the tendency to see other agents as if they
were trustworthy and hence choose to act as if we trust and postpone evaluation. But regardless of (other) problems
with his more ‗affective‘ view (Ess 2010, p. 291), it stays within the lines of the contractarian-individualist
approach: it is concerned with the agent‘s attitude and a similar contractarian evaluation is made – only afterwards.
The social-phenomenological view I attempt to articulate here, by contrast, defines trust not as something
that needs to be ‗produced‘ but that is already there, in the social. It is close to Myskja‘s phenomenological view
(2008), which is based on a development of the pragmatic rather than the rational dimension of Kant‘s philosophy,
and which locates trust in the centre of our embodied and social human condition. But is this still about ethics? Is
this still about trust?
This leads me to the question: How do the different approaches conceptualize the relation between trust and ethics?
In the contractarian-individualist approach, responsibility is the flip side of trust. When we say that we trust
someone, we also ascribe responsibility to that person: the person must be answerable to us for what he or she does.
For example, if someone asks me to keep an eye on her bag and I walk away, I must answer to that person why I did
not do what she expected. Thus, trust ascription creates a deontic field: if someone trusts me, I feel under an
obligation not to misuse that trust. The person relies on me. The expectation becomes normative (as opposed to
merely predictive, as in the case of artefacts – although indirect trust also involves normative expectations since then
we deal with people). In response to the expectation, I may make a promise.
In the phenomenological-social approach, by contrast, responsibility is already built-in in the social,
communitarian relation, which crucially has non-verbal and implicit aspects. Here morality is not something that is
created but that is already embedded in the social. There are moral-social relations. There is a kind of basic
confidence, in which reliance and reasoning are rooted and which they must presuppose.
Several conditions for trust (or, more precise, trustworthiness) have been discussed in the literature on trust and etrust, such as direct interactions and shared values (see for example Taddeo 2009). But I wish to make a different
kind of claim. The previous discussion of trust in human-human relations gives us at least three conditions we must
presuppose about persons that might trust one another, regardless of (other) conditions under which they are
justified to trust each other:
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1.

2.

3.

Ability to use language, in particular the moral language of giving trust, promise making, expressing
expectations etc. In the contractarian-constructivist view of trust, this is absolutely necessary in order to
establish trust. But accounts of trustworthiness ‗assessment‘ based on calculation miss this moral-linguistic
dimension. A social-phenomenological account, by contrast, has the conceptual resources to point to both
linguistic and non-linguistic preconditions of trust. Talking about trust presupposes a subject-talker, who
does not talk and act as an abstract ‗rational agent‘ but an embodied and social being.
Freedom and uncertainty: the giver of trust (the trustor) must be free, since the trustor cannot be forced to
trust someone. A true gift cannot be forced. Moreover, the receiver of trust (trustee) must be free, since we
must suppose that the receiver has the possibility to misuse the given trust – if there is absolute certainty
about what will happen then there is no point in trusting someone. This means that there has to freedom in
the sense of proper delegation and no (direct) supervision. As Turilli et al. write when summarizing
Taddeo‘s view: ‗The trustor does not supervise the trustee‘s behaviour (…). Delegation and absence of
supervision are then the defining characteristics of the occurrence of trust.‘ (Turilli et al. 2010, p. 340). In
the contractarian-constructivist view, individual freedom is crucial. The social-phenomenological view,
however, can point out that the game of giving and receiving trust is already part of a social context in
which trust is less under the control of individuals than assumed by the individualist view, and is more an
emergent and/or embedded property. This also allows us to take a different perspective on the uncertainty
related to trust: it is not so much that I am uncertain about whether or not I (as a rational agent) will reach
my goal by delegating a particular task to someone else; rather, if there is a problem of trust I am uncertain
about the social relation itself. When trust is an issue, the social relation, and therefore I, am at stake as a
vulnerable and embodied social being.
Social relations. From a contractarian-individualist point of view, social relations are constructed or
produced by individuals and any concept or institution that is related to the social, such as trust, also has
this status: it is a construction or product. From a phenomenological-social point of view, trust-talk and talk
about individual freedom presupposes social relations (and embodiment). In other words, there is trust
because there are already social relations. Trust is something basic that must be presupposed; it is not
created. Therefore, we must presuppose of persons that might trust one another that there is already a social
relation, which the persons experience as embodied and vulnerable beings that stand-in-relation.

I take the latter perspective to be in line with the phenomenological and virtue ethics views of trust summarized by
Ess, which pay more attention to embodied, affective and social dimensions of trust as opposed to the rational and
the individual dimensions (Ess 2010).
In any case, we now have some preconditions for trust in humans. But what about trust in robots?
Trusting robots
In so far as robots can be considered as ‗mere‘ artefacts, our trust in them must be based on functional criteria. If
they are means to an end, then whether or not they attain the end (success or no success or a certain degree of
success) must be the criterion for trust. But is this all that can be said about trust between humans and robots? It
seems that robots are ‗more‘ than mere tools.
I believe that there are at least two ways to go beyond the instrumentalist view of robots, the approach of
which roughly fall within the categories I called ‗contractarian-individualist‘ and ‗phenomenological-social‘.
First, within the (individualist) analytical tradition, one may discuss trust between humans and robots in
terms of trust between human agents and ‗artificial agents‘. Taddeo has even discussed trust between artificial
agents. In the latter case, the human-style preconditions such as freedom and language do not seem relevant; rather,
non-anthropocentric criteria such as (operational) autonomy and interactivity are proposed (Taddeo mentions for
example the criteria for artificial agency proposed by Floridi and Sanders 2004). Taddeo has argued that trust-based
interactions are possible ‗even when social and moral norms are not present (Taddeo 2009, p. 19). Thus, here the
‗problem‘ is solved by conceptualizing both humans and robots as agents. Considering both the human and the robot
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as an agent, that is, an ‗it‘ (Taddeo 2010a, p. 244), this approach allows one to employ the contractarianindividualist apparatus across the human-robot distinction.
Second, contemporary philosophy of technology in the phenomenological tradition has shown in a different
way that the instrumentalist view of technology is inadequate. For example, influenced by (mainly) Heideggerian
phenomenology, the insight has emerged that technological artefacts ‗do‘ more than is intended by humans: they coshape how we understand and act in the world (Ihde 1990; Verbeek 2005). Hence, robots do not just do what they
are made for and their meaning is what Ihde calls ‗multistable‘: we might see them as machines but also as more
than machines.
In recent work I have argued that from a phenomenological point of view, robots may appear as more than
machines and that this has consequences for ethics of robotics: a relational, social, and phenomenological approach
helps us to better understand human-robot relations and the ethical problems they raise (Coeckelbergh 2009a, 2009b,
2010a, 2010b, 2010c, 2010d, 2010e, 2010f). Thus, here the question is not whether or not robots are agents
(individual-ontological approach) but how they appear and how that appearance is shaped by, and shapes, the social
(social-relational approach). Appearance-making, sometimes named ‗deception‘, then is part of ‗the social game‘
(see also Myskja 2008, p. 217) and it does not undermine trust but supports it.
For trust in robots, the latter approach implies that although robots are not human and do not meet the two
constructivist-individualist preconditions for trust in human-human relations (ability to use language and freedom),
they may nevertheless contribute to the establishment of ‗virtual trust‘ or ‗quasi-trust‘ in so far that they appear as
quasi-others or social others, as language users, and as free agents. We trust robots if they appear trustworthy and
they appear trustworthy if they are good players in the social game. (This might even create the feeling of ‗mutual‘
trust on the part of the human.)
One may object that such robots are still science-fiction. However, one should not underestimate the potential
implications of progress in the field of social robotics and the capacity for humans to anthropomorphize. No perfect
‗copy‘ of the human is necessary to trigger quasi-social responses.
But let us suppose for the sake of argument that this reply is unsatisfactory and that we cannot possibly
build robots that appear to meet the mentioned preconditions for trust in human-human relations. Can we still trust
(current) robots? How can we evaluate existing robots in terms of trust?
First, we can still use the functionalist, performance criterion: can the robot do what it is supposed – that is,
expected – to do? Is it a means to the end set by us?
Second, we may consider the robot as an ‗artificial agent‘ and apply Taddeo‘s conceptual framework to
discuss trust between humans and robots-as-artificial agents.
Third, whether or not the robot and the human-robot relation meet the constructivist-individualist criteria or
the criteria for artificial (moral) agency, they may fulfil the following phenomenological-social requirement: if a
human-robot relation grows as a social relation, then trust is already there as a ‗default‘ in the social relation – albeit
in an implicit, affective way – regardless of how people construct the relation (e.g. as human-machine interaction)
and how they talk about the robot and about themselves (e.g. as individuals). In contrast to my description of ‗virtual
trust‘, there is no requirement here that the robot appears as a quasi-other; the emphasis is not so much on perception
but on the relational bond, which is more ‗felt‘ and experienced than seen or ac-knowledged. Most of the time, no
deliberation is needed about who or what to trust. We live with technology and with others; we are engaged in
social-technological activity.
Third, robots can and should also be evaluated not only in terms of what they do in the world in relation to
the goal set (functionalist, performance criterion) or in terms of how they shape the human-robot relation (social
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criterion) but also in terms of how they help us to understand and shape ourselves. For example, I have argued in
other conference contributions that robots are hermeneutical tools that help us to understand ourselves. And recently
Kiran and Verbeek have argued that technology puts at stake what it is to be a human being: humans and
technologies have an ‗intimate‘ and ‗internal‘ relation and as we trust ourselves to technology we shape our
existence. Rather than reliance, trust then takes on the character of confidence (Kiran and Verbeek 2010). (Note,
however, that by emphasizing the intimate relation between technology and individual subjectivity as selfconstitution and self-care, Kiran and Verbeek do not pay much attention to the social aspect of trust. Moreover, they
suggest that trusting ourselves to technology – developing a ‗free‘ relation to technology – requires a deliberate
effort on our part, whereas I have paid attention to the non-deliberative aspect.)
Thus, from a social-phenomenological (and from an existential-phenomenological) perspective I conclude
that we already trust ourselves to technologies and depend on them. The individualist-constructivist approach (and
to some extent the existentialist-individualist approach) presupposes that there is first the human individual, who
asks himself the question if he or she will use the technology and trust it. But our lives are already interwoven with
technology. They are not just tools we use to attain our goals (including goals concerning self-care or selfconstitution); they are part of the social and existential fabric, from which we emerge as inviduals and selves in the
first place. In this sense, evaluating whether or not we can trust robots means to evaluate the social and ourselves as
social beings.
Cultural differences
This analysis of preconditions for trust and their application to human-robot relations need not be interpreted in an
entirely universalist way. The application of all criteria for trusting robots (and, more generally, technology)
proposed here depends to a significant degree on the culture in which one lives. Consider again the criteria, from
which I derive the following hypotheses concerning the role of cultural difference in trusting robots:

1.

2.

3.

4.
5.

6.

Functionality/performance: in so far as cultures differ with respect to their ends (values) and with respect to
the ways they see fit to reach those ends (using technology or not, how technology is used, for which end),
whether or not a person has reasons to trust a robot depends on the culture he or she lives in. For example,
in some part of the world using robots in elderly care may be seen as less problematic than in other parts of
the world.
The term ‗agent‘ (and hence ‗artificial agent‘ and the type of analysis that can be conducted in the wake of
this term) may be less intelligible in societies that have a less individualistic culture than ours. Hence
references to criteria for agency, the emphasis on rational agency, etc. may be problematic in some
cultures.
Language use: whether or not a robot appears to use moral language depends on whether or not the robot
can imitate the moral language of a particular culture. Cultures differ with respect to the way they express
expectations, promises, etc. related to trust.
Freedom: if a culture places more value on individual freedom, it will be more difficult for a robot to
produce the appearance of freedom and hence to meet this condition.
Social relations: cultures differ in the extent and the way the embed robots into the social fabric. If robots
are already perceived and lived as part of society and culture, one can expect a higher degree of trust in
robots.
Human-technological existence: if a culture puts less emphasis on the subject-object distinction or even
rejects such a distinction, we can expect that trust in robots will be higher.

These hypotheses could guide empirical research but can also be used for the purpose of further philosophical
reflection on, and understanding of, what trusting robots means.
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Conclusion
Based on a brief, preliminary analysis of what it means to trust artefacts and to trust people, I analyses two opposing
approaches to trust(worthiness) and suggested some preconditions for trusting robots. Since some of the criteria
were based on human-human relations, they first seemed not applicable to human-robot relations, but I have
discussed two solutions for this problem, based on (1) a contractarian-individualist approach focused on agency and
(2) a phenomenological and social approach. I have mainly supported the latter approach, which often receives little
consideration in information ethics and ethics of robotics.
What remains is the insight that if we wish to fully understand what it takes for us to trust robots, we should
not take for granted the instrumental view of human-technology relations and the individualist-constructivist view of
trust and social relations. Thus, trusting technology need not only concern the human attempt to be in control and in
power, as Luhmann suggested (1979) and as contractarian-individualist echo when they define trust in terms of a
decision. Adaptation to environments (e.g. techno-social environments) does not necessarily require the exercise of
agency. Often we can‘t help trusting technology and trusting others, and luckily we often do so without having a
reason and without calculation (even not afterwards). In so far as robots are already part of the social and part of us,
we trust them as we are already related to them. In this sense, trusting robots is not science-fiction but is already
happening, and rational calculation is only one interpretation of, and way of how one‘s relation to the technology
takes shape. (I do not deny, of course, that rational assessment of one‘s relations is possible; however, it is important
to see that it is only one way of seeing and doing, which presupposes a more basic social-moral ground.)
Moreover, one should be careful with using the ‗we‘ here. I have highlighted how the application of any of
these criteria is dependent on culture. This does not imply that we should refrain from attempting to offer general
ethical guidelines when it comes to trusting robots and ethics of robotics – the discussion in this paper could be
viewed as an exploration of what kind of framework could possibly justify such guidelines – but rather that when we
have such general principles or criteria, they should not be understood as standing outside the cultural-hermeneutical
process; they will always require interpretation as we move on.
To conclude, in this discussion I have mainly discussed the question if it is appropriate at all to talk about
trusting robots, which has allowed me to distinguish between different approaches and which has given me some
preconditions for trust. I have also indicated the relevance of cultural differences for answering the question
regarding trust in robots. However, I have not provided a more straightforward discussion of the question under
what conditions we can trust robots (informed by one of the approaches). Such an inquiry might for example involve
the question if ‗affective‘ robots are deceptive – a question I discussed elsewhere (Coeckelbergh 2010f). But
whether or not affective robots are deceptive, one condition for trust seems to concern fine-tuning human
expectations about robots. Picard, who initiated the term and field of ‗affective computing‘ (Picard 1995, 1997,
2003), writes in her book the following, which seems applicable to ‗affective‘ robots:
A danger with personified characters (…) is that people may consequently expect human-like intelligence,
understanding, and actions from them. In some cases, a machine may need to explain what it can and
cannot do. In any case, it will be important to help people accurately set expectations of the computer‘s
abilities. (Picard 1997, p. 114)
As this quote suggests, perhaps there is also a sense in which we may put too much trust in some kinds of robots –
especially if there is, as I argued, a kind of ‗default‘ trust and confidence that permeates social relations and if this
kind of trust is carried over to human-robot relations. More should be said about robotic emotions, appearance, and
(conditions for) trust. But here I pause my reflections on the question regarding trust in robots and how we can
approach this question.
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Abstract
According to the Free Dictionary (2010), ―a mosaic is a picture or decorative design made by setting small coloured
pieces, as of stone or tile, into a surface, or a composite picture made of overlapping, usually aerial or photographs‖.
Using the mosaic metaphor is the authors‘ intention to discuss four levels of arguing:
1.

personal ethical decision making in learning organizations;

2.

construct the mosaic for each organizational group (top management, middle management and workers);

3.

if it is possible to draw a behavioural pattern of the mosaic by organizational group (top management,
middle management and workers);

4.

to acknowledge the truthiness about organizational culture in knowledge environments not be a ―spherical‖
concept (metaphorical symbolism for perfect and constant) (Costa, Prior & Rogerson, 2009a), which will
reflect a comparison among groups behavioural patterns.

In fact, this manuscript resumes a key analysis of the first author PhD research: why link knowledge management,
organizational culture and ethics? (for further details e.g. Costa, Prior & Rogerson, 2009b; Costa, Prior & Rogerson,
2010a; Costa, Prior & Rogerson, 2010b). Contrarily to the prior publications, which highlight the research protocol
and pre-tests/pilot study initial empirical findings (performed during 2009) this manuscript aspires to produce a high
level analysis concerning these and the case studies results (which were performed during November and December
2010, as well January 2011).
Thus, the chosen queries of the questionnaires and interviews to debate the research question are:


what is the organizational position: top manager, middle manager or worker? (multiple choice);
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what you value most? (order from 1 to 3 your options, being 1 the most important. In case of evaluating the
criteria in the same way choose that option);



and, refer if you consider that ethical decisions may change according to the role and the context of
knowledge creation, management and sharing. And, in which way such decisions affect organizational
trust?

Although, in order to frame the debate boundaries is crucial to shed some light over the following concepts: learning
organizations; personal ethical decision making; and, an example of the mosaic ―creation‖ procedures.
The concept ―learning organization‖ was firstly mentioned by Senge (1994) and since then management literature
has prospered (Sankar, 2003), despite the lack of accuracy about its boundaries or limits. Ortenbald (2002) argues
that learning organizations encompass four levels of analysis: cultural values, leaders, communication, and
knowledge environment.
A knowledge environment is promoted through a permanent learning culture which acknowledges lifelong learning
practices (Yeo, 2005) and encourages a truly sharing environment (DiBella, 2001). These actions will lead to
permanent innovation (idiosyncratic element) (Cavaleri, 2004). For that, leaders have to communicate ethically
because upward or downward communication allows knowledge creation and sharing within an organizational
context (Nesan & Holt, 2002). As regards to its values usually these are bounded to managers‘ values, meaning that
each organizational context may entail dissimilar results (Grieves, 2008).
Literature acknowledges numerous studies about ethical decision making in organizations (e.g Kelley & Elm, 2003;
Cardy & Selvarajan, 2004), which report two leading constructs: moral intensity and moral sensibility. According to
Jones (1991) moral intensity acknowledges the degree of issue-related moral imperative within a circumstance,
which includes six features: magnitude of consequences; social consensus; probability of effect; temporal
immediacy; proximity; and, concentration of effect. When moral intensity is high the individual introduces ethical
principles in its decision; nonetheless, when it is lower the opposite outcome occurs. Besides, Jones (1991) argues
that moral sensibility resumes the individual cognitive process, which is related to moral intent (Frey, 2000).
Pertaining to the mosaic ―creation‖ procedures is necessary to approach: the framework; and the procedures.
Following Costa, Prior & Rogerson (2010a) the framework that acknowledges personal ethical decision making in
knowledge environments is depicted in figure 1.
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Figure 1. Individual decision making framework

These authors also claim that the triangle reproduces an individual that values equally the three essential dimension
of learning organizations (ethics, knowledge management and organizational culture). Or, the triangle becomes
scalene when the three variables have dissimilar weight; and, a right triangle for those individuals that value most
one variable (90 degrees angle), and equally the remaining ones. Finally, an acute triangle acknowledges two
equivalent variables and less weight on one.
Concluding, ―creation‖ procedures will be produced for each stage of the empirical results (pre-tests, pilot study and
case studies), acknowledging the sum up of the several individual triangles within each organizational group (top
management, middle management and workers) as a way to achieve the mosaic and permit to discover a potential
behavioural pattern (see figure 2).

Figure 2. Mosaic for workers- potential example
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Abstract
In communities of user-generated content, systems for the management of content and their contributors are usually
accepted without much protest. Not so, however, for Wikipedia, in which the proposal to introduce a system of
review for new edits (in order to combat vandalism) led to heated discussions. This debate is analyzed, and
arguments of both supporters and opponents (of English, German and French tongue) extracted from Wikipedian
archives. In order to better understand this division of the minds, an analogy is drawn from theories of bureaucracy
as developed for real life organizations. From these it transpires that bureaucratic rules may be perceived according
to either a control logic or an enabling logic. In Wikipedia, then, both were seen at work (and still are). Depending
on their background vision, Wikipedians either rejected the proposed scheme (while antithetical to their conception
of Wikipedia as a community) or endorsed it (while consonant with a conception of Wikipedia as an organization
with clearly defined boundaries). Are other open content communities susceptible to the same kind of ‗essential
contestation‘?
Keywords
bureaucracy, control, discretion, empowerment, moderation, trust, vandalism, Wikipedia

INTRODUCTION
Online communities with user-generated content that invite everybody to contribute come in various kinds. The term
can refer to initiatives like collective blogs or discussion sites, sites for collective production of reference works,
news sites, ‗citizen journals‘, photo or video sharing sites, or – as the archetype of them all – ‗open source software‘
(OSS) projects. Contents brought together range from text, images, photographs, videos to source code, while
cooperation involved ranges from just piling up all contents (‗loose‘ collaboration, like for photos and videos) to
working on a collective evolving product (‗tight‘ collaboration, like for source code).
Ineluctably, over time such communities have to introduce rules and regulations that structure interactions. Access
to resources, entitlement to perform activities on them, and procedures has to be specified. All arrangements
ultimately become implemented in software code – it is up to potential participants to accept them or quit. Such
internal governance employs tools like project architecture, formalization, division of roles and rules of decision-
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making (for OSS specifically cf. de Laat 2007). An important area is the management of incoming content and of
participants that contribute. The terms for accepting and ‗processing‘ content have to be agreed upon. This may
involve a process of moderation: judgment of content by specific role occupants entitled to exercise such powers.
Such moderation may be exercised after content has become public, or (also) before. In addition, contributors
themselves may have to be monitored and disciplined by specified role occupants. While this area of governance is
obviously central to the functioning of any community and as such may evoke strong feelings and opinions,
nevertheless the management arrangements adopted usually seem to be accepted without much questioning.
Examples of such quiet acceptance readily come to mind. On Skinhead Forum, a blog for – indeed – purported
skinheads, discussants continuously patrol and scrutinize each other in order to uphold the ‗authentic‘ skinhead
identity. Transgressors of these boundaries are reprimanded and flamed. Ultimately they can be expelled by the
blog‘s moderators (Anahita 2006). In Slashdot, all users may judge comments – after their publication – as to
whether they are constructive or not, which allows showing only the more insightful comments to visitors (as the
default). Users that abuse their powers of moderation can be refused moderator access (Poor 2005). In Citizendium,
an ‗open source‘ encyclopedia, comments from all are welcome on the site but subsequently moderated by experts
in the field involved. If necessary, abusive users can be expelled from the site by a ‗constable‘ (de Laat 2011). The
more stringent form of moderation (before ‗publication‘) is also applied frequently. Wikinews, an online usergenerated journal, distinguishes several editorial phases: after an article is first developed in the ‗newsroom‘, it is
checked according to several news criteria by appointed reviewers before being published on the ‗main page‘.
Disruptive editors can be punished by arbitrators (http://en.wikinews.org). In communities of OSS, finally,
commonly a division of roles obtains, typically of project owner - developers - observers. It is only up to developers
(and beyond) to contribute to the source code tree – either their own code, or code suggested by observers that has
passed the test of scrutiny. Contributors with unhelpful – let alone disruptive – suggestions not only do not obtain
developer status, they are simply ignored as well (de Laat 2010).
Sure enough, in many individual instances comments, moderators‘ interventions and/or disciplining decisions
evoke strong reactions from participants involved. Nobody particularly likes to be overruled, flamed, ostracized, or
punished. But the point I want to make is a different one. While the particular outcomes of a system may be
contested, the system as such does not seem to be in dispute in the cases above. Their users seem to consent that the
adopted system is legitimate. Such consent to systems of content and contributor management may well be the
general rule.
This article focuses on an intriguing exception to this rule. In Wikipedia, the online encyclopedia par excellence,
over the years an editorial policy had evolved of equal wiki access for all, without moderation, taking a ‗wikiquette‘
into account, with ‗administrators‘ being entitled to perform punitive actions (cf. Stvilia et alii 2008, de Laat 2010).
This policy had been accepted without much protest. Then, recently, first steps on the path of moderation proper
were taken: a specific proposal to introduce a system of reviewing edits before they appear in sight (aka ‗flagged
revisions‘). The new proposal led to a remarkable division of the minds: some embrace it, others denounce and
reject it in equally vigorous terms. Remarkably, this sharp division is reproduced across several language versions of
Wikipedia (although the extent of adhesion to one stance or the other varies). An actual split of some of the language
communities (the English in particular) over this issue is not to be excluded. It is this review proposal that is the
central topic of this article.
My approach is as follows. Discussions, debates, and polls about (varieties of) the scheme in the 3 largest
Wikipedia language versions (German, French and English) are analyzed. The main arguments pro and contra are
extracted from the Wikipedian archives – and shown to be roughly similar across Wikipedians of German, French
and English tongue. Proponents argue that the scheme is a welcome tool to combat vandalism, while their opponents
maintain that the original egalitarian conception of Wikipedia is sacrificed and bureaucracy increases. These
contrasting ‗definitions of the situation‘ are then analyzed by means of a comparison with real life organizations –
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which enables us to interpret the opponents‘ perception of the scheme as emanating from a control logic, and the
proponents‘ perception of the scheme as springing from an enabling logic. Finally, I speculate about the reasons
behind this unusual spectacle of an essentially contested system of moderation. Basically, two equally consistent
visions are pitted against each other: Wikipedia as a solidary community on the one hand, and Wikipedia as a
reliable encyclopedic institution on the other. This immediately raises the further question whether such contrasting
visions also exist in other open content communities.
WIKIPEDIAN GOVERNANCE
Editorial policy within Wikipedia is still very much like it started a decade ago: all users (called ‗editors‘), whether
anonymous or not, may make additions and changes to existing entries and provide comments (on an associated
‗talk page‘). Any changes are immediately effectuated in the entry (as it appears in a ‗wiki‘). Upon registration with
a user name, users may also create new entries. While an entry evolves over time, users have to sort it out between
themselves – no moderation of any kind is instituted.
After this egalitarian setup had been put into operation soon enough Wikipedians discovered to their dismay that
‗disruptive behaviour‘ was not to be ruled out. One variety is directed against the entries themselves: so-called
‗vandals‘ take pleasure in disfiguring pages in ways ranging from subtle to vulgar. Another variety takes aim at their
co-contributors: they are abused, harassed and/or threatened (on talk pages, by email, and the like). In response two
initiatives unfolded. For one thing a Wikipedian ‗etiquette‘ was formulated, emphasizing good faith, civility,
warmth, and forgiveness. For another, disciplining roles were introduced to keep abuses in check: ‗administrators‘ –
as appointed by ‗bureaucrats‘. Administrators primarily freeze disputed pages for a while (‗page protection‘) or
delete them altogether. In addition, they may ban specific troublesome users from editing for a while (‗blocking
users‘).
In spite of these measures, vandalism very much continued to plague Wikipedia. In general, anonymous users turn
out to be more vandalism-prone than other users; most vandalistic edits (95%) are produced by them. In order to
meet these worries and enhance the encyclopedia‘s reliability, several initiatives are unfolding. Software bots,
specifically coded for the occasion, are allowed to scan and patrol entries on a 24 hours basis. Moreover,
WikiProjects are formed that mobilize users with a focus on specific areas; relevant entries are taken into custody in
order to foster improvements. A quality grading procedure is part of this. Finally the WikiTrust plug-in (available
for Mozilla Firefox only) has been developed that colours sentences of an entry according to the time they have
survived intact within the encyclopedia. The darker their colour, the younger the text is, and – so the assumption
goes – the less reliability a user may impute to the text.
Also, in a more radical vein, schemes are being contemplated that constitute a change to editorial practices
themselves – not just increasing vigilance to the quality of textual entries as they evolve. The scheme involved – and
the subject proper of this article – proposes to review new edits coming in for evidence of vandalism; only after this
check they become ‗official‘. While this is the basic idea, several parameters are still open to various
implementations. Is review to apply only to specific entries while they are vulnerable to vandalism (like biographies
of living persons), or to all entries? Which are the identifying signs of ‗obvious vandalism‘? Whose edits are to be
checked: only anonymous users, only inexperienced users, or all users? And which version of an entry is shown to
unregistered users as the default: the most recent version (as is current practice), or – indeed – the latest reviewed
version (which supposedly discourages potential vandals by barring immediate gratification upon performing a
vandalistic edit)?
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System of Review: Procedure
Before recounting which specific configurations of the review system actually crystallized in practice, I will first
briefly describe consultation procedures about the scheme as they were performed in various language versions of
Wikipedia. I will focus on the 3 largest Wikipedias: English, German and French. It all began in German circles.
From 2006 onwards users discussed all possible technicalities of the reviewing system (like the criteria for
becoming a reviewer, criteria for being exempt from review, waiting times of pending edits, and the like).
Subsequently German programmers wrote implementing software which was tested and tried for 3 months (2008).
The configuration chosen may aptly be referred to as the ‗German system‘ (see below). A poll was held afterwards
to determine whether to continue or not. A vivid debate ensued. Ultimately, some 60% voted in favour (though in a
rather confusing procedure). As a result, the system has remained ‗switched on‘ ever since. 7
In the English Wikipedia debate was more protracted. Proponents and opponents were both vary vocal, and voiced
their concerns incessantly over several years. While the 2 camps were almost equal in strength, the debate lingered
on and on. Several polls were held, but could not break the deadlock. Decisions were postponed all the time. Only in
2010 a trial of 2 months could be agreed upon (with just 60% in favour). The configuration chosen, to be referred to
as the ‗English system‘ (see below), is considerably less stringent than the German system. Thereafter two more
polls were held about whether the experiment had been a success and the system should remain turned on until the
software involved would have been updated – presumably mid-2011. While a large majority voted affirmatively,
review (as a trial) is currently still operative. But the debate continues.8
The French debate, in comparison, was the most orderly of them all. Users discussed the various schemes over the
years. Ultimately they decided to take a vote on both the English and the German system – no need for them,
apparently, to invent a French system. After a heated argument both options were rejected (56% and 78% opposed,
respectively) (2009). The system has disappeared out of sight since.
System of Review: The Rules
As recounted above, all possible configurations of such a reviewing system ultimately narrowed down to two
specific options: the German and the English system. Let me first explain the German system while it is the most
elaborate and most tried system of the two (http://de.wikipedia.org/wiki/Wikipedia:GSV). The term employed in
German for the reviewing process is Sichten (literally: to sift, to sight), versions that have been reviewed are called
gesichtete Versionen, users carrying out the review are denoted as Sichter. All new edits are to be checked, whether
involving entries sensitive to vandalism or not. Users who desire to obtain Sichterrechte must be registered, have
been active for at least 60 days, and have performed at least 300 edits (or 200 gesichtete edits) – note that these are
the same criteria for users to obtain the right of vote within Wikipedia. Over time, users may automatically become
exempt from the requirement that their own edits need to be reviewed (passive Sichterstatus; right of ‗auto-review‘):
at least 30 days of activity and 150 performed edits (or 50 gesichtete edits) are the criteria. Unregistered users, by
default, get to see the latest reviewed version (although the most recent version is just one mouse click away). For
registered users the current practice of showing the latest version is continued. According to German statistics on the
matter, ungesichtete Versionen on average may have to wait 5 to 6 days before being cleared.
The English system as adopted much later (from Summer 2010 onwards) employs its own Wikipedian
terminology as well. Here, versions with new edits are put on hold, waiting to be reviewed (‗patrolled‘) – if a
reviewer finds them free from vandalism (s)he flags them as sign of approval (‗flagged revisions‘, FRs). The newly
7

Several other language versions followed suit almost immediately afterwards: the Russian, Polish, Hungarian and Chinese versions. Then came
the Arabic version in 2009, the Indonesian one in 2010 and the Turkish one in 2011.
8

See replies to a ‗request for comment‘: http://en.wikipedia.org/wiki/Wikipedia:Pending_changes/Request_for_Comment_February_2011.
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proposed edits that are still uncensored are denominated as ‗pending changes‘ (cf.
http://en.wikipedia.org/wiki/Wikipedia:FLR; and Wikipedia:PC). This English review system of flagged revisions
does not apply across the board to all entries. Only specific entries that are deemed to be susceptible to vandalism
(like a biography of a living person – say Janet Reno or Stephen Fry) are possible candidates. The rationale is that
FRs is meant to be an intermediate measure between protection of an entry (either full protection: no one may
perform edits, or semi-protection: only experienced users may edit) on the one hand, and no protection at all on the
other. FRs allows editing to continue – under increased vigilance. In keeping with this idea an entry only gets such
‗flagged protection‘ upon request. Over a 1000 entries currently enjoy this protection. Reportedly, pending changes
are routinely dealt with in a few hours.
Rights of participation in the system are not awarded in some automatic manner. Users have to apply formally
with administrators and show some Wikipedian experience. Rights of review are granted if performed edits number
over a 100 and one‘s past behaviour is impeccable (no vandalism, no harassment, and the like). Exemption from
review (rights of so-called ‗auto-patrol‘ or ‗auto-review‘) is granted if one has contributed about 50 ‗sound‘ articles
to the encyclopedia. As in the German system, unregistered users get to see the latest patrolled version by default –
all others are still presented with the latest version.
System of Review: Pros and Cons
All across the three largest Wikipedias this review system (of one variety or another) has been the subject of intense
debate. Arguments in favour were championed just as passionately as arguments opposed. Which arguments were
brought to the fore? I scrutinized the English Wikipedian archives for all talk pages, discussion pages, petitions,
(straw) polls, requests for comments, and the like (and their German and French equivalents) that related to this
issue. The group of English participants was the largest, numbering several hundreds to voice their opinions. From
these sources I could extract the following arguments – which were basically similar, whether one happened to
speak English, German, or French.9 10
To begin with, the precise procedure that was (to be) followed in arguing and deciding about a reviewing system
evoked many comments, all over the years. This is only to be expected while (democratic) procedure in Wikipedia is
still a rather fuzzy area. How to structure, in cyberspace, a discussion about several competing alternatives? Which
majority of votes is enough to decide? When a trial period has ended, does it mean the trial has to be aborted – or
possibly not? Does a trial period induce a slippery-slope effect? Any discussion over content was shot through with
such procedural misgivings.
Leaving such procedural arguments aside – which, of course, were mainly voiced by opponents who felt
threatened by a possible introduction – and turning to content the argument in favour was invariably that a review
system would enable to fight vandalism more effectively. The reliability of Wikipedia was seen to be at stake.
So, the slogan should be rewritten to Wikipedia: The free encyclopaedia that anyone who behaves can edit.
So, who will be affected by flagged revisions? Those that we smack around already anyway. if you add

9

In what follows I will focus exclusively on the arguments brought forth by participants. An intriguing question that, of course, begs to be
answered is: What brought the 3 universes of language to ultimately choose or reject such a system? Some answers suggest themselves
immediately. The English Wikipedia is reportedly more plagued by vandalism than the two others. Possibly Germans are more deferential to
hierarchy and therefore prefer the order as brought about by a system of reviewing. But a fuller analysis would require more space than available
here.
10

For reasons of space, references for user quotations in this article are not provided. But all care has been taken to quote in a precise manner.
The full list of references (from English, German and French Wikipedia) is obtainable from the author on request.
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libel to the project, we ride your ass. if you vandalize, we ride your ass. And if you behave, you quickly
enough get the opportunity to flag revisions yourself. (English user, 2009)11

An additional argument for the English system in particular was, that FRs create an additional option between no
protection and (semi-)protection of entries that allows editing to continue.
This was the one and only argument, repeated over and over. Arguments of their opponents were more ramified.
For one thing they expressed doubts about the effectiveness of the scheme. As some remarked, ‗obvious vandalism‘
does not need a special system: precisely while such edits are obvious, normal Wikipedian users will routinely
correct or ignore them. Moreover, a review system may delay publication of edits considerably. Do we have enough
reviewers to take care of pending edits in a reasonable time? Fears of clogging the pipeline for months were
expressed repeatedly. In addition the system was experienced as extremely complex; the fine details of its operation
led to confusion and misunderstandings.
The major practical objection was, however, that the system would misfire and produce unwanted side effects.
While vandals possibly would be diverted, at the same time bona fide anonymous users (constituting the large
majority of anonymous users) would simply be chased away while they do not see their edits appear immediately on
the screen.
(..) it would be frustrating to go to an encyclopedia that "anyone can edit," come to a page, make an edit,
and then have that edit not show up until some Admin can be bothered to roll over that way and approve it.
(English user, 2009) 12

An important pool of useful editors would be depleted:
In my opinion, a fit analogy for implementing this widely is "sawing off the branch one is sitting on"..
(English user, 2009)

Apart from such practical considerations the reviewing system was also – and mainly – condemned for reasons of
principle. It was interpreted as adding layers of bureaucracy.
Just another layer of un-needed bureaucracy. (English user, 2010)
This idea is just added bureaucracy to a process of editing that works well already, and with all the
suggestions for how the 'reviewer' permissions would work, along with all of the exceptions and additions,

11

Similarly in German and French: Dringend notwendig zur Steigerung der Qualität und Bekämpfung von Vandalismus. Unser Ziel ist die
Erstellung einer Enzyklopädie. (German user, 2008); Pour avoir vu le système à l'œuvre sur de: Permet de laisser le système ouvert à tous, en
freinant sérieusement l'intérêt du vandalisme. (French user, 2009)
12
Similarly in German and French: Dass man als IP verwirrt wird, da man seine Änderungen nicht sieht, empfinde ich als fatal. Wer würde sich
dadurch nicht abschrecken lassen, wenn einem zunächst gesagt wird, dass man hier frei mitarbeiten kann, die eigenen Änderungen aber nicht
angezeigt werden? Es werden massiv Autoren demotiviert und abspringen. (German user, 2008); Cette feature me semble être une très mauvaise
idée. Tout l'intérêt de Wikipédia est justement que les IPs peuvent éditer. Que très facilement quelqu'un puisse s'investir facilement. Alors,
aujourd'hui, réussir à s'intégrer est plus dur qu'auparavant (nombreuses règles, etc...), si en plus on ajoute que les modifications doivent être
validée... (French user, 2008)
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seems overly-complicated for new users, and just a power-trip for those granted additional permissions and
responsibilities. (English user, 2009)13

Moreover, it was seen as representing yet another bureaucratic machinery, on top of one already in existence. The
growing surplus of bureaucracy in a volunteer undertaking such as Wikipedia was experienced as extremely
aggravating and frustrating.
Wikipedia is already groaning under the weight of all the self-appointed critics on private ego trips, who
restrict their activity to flagging articles and chiding the overworked and patient bona-fide editors. Why
should we be providing an official niche for people who view the project as a way of fulfilling their power
fantasies? (English user, 2009)
This has since developed, or I would say degenerated, into an increasingly complex bureaucratic jungle, of
which this proposal is the latest step in the wrong direction. This proposal is so enormously complex that
repeatedly in the discussions, supporters are pointing out that other editors have misunderstood some
intricate details etc. Very worrisome, if editors that have the Wikipedia-knowledge to find this poll page in
the haystack have so many problems understanding and appreciating what is really meant by the proposal.
(English user, 2009)

Most prominent of all, however, was the objection that the proposed rules of review reflect a wrong attitude: they
depart from the assumption that contributors of new edits are not to be trusted a priori. Their edits therefore have to
be censored.
Wikipedia has always worked on a basis of trust, we have always said that being an admin is nothing
special and most importantly it‘s an encyclopaedia that anyone can edit. Flagged revisions says you can edit
but your edit can‘t be seen we don‘t trust you. It places importance on having tools creating an importance
that shouldn‘t be there. The worse thing is flagged revisions makes the presumption that all edits are
malicious and increases the power of POV pushers/Cabals to control article content. In all of this people
appear to be loosing sight of the characteristics that made Wikipedia what it is. (English user, 2009)
Why should rollbackers, administrators, and bots get to say that they don't trust editors who are established
users and not vandals, or IP users who are making good edits? (English user, 2009) 14

As a result, Wikipedia becomes a society of two classes of users, with experienced users lording it over
inexperienced users.
We don't want to go down the road where an elite group of "reviewers" decides what an open encyclopedia
should include. (English user, 2010)
Wikipedia does not need yet another class of editors privileged over ordinary editors. (English user, 2010)15
13

Similarly in German and French: Das Ganze ist nur wieder ein zusätzlicher Bürokratismus. (German user, 2008); Donne beaucoup de travail en
plus pour valider les révisions, et ça nous éloigne du concept de Wikipédia. Ça ne va pas. (French user, 2009)
Similarly in German and French: (…)Edits (of unregistered users) werden aus einer allgemeinen Misstrauenshaltung heraus zu Edits zweiter
Klasse, also nicht veröffentlichenswert deklariert, bis eben mal ein Sichter daherkommt, sich erbarmt und diese freischaltet. (German user, 2008);
Il s'agit purement et simplement d'une forme de censure. (French user, 2009)
14
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One commentator went one step further by asking the perennial question: who is to control the controllers?
Vandalism is not that big a problem that we need to censor all editors until the usual suspects who are
supposedly "trusted" come and look at our edits. Will these "trusted" editors all be experts in the subjects
they are censoring? How do we know? Who monitors the ability and/or competence of these "trusted"
people? Who decides that they are trusted? (English user, 2009)

Finally, all these features are repeatedly denounced as a clear violation of the original egalitarian principles of
Wikipedia, the encyclopedia-that-anyone-can-edit.
THEORIES OF BUREAUCRACY
So in a nutshell we witness a clash between two quite opposed interpretations: ‗flagged revisions‘ (or ‗patrolled
changes‘, or ‗gesichtete Versionen’) as a useful tool for curbing vandalism versus as a superfluous bureaucratic
device that violates egalitarian principles of participation. It would seem useful to probe into the deeper origins of
this clash. I will do so by developing an analogy with organizations which, in ‗real life‘, have been introducing rules
and regulations for ages. Organization science has, in conjunction, been trying to develop a systematic perspective
on these issues: theories of bureaucracy.
The main line has been reviving the Weberian analysis of bureaucracy. Some milestones are Gouldner (1955) who
distinguished between a punishment-centred and a representative bureaucracy, and Burns and Stalker (1961) with
their famous contrast between a mechanistic and an organic regime. It was up to Alan Fox (1974) to integrate these
various approaches around the concept of discretion – the extent to which organizational participants may exercise
their own wisdom and judgment in performing their tasks. He proposed a pair of contrasting work role patterns. The
‗low-discretion syndrome‘ is characterized by an elaborate division of roles (with minimal discretion for the lower
echelons), formalization, and centralization of decisional powers. The ‗high-discretion syndrome‘, on the other
hand, constitutes the opposite: a minimal division of roles, low formalization, and decentralized decision-making.
In a next step Fox developed a trust dynamics of organizational moves towards one or the other end of this
continuum (Fox 1974: chapter 2). If an organisation moves towards its lower end, it expresses declining trust in their
contributors in carrying out their tasks. Lowering discretion is a sign of distrust; as a consequence, employees may
be expected to reciprocate with a decline in trust towards management. A classic example (in Fox‘ interpretation) is
the gypsum plant that figured as the centre piece of analysis in Gouldner (1955): operating rules came to be enforced
and freedom of movement forbidden.16 On the other hand, if the organizational syndrome moves toward granting
more discretion, rising trust of employees is being expressed. Recipients are invited to reciprocate likewise.
Bureaucratic rules, then, may be seen to emanate from a control logic. While this is the main line of analysis (up to
the present), some decades later Adler and Borys (1996) alerted us to the possibilities of another kind of logic: an
enabling logic. Bureaucratic rules may also be designed in order to enable employees to better master their tasks, by
providing them with the professional tools to do so. Equipment may become designed with usability and upgrading
in mind, enhancing users‘ capabilities and leveraging their skills. Transparency and flexibility for users are key
aspects. The showpiece of enabling logic presented by the co-authors is the Xerox company that introduced a new
15

Similarly in German and French: Um etwas Vandalismus zu verhindern wird nun bewusst eine 2 Klassen Gesellschaft in Kauf genommen.
(German user, 2008); Les flagged revisions marquent de facto la séparation entre éditeurs et lecteurs. (French user, 2009)
16

Its workers staged a wildcat strike precisely for reasons of these low-trust moves (as analyzed by the same Gouldner in Wildcat Strike ten years
later).
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line of photocopiers designed to be operated by empowered (not controlled) operators. Similarly, formal procedures
may come to represent organizational memory and allow to better deal with organizational contingencies. As a
result, workers become empowered to better execute their tasks.
This alternative logic, I presume, can easily be folded into the above Foxian dynamics of trust. The introduction of
enabling rules expresses faith in employees‘ capabilities. Whether discretion increases (equipment design) or
possibly decreases (formal procedure), in all circumstances their discretion is ‗enriched‘ by providing the tools for a
more professional execution of tasks. As a result, employees‘ trust can only increase. On the other hand, failure on
the part of management to take such enabling potentialities into account expresses a lack of faith in employees‘
potentialities; correspondingly, employee trust towards management can only stagnate or decline.
As can be seen, the two types of ‗bureaucratic‘ trust dynamics can be easily combined together. The introduction
of rules that are seen to emanate from a control logic (thus reducing discretion), and/or the failure to attend to the
introduction of rules that are interpreted as enabling (thus neglecting any potential ‗enrichment‘ of discretion) tend
to diminish mutual trust between employees and management. On the other hand, disregarding/eliminating rules of
control (thus enlarging discretion) and/or introducing rules of empowerment (thus ‗enriching‘ discretion) have the
potential to enlarge this trust on the sides of both employees and management. 17
Let me stress that in the analysis above rules and regulations (of a similar kind) are the subject of unequivocal
interpretation; they are perceived as either controlling or enabling, depending on their make-up. A strict division of
labour is perceived as control; a transparent procedure for self-help repair of equipment is perceived as empowering.
In rare instances we find reports about the same kind of rules being perceived as either the one or the other,
depending on circumstances. Take Sitkin and George (2005) who analyzed the introduction of formal criteria for
taking decisions about firing or medical cost: it was shown to weaken or enhance managerial legitimacy, depending
on context. In particular they argued that under external threats, formal criteria could acquire a connotation of
fairness.18 But that is as far as it goes. To my knowledge no organizational analysis claims that a particular kind of
rules may be perceived as both in the same context: i.e., a sizeable number of participants perceives them as
controlling, while an equally sizeable number takes the opposite stance and defines them as empowering. No
wonder, while that would run totally counter to the overall tenor of the analysis in terms of (enriched) discretion as a
gesture of trust towards participants.
COMMUNITIES OF USER-GENERATED CONTENT AND BUREAUCRACY
Returning to communities of user-generated content I propose that a similar kind of bureaucratic analysis may apply.
Governance rules employed can be perceived to spring from two kinds of logic: either a control logic or an enabling
logic. This applies in particular to the subarea under consideration here: management of content and disciplining
contributors. Editorial policies, conflict rules, conflict procedure, rule enforcement, all of these have to navigate the
waters of perceptions of control versus empowerment. While community owners are massively dependent on their
community members and hardly in a position to impose any rules against their will (lest many of them run away), as
a rule it will – and only can – be collective discussions inside the community crystallizing into a collective outcome
that drive the emergence of governance arrangements and their subsequent implementation in code.

17

Note that a similar kind of conclusion emanates from the analysis of inter-organizational relationships (Klein Woolthuis et alii 2005;
Mellewigt et alii 2007). Parties usually draft contracts for regulating their cooperation. It is found that the clauses involved may proceed from two
logics. On the one hand, predictably, they may act as control mechanism (to substitute for mutual trust that is lacking); on the other hand, and
more surprisingly, if trust obtains, they may help to further cooperation by specifying mutual goals and drafting procedures for dealing with
economic or technical contingencies (the contract ‗complements‘ trust). As a result, contracting does not necessarily chase away trust; it may also
underscore and enhance mutual trust.
18
Note that these authors studied formal rules unrelated to discretion. Such rules are, I suppose, more amenable to multiple interpretations than
discretion-related rules.
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As observed above, content and contributor management systems within such communities usually seem to be
accepted without questioning. In the terms of our bureaucratic analysis, this seems to be a case of systems being
accepted while interpreted as enabling. In which sense, then, members may be said to experience feelings of
empowerment? Which kind of activities are being furthered and strengthened? My answer is that participants
endorse a certain amount of content management (even including moderation) and ‗policing‘ while these enable
them to enjoy, experience, and contribute to a vibrant community without unwanted disturbances. Compare the
communities mentioned in the introduction: Skinheads may rest assured that their identity is being upheld,
Slashdotters are spared unconstructive posts, Citizendium users have a guaranteed expert-vetted experience, readers
of Wikinews do not have to be afraid of fake news, and hackers know that any open source project leader personally
guards the quality of his code tree.
But now for Wikipedia. Until recently, editorial policies (of equal access, no moderation, observing a Wikipedian
etiquette, policed by administrators) had enjoyed broad acceptance. In line with the foregoing analysis, Wikipedians
endorsed this gentle policy while enabling to contain disturbances that inevitably turned up from time to time. The
proposed extension of this policy with a system of review, however, showed a marked deviation from this path of
broad acceptance. As shown in the above, it led to both vehement consent and vehement dissent, with hardly anyone
adopting a position in between. Can this anomalous finding be reconciled with the analysis of bureaucratic rules (as
developed above by analogy with the organization phenomenon)? Which kind of logic(s) may be said to apply, and
if so, how and why? Can our bureaucratic analysis be saved, or does it have to be adapted or abandoned?
The proposition I will develop is that the analysis is still appropriate – though in modified form. This is mainly due
to the more fuzzy boundaries of a community as compared to the more solid boundaries of an organization. As a
result, Wikipedians could entertain different background visions of what kind of community Wikipedia should
represent. These different visions produced a difference in appreciation. To put it in a nutshell: those who reject the
system of review do so from a vision of Wikipedia as an unbounded community that shares knowledge without
mutual control and suspicion, those who embrace the review system do so while they have a vision of Wikipedia as
an organization producing reliable knowledge that keeps vandalism outside its borders. By looking back to the
results above on the reception of the review system and citing some more participants from the ongoing discussions
this statement will be elaborated.
Proponents look upon the review system as a further strengthening of anti-vandalism policies already in place. It is
cast as an additional tool filling the rather large gap between no protection and full protection. So to them
endorsement is no big deal, it is seen as enabling a routinely continuation of a disturbance-free Wikipedian
experience. It is stressed also that the new system is absolutely necessary to keep rising vandalism at bay – only
armed with it, users will keep faith in Wikipedia as a sound undertaking.
Underlying this perception as an enabling logic, two interesting preoccupations can be observed. For one thing,
supporters of this position often show themselves preoccupied with the reputation of Wikipedia as a reliable
encyclopedia. They refer to ―Wikipedia as a respected encyclopedia‖, ―our reputation as an encyclopedia‖, a ―worldclass high quality reference work‖, ―Förderung von Informations-Qualität‖, and ―notoriété de Wikipedia‖. In
conjunction some users express concern that the lack of reliability may harm people:
We currently have the potential to do great harm to people, corporations and organisations through our
popularity as the world's 4th most visited website. By allowing anyone to edit, we've been complicit in
allowing users to libel and defame others as a side effect of our open policy. This has caused real damage,
to real people, for no other reason than because it's on their Wikipedia article. (English user, 2009)

As a corollary, fears are expressed that Wikipedia might face a law suit one day over defamatory content.
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As their second preoccupation, they strongly feel that such a project requires the drawing of boundaries. Vandals
should just not be allowed to participate, they should not be allowed in. For the purpose proponents take pains to
paint a dark picture of supposed vandals. They are demonized by depicting them as ―kleine Vandalen, Spinnern und
Witzlern‖, and comparing them to scrawlers of ―random graffiti‖, spammers, and virus writers. Censorship at the
boundaries is therefore just as necessary as a spam filter or an anti-virus program – who could be opposed to that?
Considered in combination, proponents can be seen to harbour a vision of Wikipedia as a proper organization
involved in the business of producing a reliable product – reliable knowledge in this case. This involves all
paraphernalia associated with it: strict conditions of access, role divisions, processes of quality control, possibly
even of contributor control. Correspondingly, the current state of affairs, without a ‗spam filter‘, is being depicted in
dark tones: Wikipedia has all the features of a playground for juvenile vandals.
Opponents, on the other hand, interpret the review system as a sharp break with the past. To them it is not the
continuation of editorial policies in place – it is turning them upside down. To show this, let me shortly recall their
more fundamental arguments against the system (cf. above). They perceive the bureaucratic rules involved as
expressing distrust towards new contributors, and installing a new (class) division between experienced and
inexperienced users, between newbies and old-timers. Egalitarianism makes way for a class system. Such terms
indicate a perception of the new system as a control logic: the discretion of newcomers is curtailed, their edits
subjected to close control. Wikipedian editorial policy is perceived as moving towards a syndrome of lower
discretion, with a new division of roles – consisting of the newly created categories of inexperienced users, users
with rights of auto-review (passive Sichterstatus), and users with rights of review (Sichter) – and a formal system of
‗patrolling‘ edits. As one astute user remarked: the system amounts to a reversal of the burden of proof. In the old
system new edits were sound until proven otherwise, in the new system new edits are suspect until proven
otherwise. As a result, these opponents expect that newcomers, while being met with distrust, will be repelled and
apply their energies elsewhere. Many opponents themselves, as experienced users being entitled to participate in
these discussions, were so disgusted that they announced their own leave as well.
Against this move towards Weberian bureaucracy in the pejorative sense of the term, towards ‗factory discipline‘,
proponents try to uphold the egalitarian vision of Wikipedia as a solidary community – as it all began. Each is to
contribute according to his/her potential; no one is to be checked or patrolled without a reason. Boundaries are not to
be drawn – everybody is inside. One proponent phrased this vision of Wikipedia as primarily a social movement as
follows:
It is better to have vandalism than to have "trusted" Wikipedians as gatekeepers. I think that Wikipedia is
not just an online encyclopedia. It is also, perhaps only to a slight extent, a working place for an experiment
in human social engineering. We actually shouldn't be trying to eliminate the inherent difficulties in an
encyclopedia that "anyone can edit." I think Wikipedia may be "editing" us just as we are editing
Wikipedia, and that is the way it should be. That is a good thing. I think we should allow this experiment to
run its course. Wikipedia was a bold idea in its inception and we shouldn't become timid simply because
we've had some "success." I think the "idea" is what is worth preserving, not necessarily the body of
knowledge. An online encyclopedia that anyone can edit is the thing of value, not necessarily the articles.
Sure, we want to preserve the integrity of the articles. But that is accomplished through active participation
of concerned editors – not by suspending the experiment and opting for stale "knowledge." (English user,
2009)

A final question that imposes itself is: which kind of users support one position or the other? Does experience matter
in this regard? My first inclination was that it must surely be the veteran Wikipedians that support the review
system. They have been around for a longer time, and gradually have become irritated by the disturbances
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emanating from vandalism. To them the old days of editing without distinction have become a relic of the past.
Hence they plead for tightening of control – while it enables them to work undisturbed. Their energies may turn to
editing proper. In a similar vein it could be argued that while they are long-time participants, they gradually have
come to adopt a typically ‗managerial‘ point of view, which no doubt supports efficiency of the labour process. And,
finally, why would newcomers be enthusiastic about the introduction of ‗censorship‘? Why would newcomers be in
favour of policing entries?
Surprisingly, Larry Sanger holds the opposite view (Sanger 2005). Based on his experience as one the founders of
both Nupedia and Wikipedia, he maintains that it is precisely the veterans who oppose any review system (or system
of moderation in general) and with all means try to uphold the original conception of Wikipedia. Any proposal to
introduce rules about content will be branded as censorship. In his view, while Wikipedia has started with an
unmoderated egalitarian conception, those who were there from the start will stick to it until the end. Precisely while
the Internet is made up of so many unmoderated communities, it has become an internalized norm in general. So if
some kind of bureaucracy is deemed to be needed in order to ensure operation within reasonable bounds, a
community should adopt those bounds from the beginning. Otherwise the door is open for perpetual strife. 19
THE FUTURE OF OPEN CONTENT COMMUNITIES: DEFINING THE SITUATION
On the one hand, the foregoing analysis has implications for the near future of Wikipedia. A next step on the road of
bureaucratisation may soon be taken. Checking edits for vandalism is one thing; checking edits (and entries as a
whole) for quality proper is another. Precisely such a more severe check is under consideration, as part of a the drive
towards raising the quality of Wikipedian entries further and thus the reputation of Wikipedia as a reliable
encyclopedia. ‗Super-reviewers‘ (or Prüfer) will be appointed. Such review will undoubtedly introduce even more
lines of division. Moreover, it will not only affect inexperienced users but all users across the board. It may well be
that this super-review system will produce an even larger division of the minds, along the lines sketched above. An
actual split of the (English) Wikipedian population and an exodus of those who say nay are not to be excluded.
Further the system raises the acute question of who is to be recruited as super-reviewers: very experienced users
from within Wikipedia, or even vetted experts from outside Wikipedia (cf. also de Laat 2011)? Especially the latter
option will not fail to meet with tough resistance from those who emphasize the notion of ‗community‘ and cling to
the original egalitarian conception of an encyclopedia-that-anyone-can-edit.
On the other hand, turning to open content communities more generally, the ‗organizational‘ analysis of
bureaucratic rules would seem to be useful after all. A control logic and an enabling logic may both have their place
in the analysis of such communities. Users confronted with bureaucratic governance rules for their communities
may perceive them in accordance with either of these logics – depending on their broader vision of what the
community is to stand for. If users cling to an egalitarian vision, structuring rules may easily be perceived as
undermining that vision and therefore suspect: a control logic is their verdict. In particular if boundaries and roles
are introduced where none were before, resistance is likely. A ‗factory model‘ is not being appreciated. If however
users basically conceive of the community as a productive organization, the situation may be different. Rules that
aim to create a more solid organization from an otherwise amorphous community in cyberspace may receive a warm
reception. As long as boundaries are installed in the first place and insiders clearly demarcated from outsiders, such
rules will be perceived as enabling to perform a proper community job. Notice that the latter interpretation does not
rule out, of course, that additional rulemaking, later on, inside such community-turned-into-organization that
directly affects the discretion of some or all members will not be accepted by them, while interpreted as constituting
a control logic.

Unfortunately this ‗veteran‘ issue cannot be settled easily. User pages reveal neither enough data, nor in a systematic way, to judge how long
and how active a user has been involved.
19
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Remarkably, the latter supporters of bureaucracy seem to pull back from blindly trusting everybody (at least a
priori) and fall back, instead, on an adage formulated at the beginning of the cyber era: ‗Trust needs boundaries‘
(Handy 1995). Handy argued that for purposes of virtual cooperation one cannot extend trust towards an infinite
multitude of largely unknown people but has to draw lines of inclusion/exclusion somewhere and somehow.
Notice also that this ‗bureaucratic stance‘ is at odds with the received wisdom about ‗peer production of
knowledge‘ (the term as coined by Benkler). Quality control by the collective is high on the agenda – but appointed
moderators seem a bridge too far. A similar remark applies to Bruns‘ processes of ‗produsage‘ (use and production
of content intertwined) in such communities as Wikipedia and beyond (Bruns 2008). 20 The author emphasizes that a
sound community of hybrid ‗produsers‘ needs processes of ‗communal evaluation and filtering‘; a ‗quantification of
individual reputation‘ may help in the process. Nevertheless, in this ‗produsage‘ model specifically entitled
moderators – whether operating after or (even) before ‗publication‘ – have no proper place and remain
conspicuously unmentioned.
In a sense, then, governance rules concerning content and their contributors present us – and, not unimportantly,
the members of the communities involved themselves – with a kind of conceptual muddle (Moor 1985): it all
depends on participants‘ background convictions how they will define the situation. From participants in an
organization – whether real or virtual – one may to a large extent expect a uniform frame of mind; hence, rules
lowering their discretion will be perceived as control, while rules enlarging and/or enriching their discretion will be
perceived as empowering. For communities with users generating their own content the situation is more
complicated. More visions of the community than one can be entertained. Accordingly, the same type of governance
rules may elicit praise from some members (as empowerment) and blame from other members (as control). Rule
making becomes ‗essentially contested‘ terrain. It would seem worthwhile to explore this conjecture more fully
across the wider range of open content communities – beyond the particular case of Wikipedia. Managing content,
disciplining users, and guarding the borders turned out to be sensitive areas of virtual community life after all. Is the
same ‗essential contestation‘ as in Wikipedia crystallizing elsewhere?21

Essentially, he is just rephrasing Benkler‘s characterization as ‗peer production of knowledge‘.
As regards governance of OSS, project leader(s) with full powers of moderation has always been an undisputed anchor point. It is their own
personal project, not one belonging to the community. Hackers therefore have always been operating in a kind of organizational mode with clear
boundaries. This does not preclude hackers holding wildly diverging visions on the OSS phenomenon, as mainly geared towards either communal
freedoms or efficiency. But disputes about changing governance remain within this meritocratic organizational model. Nobody advocates a
Wikipedian model for OSS.
20
21
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Abstract
With the increasing use of sensor technology for different societal goals, like security and safety, the demand for
multiple and flexible functionality of the sensors is rising. The expectation is that the development of reconfigurable
sensors will lead to a continuous and affordable infrastructure. In this note, we undertake a first exploration of the
ethical challenges reconfigurability raises for sensor networks, and more generally, for sociotechnical systems.

Keywords: sensor networks, reconfigurability, design for values

INTRODUCTION
The latest antenna systems for wireless telecommunication and radar show the first signs of being reconfigurable, in
order to make the bundle quickly adaptable to the fluctuating information needs in varying circumstances. Also,
digital technology shows a trend towards the development of chips whose functionality can be changed in a matter
of seconds, even while being in use. Almost instantaneous reconfigurability is a feature that will be in high demand
in the near future. In this paper we will explore some of the specific ethical problems associated with such forms of
reconfigurability.
This paper is written against the background of a large scale research project in The Netherlands called STARS,
aiming at the development of "necessary knowledge and technology to be able to build reconfigurable sensors and
sensor networks‖ (STARS, 2010) By making the sensors reconfigurable, the project aims to deliver a continuous
and affordable infrastructure for societal security, but it also anticipates possible use in other application areas. As an
example, one may want to be able to transform a sensor network installed in a harbor for security purposes, for
example to prevent theft or sabotage, into an information system for rescue workers during a fire in the same harbor.
The feature of reconfigurability will be leading in the design and development of the architecture and
technologies in the project. Although the first use cases speak of the police, security- and information services fire
brigade as intended users, it is expected that the technology, if successful, will cover a broader application area by a
broader range of users. During the project, system concepts and application potential are to be defined and explored.
Our open and complex society is based on and motivated by values like freedom, trust, social cohesion, quality of
life. Sensor networks are installed to provide security against the associated vulnerabilities. Making the sensors
reconfigurable and adaptable to different application areas, should make the broad application of such networks
economically and physically feasible.
A reconfigurable sensor network is developed to serve the societal goals of safety and security, but it is not just
the technical features of the network that will determine the effect of the technology. The effect will be determined
by the way in which the system with its features is embedded in social and societal structures: What data will be
gathered and by whom? Who will handle the data? How will the data be used? Who determines the priority of
functionalities, if the system is intended to serve different goals? The aspect of reconfigurability will make these
questions more complex.
In this paper, we undertake a first exploration of the ethical challenges that may be raised by such
reconfigurability, in terms of existing analyses of ethical aspects of surveillance technology. This is a first step in
our intended contribution to the development of the architecture and methodology concerning reconfigurable sensor
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systems within the next few years: how can ethical challenges be addressed in the design process when the result is
to be reconfigurable.
THE CONCEPT OF RECONFIGURABILITY (IN SENSOR NETWORKS)
The ultimate reconfigurable system is probably a computer, as a "universal machine". Computers have enabled
many reconfigurable sensor systems already, for example the functionality of a CCTV system can be enhanced by
using specific software that processes faces and compares these to a database with known subjects in order to
identify them. In a sense this shift of functions could be described as ―reconfigurability‖, since the original
functionality of the system is altered (reconfigured) for a specific purpose.
The reconfigurability in sensors and sensor networks discussed in this paper will be of a restricted form. It is
mainly focused on the hardware level, and addresses analogous front-ends (infrared, radar, etc) and digital signal
processing. The system concepts and architecture have yet to be developed. Reconfigurable parts of sensor networks
that will be looked at are: antennas, receivers, transmitters, on-chip and off-chip communication. Methodological
questions are raised by making parts of the architecture reconfigurable, such those concerning testing procedures,
software-hardware partitioning and composability.
Reconfigurability of such systems can be understood at different levels, and in different degrees. In the context of
system architectures for data processing, Guo (2006) makes the following distinction: "general purpose processors,
application specific architectures and reconfigurable architectures. […] [R]econfigurable systems have drawn
increasing attention due to their combination of flexibility and efficiency. Reconfigurable architectures limit their
flexibility to a particular algorithm domain. […] High-level design entry tools are essential for reconfigurable
systems, especially coarse-grained reconfigurable architectures. However, the tools for coarse-grained
reconfigurable architectures are far from mature." Similarly, reconfigurable sensors and sensor networks will require
new technical tools, but also a new approach towards dealing with ethical aspects.
BACKGROUND: THE STARS PROJECT
Our current society shows an increasing complexity and associated risks, under the influence of developments like
globalization and the increasing use and dependence on technology. In response to this, more technology is
developed and deployed in order to manage both complexity and risks.
Sensors are viewed as important sources of information that can be used to protect our society against threats on
the one hand, and to help resolve crisis situations on the other. Especially, the application area of security has
pushed the development of all kinds of sensor technology. The motivation of the STARS-project, as summarized in
the next few paragraphs, is to develop reconfigurable sensor technology to make the vast range of possible
applications of sensor technology feasible and affordable.
The security domain is characterized by the great diversity of threats and the absence of warning time. The
circumstances change continuously and unpredictably so due to the creativity of the opponent. It is therefore
essential to be able to anticipate and respond adequately to new situations.
The societal problem is that it takes too long, and it is too expensive, to invest over and over again in new systems
to be developed to protect against the ever changing threats. Truly successful security technologies should therefore
satisfy a number of characteristics: reliable and affordable, sustainable and effective, multi-domain and multiservice.
Reconfigurable sensors have these characteristics. They allow for flexible application, because the functionality
enclosed in the system can be altered relatively simply and quickly. In scenarios that are expected, reconfigurability
is used to instantaneously optimize for foreseen situations and the corresponding tasks. In the new, unexpected
scenarios, the reconfigurability is used to respond to circumstances that were unforeseeable at the time of the system
development, by adapting the functionality of the system to the new situation.
In other words, infrastructure based on reconfigurable systems diminishes the risk factor, because it allows
continuously, both in development and use, to respond to human creativity and a changing environment, as created
by the opponent in the security domain.
The aim of STARS is to develop, within four years, the necessary technological knowledge for the construction
in the Netherlands of reconfigurable sensors and -networks, aimed at sustainable security, with expected spill-over
to other domains. (STARS, 2010)
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BACKGROUND: USE CASE
The intended application of the reconfigurable sensors and sensor networks is the safety and security domain. A use
case for the sensor networks is for example the situation at a large port area (as for example the port of Rotterdam).
Radar systems are used in large ports to 'follow' the movement of ships.. Ship sizes can also be determined by these
systems. Such radar systems consist of a number of radar devices, that send their data to a central control center.
Here the data is processed to provide a full overview of the whole area. Other sensor data, for example from CCTV
systems or motion detectors (around security gates) is also sent here, providing even more information in case of an
incident.
Numerous issues around safety and security can arise in a port environment, including fire hazards, drug
trafficking, terrorism, people trafficking or transport of hazardous chemicals. During an incident all sensor data can
be combined to coordinate emergency services. Reconfigurable sensors can be very useful in such environments,
since they can be used for different tasks as the need arises, whereas previously multiple sensor systems were
required. Consider, for example, the case where a small plane crashes into the port area. The police might be worried
that this is part of an organized terrorist attack, in which case (part of) the radar system can be reconfigured to look
for other (low flying) planes. Information provided by the reconfigured radar system can be very useful in this case,
but it also leads to a number of problems.
First of all, by reconfiguring the radar system, the 'normal' radar view of the ships in the harbor is compromised:
the spatial resolution will go down, making it harder to distinguish different ship sizes. Part of the harbor may not be
visible at all. This might be acceptable in a crisis situation, but it does lead to another issue: Who decides if the radar
system may be reconfigured, and under which circumstances? Is the fire brigade in charge or the police? Or perhaps
the port authorities or the government? Clear policies need to be defined for this, policies that can become more
complex as the sensor systems' reconfigurable functionality increases. Although the aim is to be almost
instantaneously reconfigurable, initial versions of the technology will be likely to need some processing time for
each reconfiguration. This can be crucial in crisis situations: during reconfiguration sensors cannot be used, leaving
the control center in essence blind to the current situation. This may be acceptable if reconfiguration time is in the
range of fractions of seconds, but longer delays may compromise the functionality of the technology.
All these issues stem from the same core problem: reconfigurable systems have more functionality than normal
systems, but they cannot use the added functionality concurrently: One can either search for ships or for low flying
planes, not both (at the same time).
CHALLENGES RAISED BY RECONFIGURABILITY
An important aspect of reconfigurability is that it challenges the type of stable, knowable, unambiguous function
ascriptions to artifacts and systems. In that sense, it may ask for an extension of existing theories of technical
functions. (Houkes & Vermaas, 2010)
This bears on the principle of informed consent. A prerequisite of that principle is a knowable impression of what
the system will do under which circumstances. One can argue that this prerequisite is hard to fulfill for many of
today‘s (socio-technological) systems, as they are developed for a certain goal, but once in place, easily combined
with other functionalities, e.g. in the sense of function creep. But the issue is even more prominent if the system is
intended to be reconfigurable to changing circumstances, and maybe even fit for yet unthought of functionalities. At
which level can the system's behaviour be specified for people subject to it, and is that enough of a basis for them to
be able to consent or as a basis to justifiedly assume their consent.
The specification of the behaviour of the system requires a sophisticated and complex balancing of the different
goals the different functionalities of the technology serves. Combining technology for multiple-functionality into
one sensor, adds the restriction that only one functionality at a time can be actually used: as mentioned above, the
functionality may not be usable concurrently. This means that more crucially than usual, priorities of the different
functionalities must be assigned. This adds an extra dimension to the design process: the specification of priorities.
The observations above show that the reconfigurability leads to an increased range of choices that need to be
made. These choices address not only practical aspects, but more essentially higher order choices: who will be in
control of such (practical) choices? who will bear responsibility for the different functionalities, or for the system as
a whole? This indicates that the development of policies around reconfigurable systems will bring in new
complexities. Such complexity may compromise the expected efficiency of reconfigurability.
Although the initial use case for the reconfigurable sensor networks is not primarily related to the observation of
persons and their behaviour, we deem it useful to look at the ethical issue related to sensor networks like camera
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surveillance and RFID access control systems. There is extensive literature discussing how sensor networks for
observation of individuals and their environment bring up issues concerning privacy and the protection of personal
data, e.g. (Chan & Perrig, 2003) (Shi & Perrig, 2004) (Hoven J. v., 2008) (Solove, 2008). Despite the fact that the
described use case for the reconfigurable sensor networks does not center around privacy, we expect that the
technology may in the future be applied in privacy sensitive ways. But besides that, we argue that central notions
from the discussion of privacy may be helpful in the analysis of reconfigurability.
Reconfigurability puts the context of use and control of information, captured in notions like ‗spheres of
justice‘/‗spheres of access‘ (Hoven M. J., 1999) (Nagenborg, 2009) and ‗contextual integrity‘ (Nissenbaum, 2010),
even more crucially at the heart of the challenge put forward by privacy. For example, Nissenbaum understands
privacy in terms of context-relative information norms, and distinguishes norms of appropriateness, and norms of
distribution. She defines contexts as ―structured social settings, characterized by canonical activities, roles,
relationships, power structures, norms (or rules), and internal values (goals, ends, purposes).‖ Most relevant to the
framework of Contextual Integrity are the roles, activities, norms and values. (Nissenbaum, 2010, p.132-134). For
reconfigurable systems there may be different roles, activities, norms and values that need to be combined in the
design of one system. How to deal with the composition of these different contexts for one system is a particular
challenge.
DESIGN FOR VALUES IN RECONFIGURABLE SENSOR NETWORKS
Reconfigurability involves applicability of one system with multiple functionality in possibly distinct contexts. In
the case of reconfigurable sensor networks, the challenge will be to formulate requirements that are both general and
specific enough to cover each possible use. For example, how to balance privacy issues if the sensor system
monitors individuals only in very few of its configurations? And how to go about changes in this configuration?
Nissenbaum's framework for Contextual Integrity provides explanation, evaluation and prescription, and thereby
contributes to the design process. However, it does not ―support substantive descriptions for general families of
technologies‖, and ―the most fruitful assessments take place within particular contexts‖. (Nissenbaum, 2010, p.190)
In the case of reconfigurable systems, the particular context may be underspecified, or only one of a vast number of
possible contexts. Therefore, a specific challenge for design for values of reconfigurable technology, like the sensor
networks, requires an analysis of the composition and interaction of different contexts.
CONCLUSION
Reconfigurability of sensors in networks seems to be an attractive answer to the increasing and unvariably changing
demands in the security and crisis management domain, both in terms of economy and of effectivity. In this paper,
we have presented an initial exploration of the challenges reconfigurability may add in the ethical analysis of
technology. In the coming years, we will develop a more thorough analysis of the concept. It will be interesting to
see how reconfigurability can be analyzed from the perspective of the literature on function ascriptions. We believe
that a proper analysis and definition of context and spheres will be crucial in the ‗design for values‘ of such
technology, and essential for understanding its effect.
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Abstract.
The paper examines how the current evolution and growth of ICTs enables a greater number of persons to
communicate and to interact each other on a larger scale: this phenomenon enables people to cross the conventional
boundaries set up across modernity. However, the presence of boundaries does not disappear and we still make
experience of cultural, political, legal and moral boundaries in the globalised society of information. The paper
suggests that the issue of boundaries is to be faced, primarily, in philosophical terms, in order to explain in what
sense the fundamental historicity and situatedness of human beings does not necessarily prevent them from being
able to cross the boundaries of their own experiences and to communicate with other human beings. Our line of
reasoning is based on the idea that the epistemic and moral subject is neither a pure universal subject always
transcending the limits of its experience nor a mere product of its being embedded in a context. In its constitution,
the epistemic and moral subject is asked to respond to the constraining affordances of data and to account for the
moral calls of the other. This intertwinement of responsiveness and accountability towards what is ―over there‖
confers us an original understanding of what is ―here‖.
Keywords: Boundaries; Information Technology Law; Communication; Autonomy; Vulnerability; Accountability;
Responsiveness; Interculturalism; Context.

1. Introduction
The theme for the conference CEPE 2011 is a crucial, philosophical issue: i.e. the issue of boundaries. This notion
has a longstanding and important tradition both in the theoretical and in the political philosophy. In a sense, it is
even possible to affirm that the European tradition of political philosophy (that encompasses references to politics,
law and ethics) has been based, across modernity, upon the issue of establishing boundaries. What is thus a
boundary?
To trace a boundary is ipso facto to create a difference and a tension between an ―here‖ and a ―there‖ or, to be
precise, an ―over there‖. We trace this difference, since borders give us a property and a residence that are conceived
in terms of identity and citizenship, when referred to a subject. In this perspective, the subjectivity of the subject has
always been understood as an identity, that is, as the property over myself, and the foundation of the subject in law
has been conceived as a citizenship, the institutional belonging to a determined, bounded space: e.g. the pretended
homogeneous space of national law. This philosophical construction has been deployed in historical and political
terms.
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From the Treaty of Westphalia (1648) onward, the European space of international relations has been divided
through the establishing of national sovereign borders, according to the paradigm of sovereignty (Pagallo, 2006).
Each national State has been conceived as an absolute Subject of history regulating its own space, on the basis of the
principle of ―superiorem non recognoscentes‖ (no State recognizes another State as superior within its own
territorial borders). Geography has become the main subject of politics and politics has become a form of control
over a territory. The production of law has been conceived, mainly, as a context-dependent process: the enunciation
and the interpretation of general and abstract legal norms regulating the communication and the interaction between
human beings have been inherent to a given context. Thus, the faculty of giving oneself the law, i.e. autonomy, has
been thought of as the fundamental component of the rational subject. This has brought about a profound
(philosophical) contradiction affecting the development of modernity.
On the one hand, autonomy has been thought of as a ―universal‖ property of the will (as for instance in Kant). On
the other hand, the capacity of giving oneself the law has been conceived as an activity that is ―contingent‖ upon the
context in which it occurs. In other terms, we are capable of universalizing the principles (maxims) of our actions
only within the universes (i.e. the contexts or the cultures) in which they are enounced and established. However
extensively interpreted (the nation, the Europe, the western culture, etc.), it is the context to which people belong
that structures the ways people can communicate and interact each other. Therefore, people are meant to account for
their behavior on the basis of the norms they have previously set by means of their autonomy. In this perspective,
accountability stems from autonomy. It is a part of it and is also dependent on the context in which people are called
upon to justify their behavior. This idea, according to which we are politically, morally and epistemologically
embedded in different, bounded contexts (where the question of universalizing our norms and beliefs is always
raised) brings us to wonder, again and again, how to cross the boundaries of ―our own [linguistic and conceptual]
experience‖.
A version of nihilism, at which post-modernity seems to get close, amounts at saying that all the boundaries
(political, moral, cultural, linguistic, etc.) cannot simply be crossed and overcome. This suggests that there would be
intrinsic limitations over the human capacity to communicate and to interact each other. This idea seems to rely on
an undisclosed premise that has to be unfold and put into discussion, notably, in the networked Society of
Information. This premise consists at saying that an ordered communication and interaction are possible only within
a bounded context governed by previously established norms. In plain terms, (political, legal and moral) norms
would always precede and pave the way of human communication and interaction: therefore, norms could never
grow out of this process of communication and interaction. If this premise holds, it would be difficult to conceive
autonomy as a real universal property of the will, whose faculty remains contingent upon the context in which it is
displayed.
This inner contradiction affecting the philosophical premises on which the European political tradition has been
based across modernity has been complicated, if possible, by the process of globalization and de-contextualization
driven by the current evolution of ICTs. However the role of national laws is not totally displaced, the model
sketched out is no longer capable of explaining how works our globalised and networked Society of Information,
which calls for a different articulation of contexts, autonomy, norms and accountability. New problems affect thus
the idea of boundaries.
On the hand, the general and spread employ of ICTs is, actually, challenging our traditional tendency to think
about the world and about our identities in terms of secure and enduring structures as constituted and understood
within well-established and specific contexts. The networked process of globalization and of de-contextualization
enables us to interact with other people on a larger scale. On the other hand, we may wonder whether this process
entails only a quantitative dimension (more links, interactions, and information) or it does imply also a qualitative
dimension, that is to say, a wider horizon of communication, which enables us to cross as well the cultural
boundaries that still affect the Net.

80

This scenario confronts us with a two-levels problem that stems from what we have just observed: at the top level,
the way our identities are formed and defined (in their moral and legal subjectivity) is put into discussion and has to
be rethought of. At the bottom level, people already have the ability to behave in ways that produce moral and legal
consequences affecting other people outside the political and cultural boundaries of the contexts where actions take
place. The top level of the problem concerns identity whilst the bottom level concerns agency.
The aim of the present paper is therefore to rethink this scenario starting from the bottom, that is, from the
practical unavoidable need to account for our behavior. The cluster of vulnerability, responsiveness and
accountability is the fundamental core of practical philosophy (law and ethics), on the basis of which the process of
communication and interaction between agents may enable us to cross the cultural, intangible boundaries that still
affect the networked Society of Information both from a legal and a moral standpoint. In order to do this, we have to
start analyzing more closely how the evolution of ICTs has brought about epistemic consequences that are farreaching and more radical than normally acknowledged.

2. Epistemic disembeddedness and de-contextualization
The evolution of ICTs has changed the epistemic landscape of our beliefs and expectations in some ways: a) by
making it easier to transfer, recombine or manipulate the information that form those ―solidified social conventions‖
(Kallinikos, 2006) we recognize as traditional institutions or values; b) by challenging our tendency to believe about
the world and about identities in terms of stable and enduring structures; c) by challenging our tendency to make our
beliefs and expectations ultimately rely on tangible objects situated and seized within bounded contexts.
A) The disaggregation of data, i.e. their ―mobility, transferability and combinability‖ (Kallinikos, 2006), is a
structural trait of the digital fabric of the Internet reality, so that the informational (Floridi, 2009) or computational
(Kallinikos, 2011) objects produced in different given contexts can be easily disembedded and re-contextualized
across time. Nowadays the process of crossing boundaries is deeply fostered, in an epistemological perspective, by
the current informational or computational rendition of reality, which has ―far-reaching implications in the sense of
recapturing a growing proportion of the physical and cognitive landscape of contemporary life into the medium of
permutable and recombinable information‖ (Kallinikos, 2006). Of course, the interpretation of this phenomenon is
linked to the conception of semantic information we adopt: an objective conception of semantic information
(Dretske, 1981), according to which the meaning of data is independent from any informee, can support the idea that
the disembeddedness and de-contextualization of data is able to bring about also a disembeddedness and decontextualization of meanings; a subjective conception of semantic information (Checkland and Scholes, 1990),
according to which the meaning of data is dependent on an informee, hardly supports the idea that the
disembeddedness and de-contextualization of data can determine by themselves a disembeddedness and decontextualization of meaning (because of the situatedness of the informee). These views can be further complicated
if we adopt a third conception of semantic information that aims to mediate between the objective and the subjective
ontology of information. In my opinion, Floridi‘s conception of semantic information offers a third new option,
since data, being constructed as constraining affordances, ―may count as resources for (namely inputs an agent can
use to construct) information, and hence for knowledge, rather than sources‖ (Floridi, 2011, 77). This means that
―the world is neither discovered [i.e. strong objectivism] nor invented [i.e. strong subjectivism], but designed by the
epistemic agents experiencing it. This is neither a realist nor an anti-realist but a constructionist view of
information‖ (Floridi, 2011, 78). We cannot expound this idea in its full but suffice here to say that the epistemic
agent, when constructing information, is responsive to the constraining affordances of data.
B) The widespread use of information and communication technologies challenges our tendency to believe about
the world and about identities in terms of stable and enduring structures, elaborated within bounded contexts, since
the use of ICTs engenders three attitudes that are meant to cross and shake the traditional boundaries we have
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constructed across the modernity from a political and an epistemic point of view: communications, interactions and
desires. These phenomena are held to affect and renovate, in the networked the Society of Information, our identities
as political subjects.
As stated by the European Commission (2011, 10): ―The use of electronic communications technologies - on top
of satellite broadcasting - greatly facilitated the wave of upheavals in the Mediterranean countries. The widespread
use of mobile phones combined with social networking via internet - showed the importance of information society
tools and technologies to the circulation of information. In countries where the circulation of information is partially
restricted such tools can greatly contribute to the democratization of societies and the creation of public opinion
through the promotion of freedom of expression‖. In the line of this reasoning, the European Commission has also
significantly remarked (2011, 11): ―Moreover, ensuring the security, stability and resilience of the Internet and of
other electronic communication technologies is a fundamental building block in democracy. It is necessary to avoid
arbitrarily depriving or disrupting citizen‘s access to them. Given the trans-border and interconnected nature of
electronic communications technologies, including the Internet, any unilateral domestic intervention can have severe
effects on other parts of the world. The Commission will develop tools to allow the EU, in appropriate cases, to
assist civil society organizations or individual citizens to circumvent such arbitrary disruptions‖.
Three aspects are here to be stressed: 1) the European Commission underlines the need to ensure the security,
stability and resilience, no longer of traditional political institutions, but of the Internet and of other electronic
communication technologies as a fundamental building block of democracy; 2) the European Commission overtly
acknowledges civil society organizations and individual citizens as crucial political actors in the upheavals of
Mediterranean countries: the recognition of political subjectivity stems from the ability of networked
communication to represent political expectations and to claim public attention; 3) networked communication thus
enables both ―the creation of public opinion through the promotion of freedom of expression‖ and a likewise
essential practice of ―concentration of attention‖ (Benkler, forthcoming) over selected political issues and claims:
this means, in our reasoning, that the shared request of public attention, fostered by the Internet and the other
communication technologies, not only brings into the general notice what is politically relevant but, more
remarkably, entails also a process of political subjectivation.
C) From an epistemological viewpoint, the fabric of our reality is more and more informational in the
aforementioned constructionist sense that Floridi (2011) confers to this term. It is not simple, at present time, to
envisage and draw all the consequences that stem from this epistemic consideration. However, it is possible to
observe that, in this sense, our decisions, beliefs, desires and expectations are no longer based on the material
existence of tangible objects situated within bounded contexts. In real world, the material existence of tangible
objects (even if objectivity always entails, in a phenomenological perspective, a degree of ideality) is the guarantee
that ultimately grounds our beliefs, desires and expectations: namely, it is the backdrop against which we measure
the objectivity of our epistemic and cognitive assumptions.
In the networked society of information, our epistemic and cognitive assumptions (beliefs, desires and
expectations) are based, on the contrary, on the access, relevance and reliability of information (Durante, 2007),
which are boundless not only because of the liquidity of information (the aforementioned mobility, transferability
and combinability of data), but also because the context itself is constituted by information, according to the
definition of context as ―any information characterizing a specific situation‖ (Dey, 2001). This informational
representation of context does not restore us as Cartesian absolute subjects, devoid of any situatedness. As human
beings, we are situated agents. However, this idea makes it more difficult to conceive the notion of context as the
insuperable limit of our experience and possibility of communication. Even if a context is conditioning our
representations of the world, the limits of this conditioning are to be represented: this means that a context does not
appear as such if not reconstructed, at a determined level of abstraction (Floridi, 2008a), as a set of information.
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Here is the point: in order to show to what extent our epistemic and cognitive assumptions are contingent upon a
given context, we have to give an account of that context.
Some would recognize, in this form of accountability, a type of Kantian transcendental freedom, since Kant ―does
state that ‗transcendental freedom demands the independence of reason – in respect of its causality, in beginning a
series of appearances – from all determining causes in the sensible world‘ (A803/B931)‖ (Allison, 1990, 55). This
does not apply here, since giving an account (of context but not only) is an act that is to be attributed neither to the
spontaneity of the subject [transcendental explanation] nor to the receptivity of senses [casual explanation]. It is
more a response to, in the same sense I said that an informee is responsive to the constraining affordances of data. In
this sense, giving an account of context is a form of explanation that can be regarded as an account of how people
can re-elaborate the information (the inputs) characterizing the situation where they happened to decide and behave.
Of course, explanations of this sort cannot be regarded as accounts of actions in casual terms but as accounts of
reasons motivated by our tendency to re-elaborate the starting conditions (of decisions, behaviors, etc.): this
tendency is freedom understood in informational terms. As suggested further in the paper, one essential tenet of
interculturalism should be that the ability to informationally re-elaborate starting conditions (namely, to conceive
adaptation as ―an active response of organism to environmental constraints‖ [Ceruti, 2008, 159]) reveals a capacity
for a certain kind of agency that itself conveys freedom, even if freedom is not understood at this time as the power
to begin ―a series of appearances‖.
All the remarked aspects of the evolution of ICTs move us to revise our traditional ideas conceiving moral
autonomy as self-imposition (i.e. being moved to act by the pure respect for the law), and hence justification as the
ability to account for the consequences of actions on the basis of previously established moral standards or legal
norms. This self-imposition, however universally conceived, always consists of a recurrence of the self founded
upon the spontaneity of the subject, by displacing any form of responsiveness. On the contrary, the epistemic subject
is to be understood as someone, whose capacity to attach a meaning to the world is done in the active response to the
constraining affordances of data. This is true also with regards to the moral subject. In this perspective, the
foundation of moral discourse no longer resides in the spontaneity of subjects understood as agents but in the
receptivity of patients or, to put it differently, in their vulnerability, as affirmed by different philosophers as Levinas
(1998), Butler (2005), Cavarero (2010) or Floridi (2008b) (even if Floridi‘s ethics differs from the others since his
patient-oriented moral theory goes up to the point that the subject of moral claim is not necessarily a human being:
Floridi‘s ethics of information endorses a universalistic stance, since the informational construction of moral
subjects overcomes the spatial closeness of moral subjects in favor of their ontological closeness, which does not
concern their empirical proximity but their modes of being).
Vulnerability, on the side of patients, is therefore the spark of the moral discourse, the accusation or claim
addressed to the agents (responsiveness) asked to account for their behavior (accountability) and to respond to the
others (responsibility). In this perspective, the moral discourse can be said to have a tripartite structure:
a)

vulnerability is the ratio essendi of moral discourse (i.e. where moral discourse originates from and why
moral discourse is what it is: a patient‘s claim);
b) responsiveness is its ratio operandi (i.e. how moral discourse involves a form of openness to the others: i.e.
why the heteronomy of the other‘s claims affects me before I constitute myself as an autonomous subject),
c) and accountability is its ratio cognoscendi (i.e. how moral discourse structures its sphere of reflexivity
[which is never a pure reflexivity because of responsiveness] and how people recognize themselves as
responsible and free moral agents).
It is not possible, obviously, to examine here all these aspects of the moral discourse in full details. However, in
order to appreciate the role of accountability in the foundation of the moral discourse, it is necessary to clarify this
concept and the relation of responsiveness that accountability entails, notably with regards to the boundless (or
intercultural) dimension of moral discourse.
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3. Responsiveness and accountability face to the others
The second part of the paper is thus devoted to the clarification of the concept of accountability and of the structure
of the relation of responsiveness in which I believe it resides the complex and stratified foundation of the moral
discourse. The idea of accountability must be understood in relation to the context of communication in which a
relation of responsiveness becomes possible. Communication plays here a decisive role, because it structures the
possibility itself to respond to the call of the other (out of any bounded context). I do not take communication as
signifying primarily the mutual exchange of a shared meaning but as a request of attention, an addressed call, a
demand that stems from the other and asks me to respond to this call and give an account of myself. In this sense,
the structure of moral discourse can be thought of, as outlined by Jean-Luc Marion (1998), according to two
different models: the model of dialogue and that of claim. In the model of dialogue, people precede the word and
they establish the context and the conditions of the discourse: out of metaphor, people are mutually recognized
subjects who engage themselves in a discourse on a condition of parity. In the model of claim, it is the word that
precedes people and establishes the context and the conditions of the discourse: out of metaphor, this means that
people are not already mutually recognized subjects. Some of them call for the others‘ attention, in order to trigger
their responsiveness and be acknowledged as interlocutors.
It is communication, and precisely the situation of responsiveness, that sets up the context and not vice versa. The
structure of the moral discourse is public in what I am called upon to respond to the other‘s claim not only privately
but also before the others. Thus, the meaning of accountability has to be thought of starting from the situation of
responsiveness in which I am asked to account for my actions before a third instance (judge, authority, institution
etc.). However, accountability cannot be limited to the situation of appealing to an intermediary (enacted legal or
moral standards): accounting for is much more than making reference to a settling intermediation. I will briefly
expound this aspect of accountability by referring to the Jewish tradition of the Noachide (Levinas, 2003).
According to this tradition, law and ethics have been concerned at all times with the issue of how to cross the
boundaries of a given community, in order to let the stranger enters in. Who is thus the Noachide? The answer is
complex and the idea of Noachide laws has been important for the elaboration of natural law as witnessed from
Grotius to John Selden. I will adopt Levinas‘ interpretation (1994). The Noachide is a stranger (a non-Jew) but, as a
stranger, encompasses all humanity, since all humanity can be in the position of the stranger (according to the
Talmud, the Noachide laws are given by God to Noah as a set of moral imperatives for all mankind). Strangers are
allowed to take part of the community if they comply with a set of moral imperatives. This sounds familiar with the
contemporary idea of integration based on compliance with (more or less universalized) legal and moral norms.
However, the point I would like to stress is different. Out of the set of moral imperatives there is only one positive
norm, whilst all the other norms are negative (i.e. norms to abstain from). It seems as if the whole morality could be
reduced to one positive prescription (i.e. a condition of possibility for moral standards to be envisaged, discussed
and enacted). It is the prescription to accept to be judged where accused and asked for an accounting. How to
interpret it?
Levinas believes that this situation, which is referred to the stranger, it is also referred to all of us, and he has
perceived in this situation the foundation of justice and of moral discourse: ―In order to hear justice […] – or, if you
will, in order to hear the voice of conscience – it is not sufficient, nor it is relevant, to be in relation with a freedom
and to perceive it in the other […]. For me to realize my injustice – for me to glimpse the possibility of injustice – a
new situation is required: someone must ask me for an accounting‖ (Levinas, 2006, 26).
Jacques Derrida (1999, 56) has correctly represented this new situation: ―[…] the subject is hostage insofar as it is
less a ‗question‘ than ‗in question‘. Its accusation, its persecution, its obsession, its ‗persecuting obsession‘ is its
‗being-in-question‘. Not the being of the questioner or of the questioned, but the being-in-question, where, so to
speak, it finds itself under accusation, where it passively finds itself and find itself contested, implicated, persecuted,
under accusation. The host is a hostage insofar as he is a subject put into question […], persecuted, in the very place
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where he takes place, where, as emigrant, exile, stranger, a guest [hôte] from the very beginning, he finds himself
elected to or taken up by a residence before himself electing or taking one up‖.
This idea has also been captured by Hilary Putnam (2008, 73-74): ―The first element is best explained by the a
Hebrew word: hineni. The word is a combination of two elements: ‗hine‘ and ‗ni‘, a contraction of the pronoun
‗ani‘, I. It might be translated as ‗here‘, but unlike the Hebrew synonyms for ‗here‘, ‗kan‘ and ‗po‘, it cannot occur
in a mere descriptive proposition. ‗Hineni‘ is used only presentationally […]. Thus hineni performs the speech-act
of calling attention to […]. When Levinas speaks of saying of me voici! what he means is virtually unintelligible if
one is not aware of the biblical resonance. The fundamental obligation we have, Levinas is telling us, is the
obligation to make ourselves available to the neediness (and especially the suffering) of the other person. I am
commanded to say hineni! to the Other (and to do so without reservation […]) and this does not presuppose that I
sympathize with the others […]. Levinas insists that the closer I come to another by all ordinary standards of
closeness […], the more I am required to be aware of my distance from grasping the other‘s essential reality, and the
more I am required to respect that distance‖.
Putnam makes us understand that ―here‖ does not describe any spatial situatedness but the moral condition of who
is confronted with the other‘s call, outside ―all ordinary standards of closeness‖. This call puts me into question and
forces me to answer to the other: it pushes me to account for my actions and to be just. In this relation of
responsibility, where I am exposed to the other, nobody can really substitute me. Where I am called upon to respond
to the other‘s call, there I can, paradoxically, recognize myself as free, unsubstitutable and autonomous, since it is in
this response that: I am meant to be free to the extent to which I assume my responsibility towards the other; I
constitute my subjectivity and experience myself as an unsubstitutable subject in my personal responsibility; I can
give explanations, reasons and justifications for my own behavior, because this is ―the most salient way to
appropriate our actions as our actions‖ [Hildebrandt, 2011, 154].
The reference to the biblical source of the Noachide signifies for Levinas that accounting for the actions that might
engender violations of the other is something more than the mere ascription of effects to a source (see also:
Nissembaum, 1996, 3, who associates accountability with answerability). Accountability is the complex dimension
in which people called upon to assume responsibilities towards the others define the variable limits of their freedom,
uniqueness and autonomy. Yet, this idea of accountability differs from the traditional idea of accountability. For
instance, according to Kenneth Himma (2009, 7): ―The idea of moral agency is conceptually associated with the idea
of being accountable for one‘s behavior. To say that one‘s behavior is governed by moral standards and hence that
one has moral duties or moral obligations is to say that one‘s behavior should be guided by and hence evaluated
under those standards. Something subject to moral standards is accountable […] for its behavior under those
standards‖.
The standpoint I have adopted is different. If we have accepted and enacted moral standards (and hence moral
duties or obligations), this implies that the subjects of the moral interaction are already constituted in their (moral
and legal) subjectivity: the question of sovereignty is already settled once moral subjects are held as sovereign
subjects enacting moral standards that govern their communication and interaction. Accountability is, here, part of
autonomy (or its essential part) but there is no heteronomy (no real role for the other) in the foundation of moral
discourse, since the moral subject is an ‗I‘ already instituted in its full prerogatives and rights. We must step back
and consider, as the spark of morality, that the other/patient, in its vulnerability, puts the agent ―into question‖: i.e.
under accusation. Philosophically speaking, who is accused is not seized in its already established subjectivity (in its
sovereignty) as an ‗I‘, but as ‗me‘, at the accusative case, before the distinction between the autochthon and the
stranger is traced.
According to Waldenfels‘ interpretation (2006) of Levinas, responsibility is not only a way to restore an
institutionalized given order by accounting for the consequences of actions before a third subject (the others) in a
bounded context: responsibility is not only aimed to restore a past situation, that is, to reaffirm our enchainment to a
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given past framework. On the contrary, it means to respond to the other: i.e. to engage ourselves in the construction
of something still to be said or done, related to a future to come rather than to a past to be restored. This construction
forms our moral subjectivity and expands the realm of responsiveness outside the limits of the homogeneous
contexts of our bounded communities: ―A responsive ethics concerned with preserving the spirit of responding starts
from the principle that not only myself but also the common link between us is put into question because of the
other‖ (Waldenfels, 2006, 268). Accounting for behavior before the others lets us to respond of us within the limits
of the law, i.e. of an extended raison coextensive with the capability to give ourselves the law. On the contrary, to
respond to the others means to be accountable to the heteronomy of the other‘s call (Waldenfels, 2006) within an
heterogeneous space.
It is the heteronomy of this call that grounds my autonomy: autonomy is no longer based on the power of selfdetermination or self-imposition but in the moral tension of responsibility: this moral tension makes me who I am
(Levinas, 1998; Critchley and Bernasconi, 2002). However paradoxical it may appear, responsibility precedes
freedom: the ‗I‘ is such not because situated at the beginning of the chain of causation (which entails a description of
‗me‘ as an object) but because the ‗I‘ is subject to a relation of responsibility (Rey, 1997).
What I have tried to argue so far is that accountability is not dependent upon nor deduced from a fixed,
homogeneous and bounded normative context: the moral question arises when enacted moral standards are put into
discussion. A moral tension structures the space of human communication as an unfixed, heterogeneous and opened
space of accountability that may cross the bounded contexts of our situatedness. In other terms, to extend the class of
beings towards which we are responsive is not much a matter of decision (pure autonomy) but, rather, a response to
the call of the others (heteronomy) that makes us to revise the ―common link between us‖ (Waldenfels, 2006).
In this perspective, autonomy is not based on the pure reflexivity of the subject but on the vulnerability of the
patient, which affects me before my subjectivity is constituted as a dividing line between what is here (my
sovereignty) and what is there (beyond my sovereignty): the informational vulnerability of the patient puts into
doubt the idea itself of citizenship (Serres, 2009). What is here is traversed and crossed over by something that is
irreducibly over there and qualifies the structure of moral subjectivity. Therefore, the moral standards we enact as
legislators are neither the effect of free subjective determinations (here: autonomy) nor the outcome of totally overdetermined subjects (there: heteronomy). Yet, moral standards are a creative response, i.e. the way we are
accountable towards what puts us ―into question‖ outside the limits of our bounded contexts. This form of
accountability can play a role in the networked Society of Information, as I will try to sketch out in the next
paragraph (within the limits of a computerized society: Nissenbaum, 1996).

4. Responsiveness and accountability in the Society of Information
The last part of the paper is thus devoted to resume what said so far, in order to understand the role that
accountability can play in the disembedded and recombinable fabric of the computational reality constituted by the
boundless communication and interaction between agents.
Online communication and interaction cross the conventional boundaries of the offline reality (the solidified social
conventions we recognize as traditional institutions or values) and claim both for a new understanding of the
epistemic construction of reality (that measures our beliefs, expectations and values) and for a new intercultural
(thus not multicultural) ethics, which are ultimately based on a revised conception of the epistemic and moral
subject. In order to understand how the impact of ICTs requires revising the idea of subject, we must dismiss both
the utopian and the dystopian approach to ICTs.
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According to former, the online communication and interaction would enable the subject to cross any boundaries,
thus creating ipso facto the basis for the creation and the diffusion of common, shared beliefs, values and moral
standards. This is far from being established (Capurro, 2008; forthcoming). What is crucial is that (human or
artificial) agents‘ ability to perform actions, the effects of which cross the conventional borders of the offline reality,
requires them to account for those effects, wherever produced, as much as possible as members of the same class of
legal or moral subjects. In this sense, the universalizing extension of the class of who count as moral subjects,
started for instance by Floridi‘s ethics of information (2004), is not much a matter of envisaging a new taxonomy
but, rather, of accounting for the boundless moral impact of ICTs evolution.
According to the dystopian approach to ICTs, the online communication and interaction would enable the subject
to cross the conventional boundaries of the offline reality just in empirical but not in cultural terms, thus restoring
more subtle and invisible boundaries. This criticism is much more pertinent than the former one is but still does not
provide us with a totally satisfying account of the epistemic and the moral subject, as argued in the paper. Let me
thus resume what said on the point to deal with this criticism.
From an epistemic standpoint, the way the subject represents the reality and gives meaning to the world,
throughout its communication and interaction with the others, is not exclusively contingent upon its situatedness
within bounded contexts (cultures, etc.) for two main reasons concerning the informational nature of the epistemic
subject and of context. As to the informational nature of the epistemic subject, we have remarked that it is actively
responsive to the constraining affordances of the environment where embedded in: so the epistemic subject neither
determines the context nor is over-determined by it. As to the informational nature of context, we have remarked
that taking into account the role of context requires people to engage themselves in a form of explanation that can be
understood as an account of how they re-elaborate the information (the inputs) characterizing the situation (―the
starting conditions‖) where they happen to decide and to behave.
The same line of reasoning holds as regards to the moral standpoint. Ethics is not to be thought of necessarily from
the viewpoint of an agent conceived as a ―legislator‖ (Cavell, 1991; 2005), capable of enacting moral standards in its
full autonomy. Ethics can be thought of from the viewpoint of the patient or the other, who ask me, in their
vulnerability, to account for my behavior: this requires me to be responsive. This responsiveness to the call of the
other/patient that bridges vulnerability and accountability is the only way to cross morally (but not empirically: the
otherness of the other must remain inaccessible) the boundary that exists between me and the other, that is, between
―here‖ and ―there‖. The identity of the moral subject, its subjectivity, is constituted in the creative response to the
call of the other putting me into question. This brings along a direct, philosophical consequence over the dichotomy
between multiculturalism and intercultural ethics.
A large part of the current political theories of multiculturalism reaffirm, on a communitarian and cultural scale,
the atomism (of closed spaces of identity) that already belongs to the individualistic tradition of classic liberalism
(Lanzillo, 2011). To get out of this model and adopt a mature intercultural ethics, it is necessary, as argued in the
paper, to conceive both the idea of culture and identity (subjectivity) in different terms: no longer as an established,
acquired sum of data but as a series of creative responses; no longer as a bounded space but as an open dimension of
exposure (this is what eventually means the Da of the Dasein in Heidegger‘s philosophy: being exposed to
[Heidegger and Fink, 1993]), already traversed and characterized by the relation with the others. In other terms,
there is no intercultural ethics being able to cross cultural and political boundaries, there is no real possible
communication and interaction with others, if the ―otherness‖ does not preliminary intersect and structure the
constitution itself of the subject, conceived as someone actively and creatively responsive to the other‘s call and to
the constraining affordances of data.
In this sense, the problem is to conceive our globalised space as an ―authentically heterogeneous space‖ (Hall,
2000), and not as the mere addition of homogeneous, bounded contexts of secured, ―gated communities‖, where
human beings are chained to their past (language, culture, nation, etc.) and persuaded that is possible to get along
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only with their similar. The fundamental situatedness of human beings is compatible with their freedom and their
quest for universality. People are free and autonomous not only to the extent to which in a situation they could have
done something else: this merely proves that their course of action is not entirely over-determined. Freedom and
autonomy should be primarily attached to the meaning they give to ourselves and to the world. People are free and
autonomous to the extent to which, through their relation of accountability, they are responsive and responsible
towards the others: this is the way they can share with the others the meaning they intend to attach to their own lives
and to the world at large. People are free and autonomous as long as they can construct themselves as responsive and
responsible agents. The growth of information determined by the evolution of ICTs widens the limits of
responsibility (Floridi, 2006): the more informed people are, the more responsive and responsible they are asked to
be. People are deprived of freedom and autonomy, when deprived of communication and interaction with other
human beings, that is, when dispossessed of the possibility of a meaningful co-construction of their lives and of the
world.

5. Conclusions
We have remarked that human beings are neither only moral ―legislators‖ nor only ―perfectionist‖ (Cavell, 1991;
2005): justice never starts with enacting moral standards but when someone asks me for an accounting (Levinas,
2006). In this situation of heteronomy, we constitute our moral subjectivity in the response to the call of the others,
by negotiating and sharing with them the meaningful co-construction of a world, i.e. of an authentically
heterogeneous space, where to seek to universalize the enacted moral standards. The quest for universality requires
us necessarily to understand that the meaning of the ―here‖ is not spatial but moral as in the moral testament of
Leopardi (the poem ―The Broom‖ [1836]: Here on the barren spine/Of the stupendous mountain…). The here is
the dimension where people are called upon to respond to what may just remain over there: this regime of
responsiveness and accountability tells us that the meaning of the here is constituted by what remains out of my
clutch. It is precisely this boundless and disembedded interaction and communication with what is over there –
exceeding the pretended situatedness of the here, outside ―all ordinary standards of closeness‖ (Putnam, 2008) – that
assures the possibility of universalism.
In other terms, norms and values regulating the human interaction and communication never really precede this
interaction and communication: norms and values cannot depend only on the context to which people belong but
they grow out of the process itself of interaction and communication. In the Society of Information, this will become
more apparent, since norms will not be simply deduced by delimited contexts, as far as there are will be less online
unchanging contexts based on enduring and stable conventional boundaries. As remarked, the disembeddedness and
the recombination of data, however interpreted, is going to trigger a flourishing of relations, differences and
information (according to an ontological conception of pluralism: see Durante, 2010), as long as the epistemic and
moral subject is understood as an active, accountable entity, asked to be responsive to the epistemic constraining
affordances of data and to the moral calls of the others.
In conclusion, accountability can structure the offline and online communication and interaction, which still is to
some extent culturally embedded, thanks to the relation of responsiveness that may overcome any bounded context.
It is in the response that we are truly brought to cross a boundary, wherever and whatever the boundary is. In this
perspective, the revised idea of accountability outlined in the paper is conceived as the essence of autonomy:
however, this redefines the notion itself of autonomy and shows why heteronomy structures autonomy.

88

References
Allison, H.-A. (1990) Kant‘s Theory of Freedom. Cambridge University Press, Cambridge, US.
Benkler, Y. (forthcoming) A Free Irresponsible Press, in Harvard Civil Rights-Civil Liberties Law Review.
Butler, J. (2005) Giving an Account of Oneself. Fordham University Press,
Capurro, R. (2008) Intercultural Information Ethics. Foundations and Applications. Journal of Information,
Communication & Ethics in Society, 6.2, 116-126. A longer version is published under the title Intercultural
Information Ethics, in Handbook of Information and Computer Ethics (K.-E. Himma and H.-T. Tavani eds.),
Wiley, New Jersey, 639-665.
Capurro, R. (forthcoming) The Dao of the Information Society in China and the Task of Intercultural Information
Ethics, Keynote address at The International Conference on China's Information Ethics, Renmin University of
China, Beijing, October 28-29, 2010, to be published in Social Sciences Abroad.
Cavarero, A. (2010) Horrorism: Naming Contemporary Violence. Transl. by W. McCuaig, Columbia University
Press, New York.
Cavell, S. (1991) Conditions Handsome and Unhandsome: The Constitution of Emersonian Perfectionism.
University Of Chicago Press, Chicago.
Cavell, S. (2005) Cities of Words: Pedagogical Letters on a Register of the Moral Life. Belknap Press of Harvard
University Press, Cambridge Mass.
Ceruti, M. (2008) Il vincolo e la possibilità. Raffaello Cortina Editore, Milano.
Checkland, P. and Scholes, J. (1990) Soft Systems Methodology in Action. Wiley, Chichester.
Critchley, S. and Bernasconi, R. (eds.) (2002) The Cambridge Companion to Levinas. Cambridge University Press,
Cambridge.
Derrida, J. (1999) Adieu to Emmanuel Levinas. Transl. by P.-A. Brault and M. Naas, Stanford University Press,
Stanford.
Dey, A.K. (2001) Understanding and Using Context. Personal and Ubiquitous Computing Journal, 5.1, 4-7;
available at: http://www.cc.gatech.edu/fce/pubs/PeTe5-1.pdf.
Dretske, F. (1981) Knowledge and the Flow of Information. Blackwell, Oxford.
Durante, M. (2007) Il futuro del Web. Etica, diritto e decentramento. Dalla sussidiarietà digitale all‘economia
dell‘informazione in rete. Giappichelli, Torino.
Durante, M. (2009) Re-designing the Role of Law in the Information Society: Mediating between the Real and the
Virtual, in Law and Technology. Looking into the Future (eds. M. Fernandez-Barrera, N. Gomes de Andrade, P.
de Filippi, M. de Azevedo Cunha, G. Sartor, P. Casanovas), European Press Academic Publishing: Firenze, 3150..
Durante, M. (2010) The Value of Information as Ontological Pluralism. Knowledge, Technology & Policy, 23.1,
149-161.

89

EC Communication (2011) A Partnership for Democracy and Shared Prosperity with the Southern Mediterranean.
Joint communication to the European Council, the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions, Brussels (8.3.2011), COM. 200 final.
Floridi, L. (2004) On the Morality of Artificial Agents. Minds and Machines, 14.3, 349-379.
Floridi, L. (2006) Information Technology and the Tragedy of the Good Will. Ethics and Information Technology,
8.4, 253-262.
Floridi, L. (2008a) The Method of Levels of Abstraction. Minds and Machines, 18.3, 303-329.
Floridi, L. (2008b) Information Ethics, its Nature and Scope, in Moral Philosophy and Information Technology (eds.
J. van den Hoven and J. Weckert) Cambridge University Press, Cambridge, UK, 40-65.
Floridi, L. (2009) Against Digital Ontology. Synthese, 168.1, 151-178.
Floridi, L. (2011) The Philosophy of Information. Oxford University Press, Oxford.
Floridi, L. (ed.) (2010) The Handbook of Information and Computer Ethics. Cambridge University Press,
Cambridge, UK.
Hall, S. (2000) The Multicultural Question, in Un/settled Multiculturalism (ed. B. Hesse), Zed Books, London.
Heidegger, M. and Fink, E. (1993) Heraclitus seminar. Transl. by C. Seibert, Northwestern University Press,
Evanston, Illinois.
Hildebrandt, M. (2011) Autonomic and autonomous ‗thinking‘: Preconditions for criminal accountability, in The
Philosophy of Law Meets the Philosophy of Technology: Autonomic Computing and Transformations of Human
Agency (eds M. Hildebrandt and A. Rouvroy), Routledge, London, 141-160.
Himma, K.-E. (2009) Artificial Agency, Consciousness, and the Criteria for Moral Agency: What Properties Must
an Artificial Agent Have to be a Moral Agent? Ethics and Information Society, 11.1, available at:
http://ssrn.com/abstract=983503, 1-24.
Kallinikos, J. (2006) The Consequences of Information. Institutional Implications of Technological Change. Edward
Elgar, Cheltenham – Northampton, Mass.
Kallinikos, J. (2011) Governing Through Technology. Information Artefacts and Social Practice. Palgrave
Macmillan, Houndmills Basingstoke.
Lanzillo M.-L. (2011) Il multiculturalismo: problema o soluzione, in Le libertà in Occidente (ed. F. Sciacca),
Rubettino, Soveria Mannelli, 59-84.
Levinas, E. (1998) Otherwise than Being or Beyond the Essence. Transl. by A. Lingis, Dusquene University Press,
Pittsburgh, Pennsylvania.
Levinas, E. (2003) Unforeseen History. Transl. by N. Poller, University of Illinois Press, Champaign, Illinois.
Levinas, E. (2006) Entre nous: thinking of the other. Transl. by M. Smith and B. Harshaw, The Athlone Press,
London-New York.
Marion, J.-L. (1998) Exposé, in Difficile justice: dans la trace d’Emmanuel Levinas. Colloque des intellectuels juifs
(eds. J. Halpérin and N. Hansson), Albin Michel, Paris, 53-62.

90

Nissenbaum, H. (1996) Accountability in a Computerized Society. Science and Engineering Ethics 2.1, 1-18.
Pagallo, U. (2006) Teoria giuridica della complessità. Giappichelli, Torino.
Putnam, H. (2008) Jewish Philosophy as a Guide to Life: Rosenzweig, Buber, Levinas, Wittgenstein. Indiana
University Press, Blomington, Indiana.
Rey, J.-F. (1997) Levinas. Le Passeur de justice. Michalon, Paris.
Serres. M. (2009), Temps des crises. Editions le Pommier, Paris.
Waldenfels, B. (2006) La responsabilité, in Emmanuel Levinas. Positivité et transcendance (J.-L. Marion ed.), Puf,
Paris, 259-283.

Biography
Massimo Durante is researcher of philosophy of law and legal informatics at the Faculty of Law of the University of
Turin. He holds PhD in philosophy of law at the Faculty of Law of the University of Turin and PhD in history of
philosophy at the Faculty of Philosophy (Paris IV) of the University of Sorbonne–Paris. His main fields of interest
are law and ethics, legal informatics, computer ethics, and the theory and ethics of information. He has published in
Italian, English and French.

91

Throwing it all away: community, data privacy and
false choices of Web 2.0

Eli Edwards
Attendant with the growth of the Internet has been a concern with online informational privacy, often
termed data privacy or data protection. Much of what we do on the Internet leaves some sort of data stream, and
some activities elicit more data than others, such as participating in an online bulletin board, buying an item online
or subscribing to a website to access its featured content. A range of commentators – politicians, journalists, parents,
privacy advocates, technology experts, pundits and others – have formed a growing chorus of concern over how
much people are revealing about themselves and their lives and the implications of such disclosures. The complex
issues of informational privacy in a Web 2.0 may be simplified (perhaps oversimplified) to the following:


Who sees what information?



Who controls the information?



What are the consequences (if any) of the status quo?

The rise of the Web 2.0/social networking
Early in the existence of the Internet, newsgroups and mailing lists were fora for online, multi-person
interaction. And while there are many stable and popular online communities based on bulletin boards, the rise of
Web 2.0 has made building and sustaining communities online faster, easier and broader in terms of ease of use,
convenience and interactivity, and more complicated in terms of privacy, control and reputation. The participatory
aspect of Web 2.0 is perhaps its most popular feature. Social networking services allow web users to keep up with
family, friends, business associates and others in synchronous and asynchronous ways, live and delayed, in
chronological or thematic order, with the opportunities of others to ―talk back‖ to the original content producer.
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There‘s been explosive growth for these types of websites. Two out of three online U.S. households use
social networks such as Facebook and MySpace, according to Consumer Reports.22 Facebook had over 500 million
users in 2010, and consisted of 900 million objects/pages of content.23 According to the Pew Internet & American
Life Project, 73 percent of teenagers (ages 12-17) who are active online access social networking sites, as do 61
percent of all adults 18 and older, as of data from 2008-2010.24
There are two technical aspects of the web that has some people worried. First is the findability of
information. Search engines such as Google, Yahoo! and Ask have indexed billions of pages on the Open Web and
made them available to any user who uses the appropriate keywords. The second aspect is the persistence of
information. Google, in addition to indexing information, also caches copies of pages that are accessible to users.
The Internet Archive is an archive of websites dating back to 1996 and has currently saved over 4 billion
webpages.25 These two aspects of the web basically mean that 1) the information we place online can be seen by a
greater number of people than we may realize and 2) the information may last much longer than we anticipate.
Are people revealing too much about themselves online?
The law of unintended consequences has affected some users who post personal information about
themselves online. Workers have been fired by their employers for writing about their jobs on their blogs. 26 Even
prominent technology companies, like Google, have taken issue with some of the information blogged by
employees.27 Moreover, potential employers are doing online searches for interviewees and take into account what
they find online about the people they are considering hiring. As of July 2006, a survey of employers found that
over a quarter of them used search engines to find online information about job candidates or looked at those
candidates profiles on social networking sites.28
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The concern also encompasses who controls how accessible personal information can be on a certain
website. In September 2006, leading social network site Facebook introduced News Feed, which broadcasted every
action taken by a user to every ―friend‖ on Facebook.29 Researcher danah boyd30, who specializes in examining the
behavior and motivation of young people who interact via social networking sites, called the feature ―a privacy
trainwreck,‖ ―unhealthy [and] socially disruptive.‖ 31 Facebook has been criticized repeatedly over whether its
features are sensitive to the privacy of its users. Its Beacon program tracked Facebook users who visited and
purchased items from 3rd-party partner sites, and was excoriated as a ―privacy nightmare.‖ 32 The site has revised its
privacy options twice since 2008.
The End of Privacy?
In response to these privacy concerns, some have claimed that the willingness of so many to expose
personal details online signals ‗the end of privacy.‘ A Pew/Internet study found that ―many Americans have
softened their views about being monitored at work or being asked highly personal questions,‖ although adults did
want to control their online information.33 But some people go farther, arguing that notions of privacy are not just
softening, but dissolving away entirely – particularly among young people who have embraced social networking
and the participatory aspects of Web 2.0. In one New York Magazine article, young social network users have no
concerns about who will see their information, how it will be received or how long the information will be
accessible to the public.34 One explains, ―My philosophy about putting things online is that I don‘t have any secrets.
… I put myself out there online because I don‘t care.‖ 35
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People are giving away their privacy … what can we do about it?

There are two extremes of solutions that arise out of the assessment that people do not value their privacy.
The first is to do nothing. If we, as a society, is giving up our privacy, then we should reap what we sow and
experience the positive and negative repercussions of our choices. Author David Brin argues that our freedom from
surveillance is already eroded past the point of no return, and thus we should embrace living in a ‗transparent‘
society, where ordinary citizens, governments and organizations are all equally open and we can have the benefits of
freedom and security.36
The other extreme is to protect certain segments from the potential downsides of the technology by
hindering their access to the technology. The popularity of social networking among young people, and the
perceived threats from ―sexual predators,‖ led Representative Mike Fitzpatrick (R-PA) to introduce a piece of
legislation called ―Deleting Online Predators Act of 2006‖ or DOPA, but the bill never left committee. 37
The orientation of these perspectives is typical of the rational actor model. But there are behavioralist
biases that influence our choices and shape our actions – our preferences are much more malleable than the rational
actor model credits.38 One bias is the endowment effect, which leads people to value things they already have or
believe they have access to over items or intangibles that they do not own. 39 The endowment effect may easily
explain the attitude displayed by the subjects (as well as the author) of Nussbaum‘s New York article – if a person
cannot hold onto their privacy, what is the point of trying to hold on to or attempt to regain it?
But this view doesn‘t take into account the difficulties in ascribing value to personal information at present
and in the future. One obstacle is the aggregation effect, as described by Daniel Solove: ―An individual may give
out bits of information that in different contexts, each transfer appearing innocuous. However, when aggregated, the
information becomes much more revealing. … It is the totality of information about a person and who it is used that
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poses the greatest threat to privacy.‖ 40 Another obstacle is uncertain future uses. Solove writes, ―The potential
future uses of personal information are too vast and unknown to enable individuals to make the appropriate
valuation.‖41
Rebutting the end
The assumption that Web 2.0 is leading to the end of privacy because people have rejected the notion of
privacy is unrealistic in some regards, and wrong in others. It helps to understand the appeal of Web 2.0 and social
networking.
As mentioned above, a major feature that drives the growth of Web 2.0 applications is its community
building aspects. Tom Guarriello, a psychologist who pays attention to social networking, believes that social
networking can help people fulfill their ―needs for belonging, self-esteem and self-actualization.‖42
Many users are finding fewer avenues for community in the physical world and more avenues for
community in online spaces. Community feeds our needs for friendship, esteem and self-actualization, if we turn to
Abraham Maslow‘s hierarchy of human needs. danah boyd‘s research on teens and social networking buttress this
point. In the offline world, ―hanging out amongst friends allows teens to build relationships and stay connected.‖ 43
Thus the conditions are ripe for Web 2.0 users to engage in community building. But privacy, especially
informational privacy, is somewhat harder to place to on the Maslow hierarchy. Certain violations or invasions of
privacy may threaten our safety, but the benefits of informational privacy may well be higher up the pyramid and
more abstract than the need to connect with others. But that‘s not to say that privacy is not important.
The importance of privacy, as a behavioral norm, has been largely overlooked within the field of social
psychology, according to one theorist.44 However, it has been theorized by one researcher that privacy is a ―cultural
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universal‖ and a wide range of human societies have some form of privacy. 45 Yet another theorist points out that
―patterns of coming and staying together imply counterpatterns of withdrawal and disaffiliation,‖ in which privacy
is an important institutional mechanism for withdrawal.46 To build and participate in new communities, we often
withdraw from or weaken our ties to old ones. 47
Based on this model, community and privacy are not strictly rivalrous concepts. In behavioralist terms,
preferences for privacy and community are as a per se matter situational, and as with the standard bell curve, very
few people are on the margins of being concerned only about privacy or focusing solely on community.
As people grow more aware of privacy vulnerabilities, they use social networking software and other Web
2.0 applications in ways that they see as protecting their information while still retaining the benefits of participation
in the social space. A study by the Pew Internet & American Life Project found that nearly frequent posters of
―potentially personal‖ content tend to be ―confident in their ability to limit and control the amount of information
available about themselves,‖ and 71% of these frequent posters report that the amount of information they find about
themselves match their own expectations of what is out there on the open web for others to find,48 but if web users
have experienced embarrassing and/or inaccurate information about them being used/exposed in a negative way,
those users are then sensitized to the issue of privacy and try to protect their information more activity. 49
This finding of confidence among Internet users of being able to control their information flow is
anticipated by another behavioralist concept known as the illusion of control: ―People believe themselves to exercise
more control over their environments than they actually do – a illusion that reflects an underlying motive to exercise
control.‖50
Outside forces, including privacy organizations, regulators and engaged, organized users, have an
important role in encouraging, or enforcing, companies that build and utilize Web 2.0 platforms to prove stronger
privacy features and make them default rules. Making privacy features the default on social networking platforms
and other Web 2.0 application may be seen as paternalism. A counter-argument is that individual choice and
45
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―freedom of the market‖ is not enough to overcome the basic inequalities of power between individuals and the
companies that collect information. Solove argues, ―Market-based solution work within the existing market; the
problem with [databases that aggregate personal information] is the very way that the market deals with personal
information – a problem in the nature of the market itself that prevents fair and voluntary information
transactions.‖51
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Norbert Wiener and Information Ethics: Charting the
production of waste and the survival of capitalism
Nathaniel Enright
The Information Age is toxic: twenty-nine superfund sites in Silicon Valley (Mazurek 1999); poisoned
aquifers in Giuyu, China (Puckett & Smith 2002); the trash can on your desktop; polybrominated diphenyl ethers
peppered throughout the global food web (Grossman 2006 pp.112-139) and a mountain of trashed computers so big
as to engulf the Seattle Space Needle (Puckett & Smith 2002, p.14). Wherever you live in the information society
and whichever way you look at it there is a glut of garbage; an excess of e-waste; a surfeit of shit. Nevertheless, this
superabundance of waste is conventionally understood to be merely an unfortunate by-product of consumption, an
aberration or an excess to be managed away. Indeed, this is the dominant view in information ethics. Take a typical
and very recent example: ―Hardware can be minimized both to reduce energy use and lessen both the quantity of
materials used in manufacture and the quantity that must be disposed of safely or preferably recycled‖ (Weckert and
Henshke 2010, p.196) Although prevalent, such a perspective significantly misrecognises the role and function of
waste in contemporary capitalism. In fact, far from being an excess or an aberration, waste is fundamental to the
ongoing survival of capitalism and is suspended within its very logic. It is an inseparable part of the surpluses
produced by capital. Waste is not just discarded ―things‖ or the detritus of consumerism but a social relation which,
like all social relations in contemporary capitalism, ―expresses the characteristic and prevailing relations of power‖
(Robbins and Webster 1988, p.70) and is the work of humans just as surely as it is the work of history. The problem
of waste therefore is an important consideration for any properly critical information ethics. Because information
ethics tends to focus primarily on the ―problems arising from the life-cycle (creation, collection, recording,
distribution, processing, etc.) of information‖ (Wikipedia) and because waste is conventionally understood to be
generated at the point of consumption only the problem of waste seems to be excluded from the purview of
academic and ethical scrutiny.
Fortuitously, we can look to the ethical work of Norbert Wiener (1894-1964) for some novel ways in which to
interrogate waste. Wiener believed that waste had an environmental and human dimension and both were linked to
the commodity form. Although we are impressed by the prescience of Wiener‘s scholarship we should note that his
―environmentalism‖ did not develop into a robust and rigorous theory in its own right. As such the current paper
merely picks up on some of the problems, contradictions and assumptions that Wiener suggested might play an
increasingly significant role in the history and development of the ―Automatic Age‖. Despite sustained critical focus
on the moral horror of the mounting piles of electronic waste in the world, very few information ethicists have paid
attention to the relations between environmental destruction, progress and capital accumulation. As such, the first
part of this paper will, by way of a re-reading of Norbert Wiener‘s ethical work, attempt to reconfigure the terrain of
the debate by injecting such an analysis into the very core of information ethics. Indeed, a reappraisal of Wiener‘s
work will constitute the bulk of the paper.

Destruction is all Around: Wiener, Capitalism and the Destruction of Nature
It has recently been suggested that Norbert Wiener ―founded information ethics as a field of academic research in
the 1940s‖ (Bynum 2008, p.9) and as such it is instructive to return to his pioneering works. We return to Wiener
not because we wish to exhume some long forgotten text from the catacombs of academic obscurity but because it is
here, in the initial formulations of information ethics, that the contradictions between, for example, accumulation
and ecological sustainability and between waste and progress were first articulated. It would be disingenuous to
offer a reading of Wiener‘s work as one dealing primarily or exclusively with environmental concerns but Wiener‘s
ambitious cybernetic project, which attempted to explain the subtle interconnections and thus describe ―the ultimate
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nature of all entities in the Universe‖ (Bynum, 2010 p.27) allowed Wiener to denounce the avaricious destruction of
nature long before the modern bourgeois ecological conscience was born. It was this broad-ranging explanatory
system that allowed him to think through a range of rapidly worsening issues in information ethics, namely: the
tension between waste and progress and the precarious relationship between a rapidly expanding capitalism and
environmental destruction. Importantly, Wiener‘s information ethics emerged from an extensive, if simplified,
critique and understanding of the ―modern period‖ which entailed the increasing destruction and devastation of
nature as an outgrowth of the massive expansion of capital in post-war America, finding that his was an…
―…age of a consistent and unrestrained exploitation: of an exploitation of natural resources; of an
exploitation of conquered so-called primitive peoples; and finally, of a systematic exploitation of the
average man. The modern period begins with the age of exploitation‖ (Wiener 1950, p.35)
Although Wiener believed that ―…on average we now live in greater plenty than ever in the past‖ such
unrestrained exploitation of the natural world would invariably lead to ―an ever-decreasing bank account to draw
on‖. ―Some day‖, Wiener imagined, ―our drafts will come back marked ―no funds‖ (1950, p.43). Significantly,
Wiener foresaw that the ―derangement and destruction of this plenty has become much more likely than in past
times‖ (1950, p.43) due to the emerging hegemony of ―Our conservatives of all shades of opinion‖ that had
―somehow got together to make American capitalism … supreme throughout all the world‖ (1950, p.228).
Likewise, Wiener could see that under a system of free enterprise environmental concerns would always be
subordinated to economic priorities. And further he saw a cultural proclivity developing that would proudly link
progress to consumption and the domination of nature:
So long as anything remained of the rich endowment of nature with which we started, our national
hero has been the exploiter who has done the most to turn this endowment into ready cash. In our
theories of free enterprise, we have exalted him as if he had been the creator of the riches which he
has stolen and squandered. We have lived for the day of our prosperity, and we have hoped that
some benevolent heaven would forgive our excesses and make life possible for our impoverished
grandchildren. This is what is known as the fifth freedom (1950, p.37).
As such Wiener believed that ―in this process of exhaustion of resources‖ industrial America had truly ―mastered the
art of waste‖ (1950, p.37). This system, according to Wiener (1948, p.159), had been edified upon an unfounded
belief which was ―elevated to the rank of an official article of faith in the United States, that free competition is itself
a homeostatic process ...‖ That is, capitalism, left to itself provided the fairest, most efficient and most stable means
for the regulation of society and nature. Unfortunately, says Wiener (1948, p.188), ―a society like ours‖ is
fundamentally predicated on ―buying and selling, in which all natural and human resources are regarded as the
absolute property of the first business man enterprising enough to exploit them‖ and thus ―the evidence, such as it is,
is against this simple-minded theory‖ (Wiener, 1948, p.159). It was this system too that Wiener feared could
transform the potentially liberating aspects of the emerging information technologies into a logic of accumulation
that would extend and exacerbate exploitation and the destruction of the natural world. As such, Wiener understood
the importance of developing a thorough understanding of ―what we do and how we should react to the new world
that confronts us‖. Indeed, the ―new world‖ encapsulated by Wiener‘s designation of the ―automatic age‖ would
undoubtedly raise ethical questions that for him, were analogous to the social experience of the industrial revolution
where a fundamentally different means of production ―had produced new responsibilities, at a time at which no
code had yet arisen to take care of these responsibilities‖(1950 p.169). The core part of Wiener‘s ethics would
emerge therefore in an attempt to ―urge upon the public the need for a realization of the dangers attendant on the
new scientific era‖ (1950 p.216). Although Wiener admitted being ―of no particular use in venturesome
undertakings‖ his ethical writings on the fate of the earth were constructed in order to ―speak to others who [were]
willing to undergo the long course of political work and obloquy necessary if they are to make these views effective
at the polls‖ (p.216). This paper attempts to answer that call.
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Forward March: Environmental Devastation and the Fetishism of the Present
In Section X of The Human Use of Human Beings (1950) —the populist exposition of the cybernetic
project—Wiener begins to articulate the impact that new and emerging computing technology would likely have on
industry and society. In so doing, Wiener‘s analysis returns to the Industrial Revolution which was, in his
estimation, the example par excellence of where ―the machine has impinged upon human culture with an effect of
the greatest moment‖ (p.164). He does not argue by analogy but uses this period of history as ―something of a
model to which we may go back‖ (p.164) in order to comprehend the consequences of the ―second industrial
revolution‖ by which he meant the coming of the digital age. Wiener‘s analytical return to the Industrial
Revolution—the period of transition from man-powered to machine-driven modes of production—aimed not so
much at highlighting the brewing crisis of overproduction in an era defined by mass-production but at uncovering a
version of progress that viewed consumption and the earth‘s capacity to absorb the waste from such consumption as
inexhaustible. At a time when others were content with simply announcing and denouncing the moral turpitude of
planned and progressive obsolescence (Mumford 1934) Wiener made the connection between the massive expansion
of materials consumption and the destruction of the planet. Wiener argued that the typically American drive towards
more and more consumption
―…encouraged an attitude not unlike that of Alice‘s Mad Tea Party. When the tea and cakes were
exhausted at one seat, the most natural thing for the Mad Hatter and the March Hare was to move on
and occupy the next seat. To those whose past span of history was less than five thousand years …
this Mad Hatter policy seemed most natural. As time passed, the tea table of the Americas has not
proved to be infinite; and as a matter of fact, the rate at which one seat has been abandoned for the
next has been increasing at what is a probably still increasing pace (1950, pp. 35-36).
Not only did Wiener witness the reconfiguration of an industrial system that linked progress with
consumption but he could already foresee widespread environmental devastation as a flow-on effect from ―our own
free-handed procedures‖ (1950, p.37) which would nevertheless be exacerbated by the onset of the ―Automatic
Age‖. Importantly, Wiener saw the expanded realm of production as the fulcrum between human existence and
nature. Although nature clearly had its limits, Wiener‘s point was that conceptualising nature as an externality to be
conquered and managed in the unremitting process of production was likely to result in a world where
environmental considerations were continually eschewed. The idea ran counter to those who believed that progress
could only be sustained by the progressive conquest of nature. Such a view of course posited nature as a fixed and
largely unfluctuating externality abiding across history. In effect, this conceptualisation of nature allowed society to:
…proceed along the clear and obvious lines of our traditional behaviour, and follow our traditional
worship of progress and the fifth freedom—the freedom to exploit—it is practically certain that we
shall have to face a decade or more of ruin and despair (1950, p.189)
Although in Wiener‘s time it was widely and popularly held that progress was reliant upon the conquest of nature,
Wiener attempted to show that such an attitude could not prevail ―for many centuries, or even many decades,
without being terminated by the sheer absence of the material which we seek‖ (1950, p.37). In effect, Wiener
observed the ecological edge of what Marx (1976, p.163) called ―the fetishism of the commodity and its secret‖.
The basic idea, according to Marx (1976, pp.164-165), was that:
The mysterious character of the commodity form consists…simply in the fact that the commodity
reflects the social characteristics of men‘s own labor as objective characteristics of the products of
labor themselves, as the socio-natural properties of these things
Thus for Marx the fetishism of commodities obscures the social relationships through which commodities are
produced such that ―the definite social relation between men themselves…assumes here, for them, the fantastic form
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of a relation between things‖. Indeed, it this condition that produces ―the fetishism which attaches itself to the
products of labor as soon as they are produced as commodities‖ (1976, p.165) What Marx appears to be getting at is
that the exchange of commodities conceals our relationships with others behind the veil of the money form itself.
The point is that because this fetishism obscures social relations consumers tend to see value as something intrinsic
to the commodity itself. In a similar way consumers tend to see profits as the natural evolution of capital rather than
a product of the social relations of exploitation. The consumer‘s perceptions constitute a fetishization and it is in this
sense that Marx described the commodity as having a ―mystical character‖. The mysticism here is that consumers
tend to attribute to commodities qualities that are not properties of the material object itself but of the social relations
through which it was produced. For Wiener, this fetishism almost certainly included human relations with nature
and is neatly encapsulated in the Mad Hatter speech above. Indeed, Wiener worried that the ―gadget worshipper‖
could not understand the ―intrinsic limitations to the commodity‖ (1950, p.132) and that the value of any new gadget
would be assessed on the basis of its ―collection of wheels that rotate and make noise‖ and not as a result of
processes that included the depletion of natural resources and the exploitation of massive amounts of labor.
Similarly, because ―nature‖ was considered to exist across time and space and not, emerging from, and changing
within distinctive forms of socio-economic organization, the environmental impact of commodity production fuelled
a kind of fetishism for the present and encouraged a ―throwaway ethic‖. In this way commodity fetishism manage
to erase the history as well as the future of the environmental impact of commodity production. Indeed this fetishism
of the present effectively distances us from the life of commodities before and after they enter our lives. Needless to
say environmental concerns related to the production and disposal of such commodities have been similarly
erased52. The following sections will thus describe the production of waste inherent in computer manufacture and
disposal.
The Production of Waste: Making and Using (up) Computers
Just as the Industrial Revolution was driven by the coal-powered steam engine, Wiener‘s automatic age—
what we now proudly claim as an information society—is driven by high-tech electronic components. These are the
neoliberal circuit boards of digital capitalism. Behind the sleek ―mystical shell‖ (Marx 1976, p.103) of the
ubiquitous laptop that has become emblematic of the ―information age‖ is a complex, energy-intensive entanglement
of processes that are anything but ―weightless‖ or ―immaterial‖. Indeed before we can drool over the latest i-gadget
the materials used in its construction must be extracted from the earth, often at a great cost to the environment and
human health. Although this observation is relatively well known this has not had a substantial impact on attempts to
broaden the current terrain of information ethics to include environmental concerns. Space prevents us from
recapitulating all the arguments here so instead we will simply present some well established figures regarding the
production of waste associated with manufacturing and using computer technology:








99.9 per cent of the materials used to produce microchips are not contained in the final product
(Glasser 1993 in Mazurek 1999)
9.4 kilograms of raw silicon is used to produce 1 kilogram of the silicon wafers that form the
basis of the microchip (Williams, Ayers & Heller 2002 ).
2 million gallons of de-ionized water, 2.5 million cubic feet of high-purity nitrogen and 240,000
kilowatt hours of electrical power are used per day to produce silicon wafers at one fabrication
plant (MCC 1993, p.97)
3200 cubic feet of gases, 20 pounds of chemicals are needed to produce a single 6-inch silicon
wafer (SVTC 1995)
500-100 different chemicals are used in semiconductor fabrication
One 2 gram microchip produces 57.2 pounds of waste (Williams, Ayers & Heller 2002)

Interestingly, Harold Innis suggested that modern media itself helped to exacerbate an ―obsessive present-mindedness‖. Indeed it might prove
fruitful to investigate how such psychic present-mindedness connects with materiality and how that might shape and influence practices of
disposability
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433 billion semiconductors were manufactured globally in 2004 (Grossman 2006, p.4)
66 different minerals are used in the average composition of a computer including lead,
aluminium, germanium, gallium, iron, tin, copper, barium, nickel, zinc, tantalum, indium,
vanadium, terbium, beryllium, gold, europium, titanium, cobalt, ruthenium, palladium,
manganese, silver, antimony, bismuth, chromium, cadmium, selenium, niobium, yttrium,
rhodium, platinum, mercury, arsenic, silica (www.nma.org/pdf/m_computer.pdf)
Approximately 20% of the material composition of a computer is plastic, which yield
significant carbon emissions (it is estimated that for every ton of plastic three tons of carbon are
emitted) (Puckett & Smith 2002, p.44).
240 kilograms of fossil fuels, 22 kilograms of chemicals and 1500 kilograms of water are
needed to produce one single desktop (Williams 2003).
The average computer emits about 100 kilograms of carbon every year (Woolf & Lean, 2007).
One Google search will yield 4.5 grams of CO2. (Berners-Lee 2010, pp.12-13)
Google conducts over 200 million searches per day.
One email can generate anywhere between 4 and 50 grams of CO2 (Berners-Lee 2010, p.15)
130 million tons of carbon emissions were required to power the approximately 18 million
servers throughout the world
By 2020 there will be some 122 million servers producing up to 340 million tons of carbon
every year.
The average life expectancy of a computer is approximately 2 years
Electronic waste in Australia is growing at more than 3 times the rate of general municipal
waste and already by 2006 8.7 million computers had been discarded
(http://www.abs.gov.au/ausstats/abs@.nsf/mediareleasesbytitle/FB2F33C170E4987DCA25722
10077D0FA?OpenDocument).
By 2007 it was estimated that in excess of 500 million PCs had been discarded in the US
e-waste contains high levels of permanent biological toxins (PBTs)
Obsolete monitors contain almost 8 pounds of lead and make up about 40% of lead in all US
landfills (Puckett & Smith 2002)
Recycling a computer in California cost ten times more than shipping the garbage to China for
recycling (Puckett & Smith 2002)

The above figures and statistics are meant to be seductive. They are meant to invite shock and awe. And
well they should. But the point here is not to moralize about excessive mass consumption or discarded commodities
but to suggest that waste is central to capitalism although hidden, conceal, masked and obscured behind commodity
relations. Considering the foregoing analysis, it is a rather obvious point. But as Marx pointed out, and Wiener
alluded to, just by looking at, or holding a commodity twixt forefinger and thumb it is impossible to perceive
anything about the labor conditions or the environmental impact of its production. Ultimately, our social relation to
the working conditions of others and to the degradation of the natural world is mediated through the relationship
between things. I see a laptop; not 540 kg of CO2 emissions.
A Global Journey: Computer Miles on the Information Superhighway
An attempt to unpack the fetishization that attaches itself to electronic commodities led directly to a
consideration of the literature of supply chains and life cycle assessments. Whilst the overwhelming majority of the
figures cited above come straight from this literature, the picture presented is provisional and incomplete. Whilst a
comprehensive account and critique of the extant literature is not possible here, it is enough to say that supply chain
analyses tend to ―promote the univeralization of the most effective productive practices for capital‖ (Wilkie 2008)
and thus reify historically contingent practices which nevertheless conceal capitalist social relations, including
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therefore the generation of waste inherent in commodity production. Here the emphasis is on the efficiency of
supply and not the spatial reconfiguration of capitalist social relations as a consequence of the globalization of
production and exploitation. But this we must remember is capitalism and fetishism, exploitation and waste are the
norm in capitalist production. As such, it is instructive to think about the global circulation of commodities not as
forming some innocuous link in a supply chain but contributing endlessly to a global waste chain. This is precisely
the dynamic Wiener discussed in 1950:
What then shall we do? Our nostalgia for the simple life antedates the success of the industrial
revolution to which we have been subject, and must not blind us to the fact that we are not free to
return to that pristine state. Our industrial progress has mortgaged our futures. On the farm belonging
to the New Hampshire farmhouse in which I have written this book, there are neither trees large
enough to furnish the timbers for such a house, nor a soil rich enough to maintain the crops which
my predecessors raised. If I do not step into the motorcar of the present generation, and drive to a
modern chain store which receives its food from refrigerator cars, I must live on very short rations
indeed. I cannot depend for my food on the depleted herds of protected deer; and if I should fish in
the waters of my river, almost the only fish which I may expect to find there will have been planted
by a state hatchery. If I wish to buy a stove, the iron in it comes from Pittsburgh and not from the
Tamworth Iron Works, for the bog-iron mines of this locality have long ceased to pay. In short, it is
all very well for me to wish to enjoy the amenities of life which still remain in country community of
this sort. I must, however, realize that whereas in the old days the New England cities were tributary
to this community and to communities like it, nowadays these communities represent nothing more
than economic extensions of our cities (pp.56-57).
The laptop on which this paper has been written underscores the drama. Most inhabitants of cyberspace would see a
high-tech box enabling streamlined business and high speed telecommunications and a good deal more might even
see a pathway to clean industry, an alternative to traditional manufacturing and the traditional exploitation of natural
resources encapsulated in the bog-iron mines of Wiener‘s time. But this laptop and the immense infrastructure that
supports it rely on a complex of materials and labor practices that are no less damaging and no less exploitative than
those of the industrial revolution. Tantalum, for example, a vital component in all computers needs to be mined from
the earth and is most likely extracted either in Western Australia or the Congo, processed, shipped around the world,
engulfed by plastics subject to similar life cycles, packaged neatly and sent back to Australia so that I may be able to
write (see Grossman 2006 for a disarming description of similar processes). In short, if I wish to participate in the
information society, I must realise, that such a society has been built upon the continued destruction of the world‘s
natural resources, the continued exploitation of labor and driven by a logic that concerns itself only with the
continued extraction of relative surplus value.
In recent years increasing attention has been given to exploitative labor practices and environmental
consequences associated with the movement of commodities across international borders. The success of these
movements—especially in organic food production and distribution—has prompted us to adopt a similar strategy
here in order to make clear the centrality of waste in computer manufacturing and distribution. That is, we wish to
introduce the term ―computer miles‖ to demonstrate the centrality of waste to the spatial reconfiguration of the
international division of labor and the expansion of capital. Although the term has been lifted from environmental
discourse, it deviates substantially from the narrower conceptualisation of a ―mile‖ in that it attempts to reveal an
entire ―network of labor and production processes whose end result is a finished commodity‖ (Hopkins &
Wallerstein 1986, p.159; see also Gereffi & Korzeniewicz, 1994 and Bair 2009). Our preliminary research suggests
that taken together will all its components, the average computer purchased in Australia will have travelled
anywhere between 350, 000 and half a million kilometres, or 12 times around the circumference of the globe, before
it reaches the consumer. Most of the transport burden is accumulated in the enormous effort to assemble all the
components and raw materials at the site of production. Significantly, most of this transportation is done by ship—
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the industry which alone accounts for nearly 4.5% of all global emissions of CO 2, according to a recently leaked UN
study [Vidal 2008]). And yet some producers—vociferously declaring ―careful environmental management‖—
appear only to be concerned about sound environmental provenance insofar as it connects directly with a market
imperative of appearing green. Apple (2011), for example, confirms that 8% of the 540kg of CO 2 emissions
generated in the production of its 17inch MacBook Pro come from transport. Significantly this transport only
includes ―air and sea transportation of the finished product and its associated packaging from the manufacturing site
to continental distribution hubs‖. Having succumbed to the raptures of commodity fetishism Apple have posited the
importance of the ―finished product‖ and have thus erased the massive amounts of CO 2 needed to transport the
complex array of hardware needed to builded the machine in the first place. Likewise, Apple suggests that ―one of
the largest portions of product-related greenhouse gas emissions results from its use‖. True enough. Yet, that
―significant portion‖ makes up less than one third of all greenhouse gas emissions. The problem of this sort of
analysis is further exemplified when Apple attempts to disclose its ―material efficiency‖. The pie chart presented
detailing ―the materials used‖ lists ―circuit boards‖, ―hard drive and optical drive‖ and ―keyboard and trackpad‖ as if
they emerged fully formed from nature itself. Apple does not list the approximately 66 minerals utilised in average
computer production nor do they make explicit the link between the extraction, transportation, and processing of
natural resources and the ability to build the machines of the electronic age.
Finally, we should note that the introduction of the phrase ―computer miles‖ is a populist manoeuvre. We
introduce the term not because we wish to cultivate a misplaced parochialism that links the quality of commodities
to a particular place or that we believe a return to some preindustrial, cottage-industry authenticity will remedy the
problem of waste but simply because, unlike environmentally conscious food shoppers, high-tech consumers do not
have an equivalent option. By exposing the problem of waste in the form of computer miles, we directly confront
and problematize a global system which reduces environmental concerns to so many externalities along a supply
chain.
The Secret of Obsolescence: Discarded Bodies and Human Waste Management
The globalisation of production characteristic of post-Fordist capitalism has rewarded industries with
mega-profits for shifting the bulk of its labor intensive operations to low wage, developing countries. It is precisely
this logic that has turned the production of waste into a global, multi-billion dollar industry53. The impeccability of
this logic has contributed to the diversion of an estimated 80% of all information and communications technology
earmarked for recycling to the Asian export market (Puckett & Smith 2002, p.14). The ground breaking expose,
Exporting Harm, anticipated that at 2002 levels 10.2 million computers would be sent to Asia for recycling 54. The
problem, however, is not so much that computers are exported for recycling but that the specific recycling practices
in the developing world lead to devastating environmental and human health consequences as much of the recycling
is done without access to appropriate and safe facilities in which to do so. Considering the total value of recyclable
materials hovers perilously around the $3 mark it is hardly surprising that a market has emerged in the dismantling
and salvaging of such materials in countries where labor costs are as little as $1.50 per day. But this, according to
Exporting Harm is ―the grim reality‖ of unrestrained capitalism seeking to externalise costs as it drives beyond
every spatial barrier. In effect, as the report points out, this creates the conditions in which ―the poor of the world
will be forced to bear a disproportionate share of the E-waste burden. This current reality‖, the report continues, ―is
the dirty little secret of the electronics industry‖ (Puckett & Smith , p.13).
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The profit garnered from the exportation of waste from the US, for example, first exceeded 1 billion dollars in 2002 and sadly shows no
demonstrable signs of slowing.
54
In an attempt to make clear just how massive 10.2 million computers is the Exporting Harm report offers this vivid description: ―10.2 million
computers…is the equivalent of a tightly stacked pile of computer waste one acre square and 674 feet high—a height easily covering the Seattle
Space Needle of more than twice the height of the statue of liberty from ground to torch‖ (EH, p.14).
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Although the environmental consequences flowing from the improper disposal of e-waste are clearly
enormous55 the most startling aspect of the Exporting Harm: The High-Trashing of Asia is the extent to which the
work takes place in the most appalling of circumstances. Indeed, the workers of Guiyu 56 spend their days picking
through circuit boards, cathode ray tubes (CRTs), toner cartridges, choice scraps of metal and plastics and whatever
else comes their way. The report tells us of the opening burning, the vats of acid and the melting circuit boards
cooked up in ―wok-like grills‖. We are also told of the child labor, the pregnant women and the primitive tools used
to extract the valuable materials from the body of the computers. The Guiyu workers, like the hundreds of thousands
dotted across the globe, are truly the Information Age equivalent of oakum pickers, mudlarks and pure collectors.
The point here however is not to condemn the moral horror of such conditions but, following Wiener, to understand
such practices as waste. Although the labor practices about which Wiener wrote differ significantly from the
conditions prevalent in the toxic breakdown of computers in the third world, his analysis still holds true:
They come to their work as whole human beings, but they are used only as effector organs of the
superhuman mechanism with its brains elsewhere in the organizing staff. They eat and drink, love
and hate, enjoy and tire, like other human beings, but from the point of view of their job alone, these
outside faculties and necessities of their lives are nothing more than so much tare, so much useless
baggage, perhaps inseparably connected with the pair of hands for which the employer pays, but of
no direct value to him.
Indeed, for Wiener, ―any use of a human being in which less is demanded of him and less is attributed to him than
his full status is degradation and a waste‖(1950, p.16). It is this waste—human waste—that we believe has always
been central to the management of labor. Not only does this encompass the menial labor of the factory, or the labor
involved in the toxic breakdown of the computer, but it also includes the historical tendency of capital to produce a
―surplus humanity‖ 57(Davis 2006, p.174), those members of society who have been discarded and rendered obsolete
because they are no longer directly generating value for capital. Whilst varying permutations of obsolescence have
been a key feature of capitalist society for most of the 20 th century, it seems reasonable to suggest that with the onset
of the information age ―…it became possible to describe people‘s knowledge, training and skill sets as victims of
obsolescence‖ (Slade 2006, p.187). Indeed, for capital ―waste is both suspended within the very logic of capital‘s
constant expansion, and it is expelled as that which is incapable of furthering the production of new capital‖
(Goldstein 2009, p.1). Capital it seems, views humans as a waste if they are not producing; that is if they are not
55

E-waste consists of an impressively diverse mix of toxic substances and chemicals, including but not limited to, cadmium and lead oxide in
cathode ray tubes (CRTs); polyvinyl chloride (PVC) cable insulation that when burnt to retrieve the copper from wires emit highly poisonous
dioxins and furans; computer batteries packed full of cadmium; more lead and cadmium from circuit boards; dangerously high levels of mercury
in flat screen monitors; brominated flame retardants used in circuit boards and plastics and polychlorinated biphenyls (PCBs) in some
capacitators. The environmental impact has been immediate. E-waste only began arriving in Guiyu in the mid-1990s and by the time a water
sample was taken by an inquisitive journalist in 2000 lead levels registered 2,400 times above what is considered safe by the World Health
Organization (EH, p.22). Similarly high levels of chromium (1,338 times the recommended safe level) were discovered in the sediment samples
taken from the banks of the same river. Grossman further reports on samples taken in 2005 which contained rates of antimony at 200 times the
accepted safe level. Copper, lead, tin and cadmium were all found in the same samples at dangerously high levels—some 600 times higher than
what would normally be considered as safe. ―The same samples also contained PCB‘s, polycyclic aromatic hydrocarbons (PAHs), brominated
flame retardants, nonyphenols, phthalates, and triphenyl phosphates (TPPs) all synthetic chemicals used in plastics. Nonyphenols are endocrine
disruptors, as are PCBs, which are also probable carcinogens and along with phthalates are known to be toxic to reproductive system. TPP is
known to be toxic to aquatic life, as are PAHs, which have also been linked to certain cancers in humans‖(Grossman, p.188-189).
56

Although e-waste recycling enclaves have popped up in epidemic proportions all over the third world, the Exporting Harm report focuses
mainly on the Guiyu area in China where an estimated 100,000 men, women and children are involved in the toxic breakdown of the thousands of
computers.

See Marx, Capital, Volume 1: ―But if a surplus labouring population is a necessary product of accumulation or of the development of wealth on
a capitalist basis, this surplus-population becomes, conversely, the lever of capitalistic accumulation, nay, a condition of existence of the capitalist
mode of production. It forms a disposable industrial reserve army, that belongs to capital quite as absolutely as if the latter had bred it at its own
cost‖
57
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participating in the ―reproduction of the relations of production‖ (Lefebvre 1976). Just as rubbish dumps exist to
manage discarded commodities which are no longer productive of value for capital, those bodies that no longer toil
to reproduce the capital-wage relation are managed away to the marginal spaces of prisons, detention centres, slums
and retirement homes. They are after all just human waste. Indeed, librarians and adult educators—often considered
the last bastion of the liberal professions—have long reinforced, albeit unwittingly, a view of the human as waste.
Lifelong learning and information literacy programs can be seen as a constant reminder that without retraining many
are destined for a life on the scrap heap. For some critics, lifelong learning is simply a capitalist strategy used to
promote the training of previously unskilled manual labourers for the new jobs in the post-industrial, information
society. Indeed, capitalism will continue to be able to valorise itself, in one form or another, as long as people are
actively warding off being discarded as waste. Crucially, it is the threat of waste— a threat of owning obsolete
equipment, possessing an antiquated knowledge or not being utilised for production (and hence not-receiving a
wage)— which provides for capital the continued existence of a population that willingly retrain and reskill in the
endless pursuit of waged work as the sole condition of survival. Indeed, those who fail to acquiesce and are forced to
survive piecemeal by melting down and ―recycling‖ computer components as is common practice in large parts of
the third world provide a very real reminder for those workers that dare to imagine a life beyond the wage relation.
My argument then is that capital‘s endless drive to create free labor for market-mediated production is an ongoing
process of human waste management.
Although we see Wiener‘s ―information ethics‖ as centrally important in an attempt to formulate an ethics
unencumbered by the weight of technological determinism, we are not proposing that Wiener‘s ethics are literally
adequate today. The point, therefore, is not that Wiener was in any way prophetic, but rather that in considering
tendencies in the expansion of capitalism, he saw the field of contestation ultimately unfold on the terrain of nature,
with contestation over ―our mortgaged futures‖ (p.56), for example, emerging from the tensions between an
unremitting process of development and nature‘s ability to sustain such progress. Although it was impossible for
him to perceive just how the automatic age would develop into a full-scale information revolution, his prosaic and at
times nebulous ―information ethics‖ not only attempted to develop an account of the socio-historical complexities
and horrors of progress but did so in such a way that always attended to exploitation (both of nature and of labor) as
characteristics inherent to capitalist social relations but in ways that were constantly evolving and contested rather
than static and trans-historical qualities of the status quo. What Wiener did see, however, was that waste and an ever
increasing spatial division of labor were both central (and potentially ruinous) to the massive expansion of post-war
capitalism. In particular, his emphasis on the dynamic relationship between capital, labor and nature can open space
within information ethics for subsequent writers to develop properly critical understandings of emerging tendencies
in the organisation of capitalist societies and the proliferation of information and information technologies that seem
to be a consequence and a driving force of such reorganization.
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Digital Media: New Selves, New Ethics?
Charles Ess

Abstract:

Digital media ethics addresses central issues such as privacy, copyright, inappropriate content, etc. As is well
known and well explored, our approaches to these issues depends in large measure on the specific ethical
frameworks we use (e.g., deontology, consequentialism, virtue ethics) and how these are shaped in turn by the
underlying norms, practices, and values that vary, often significantly, from culture to culture. Perhaps most
fundamentally, our ethical analyses depend on specific assumptions about the nature of identity and the self as a
moral agent: at the same time, however, these assumptions are comparatively under-explored.
Drawing on both theory and empirical evidence from communication and media studies, I first argue that our
engagements with digital media correlate with foundational shifts in our conceptions of self, identity, and thereby
agency. These shifts interact with changing ethical sensibilities surrounding privacy and copyright, to begin with and raise further questions about the political possibilities of such changing selves. The upshot is that our ethical and
political futures may crucially depend our informed choices regarding media use.

110

Enveloping the world: the constraining success of
smart technologies
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1Research Chair in Philosophy of Information and GPI, University of Hertfordshire; 2Faculty of Philosophy and
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Long abstract
It is a well-known fact, although sometimes underestimated, that AI research seeks both to reproduce the outcome of
our intelligent behaviour by non-biological means, and to produce the non-biological equivalent of our intelligence.
On the one hand, as a branch of engineering interested in intelligent behaviour reproduction, AI has been
astoundingly successful, well beyond the rosiest expectations. Nowadays, we increasingly rely on AI-related
applications (sometimes called smart technologies, though the expression has a wider scope) to perform tasks that
would be simply impossible by un-aided or un-augmented human intelligence. Reproductive AI regularly
outperforms and replaces human intelligence in an ever-larger number of contexts. Edsger Wybe Dijkstra‘s famous
comment that ―the question of whether a computer can think is no more interesting than the question of whether a
submarine can swim‖ is indicative of the applied approach shared by reproductive AI. Next time you experience a
bumpy landing recall that that is probably because the pilot was in charge, not the computer.
On the other hand, as a branch of cognitive science interested in intelligence production, AI has been a
dismal disappointment. Current machines have the intelligence of a toaster and we really haven‘t got much of a clue
about how to move from there (Floridi, Taddeo, and Turilli 2009). Apparently, artefacts can be smart without being
intelligent. Productive AI does not merely underperform with respect to human intelligence; it has not joined the
competition yet. John McCarthy‘s disappointed remarks about Deep Blue‘s victory against Kasparov are
symptomatic of the sort of productive AI that frowns upon reproductive AI. When the warning ―printer not found‖
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pops up on the screen of your computer, it may be annoying but hardly astonishing, despite the fact that the printer
in question is actually right next to it.
The two souls of AI have often engaged in fratricidal feuds for intellectual predominance, academic power,
and financial resources. That is partly because they both claim common ancestors and a single intellectual
inheritance: a founding event, the Dartmouth Summer Research Conference on Artificial Intelligence in 1956, and a
founding father, Turing, with his machine and its computational limits, and then his famous test. It hardly helps that
a simulation might be used in order to check both whether the simulated source has been produced, and whether the
targeted source‘s behaviour or performance has been reproduced or even surpassed.
The two souls of AI have been variously and not always consistently named. Sometimes the distinctions
weak vs. strong AI, or Good-Old Fashioned (GOFAI) vs. New or Nouvelle AI, have been used to capture the
difference. I prefer to use the less loaded distinction between light vs. strong AI (Floridi 1999). The misalignment of
their goals and results has caused endless and mostly pointless diatribes. Defenders of AI point to the strong results
of reproductive AI, which is really weak or light AI in terms of goals; whereas detractors of AI point to the weak
results of productive AI, which is really strong AI in terms of goals. Much of the current debate on the so-called
singularity issue has its roots in such confusion.
In order to escape the dichotomy just outlined, one needs to realise that AI cannot be reduced to a ―science
of nature‖, or to a ―science of culture‖ (Ganascia 2010), because it is a ―science of the artificial‖, to put it with
(Simon 1996). As such, AI pursues neither a descriptive nor a prescriptive approach to the world: it investigates the
constraining conditions that make possible to build and embed artefacts in the world and interact with it
successfully. In other words, it inscribes the world, for such artefacts are new logico-mathematical pieces of code,
that is, new texts, written in Galileo‘s mathematical book of nature.
Until recently, the widespread impression was that such process of adding to the mathematical book of
nature (inscription) required the feasibility of productive or strong AI. After all, developing even a rudimentary form
of non-biological intelligence may seem to be not only the best but perhaps the only way to implement technologies
sufficiently adaptive and flexible to deal effectively with a complex, ever-changing and often unpredictable when
not unfriendly environment. What Descartes acknowledged to be an essential sign of intelligence – the capacity to
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learn from different circumstances, adapt to them and exploit them to one‘s own advantage – would be a priceless
feature of any appliance that sought to be more than merely smart.
Such impression is not incorrect, but it is distracting. For while we were pursuing the task of inscribing AI
in the world, the world itself quietly but steadily begun to change. In order to explain how, let me introduce two
more concepts (Floridi 2007).
Infosphere is a neologism I coined years ago on the basis of ―biosphere‖, a term referring to that limited
region on our planet that supports life. It denotes the whole informational environment constituted by all
informational entities (thus including informational agents as well), their properties, interactions, processes and
mutual relations. It is an environment comparable to, but different from cyberspace (which is only one of its subregions, as it were), since it also includes off-line and analogue spaces of information. It is an environment (and
hence a concept) that is rapidly evolving.
Re-ontologising is another neologism that I have recently introduced in order to refer to a very radical form
of re-engineering, one that not only designs, constructs or structures a system (e.g. a company, a machine or some
artefact) anew, but that fundamentally transforms its intrinsic nature. In this sense, for example, nanotechnologies
and biotechnologies are not merely re-engineering but actually re-ontologizing our world.
These two concepts are not indispensable – the reader is welcome to rely on any other useful shortcuts –
but they are useful to clarify my previous claim, in the following way: digital ICTs are re-ontologizing the very
nature of (and hence what we mean by) the infosphere, while the infosphere is progressively becoming the world in
which we live. It follows that, while we were unsuccessfully pursuing the inscription of strong AI into the world, we
were actually reontologising the world to fit light AI. Especially in recent years, the world as infosphere has been
adapting to AI limited capacities increasingly well. Using a term from robotics, we have been enveloping1 the world
without fully realising it. The example of a dishwasher is elementary but still helpful to make the point. We do not
build robots that wash dishes like us, we envelop microenvironments around simple robots to fit and exploit at best
their limited capacities and still deliver the desired output. It is the difficulty of finding the right enveloping that
makes ironing (as opposed to pressing) so time-consuming.
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Enveloping used to be either a stand-along phenomenon (you buy the robot with the required envelop, like
a dishwasher or a washing machine) or implemented within the walls of industrial buildings. Nowadays, enveloping
the environment into an AI-friendly infosphere has started pervading any aspect of reality and is visible everywhere,
on a daily basis. If driverless vehicles can move around with decreasing troubles, this is not because strong AI has
finally arrived, but because the ―around‖ they need to negotiate has become increasingly suitable to light AI
applications.2 We do not have semantically proficient technologies, but we have accumulated so much data, can rely
on so many humans, and have such good statistical tools that purely syntactic technologies can bypass problems of
meaning and understanding, and still deliver what we need: a translation, the right picture of a place, the preferred
restaurant, the interesting book and so forth. Indeed, some of the issues we are facing today, e.g., in e-health or in
financial markets, already arise within highly enveloped environments in which all relevant (and sometimes the
only) data are machine-readable, and decisions as well as actions may be taken automatically, by applications and
actuators that can execute commands and output the corresponding procedures, from alerting or scanning a patient,
to buying or selling some bonds. Examples could easily be multiplied. It is a trend that is robust, cumulative and
progressively refining: everyday sees the availability of more tags, more humans online, more documents, more
statistical tools, more devices that communicate with each other, 1 In robotics, an envelope (also known as reach
envelop) is the three-dimensional space that defines the boundaries that the robot can reach. 2 See the progressive
successes of the DARPA Grand Challenge. More sensors, more RFID tags, more satellites, more actuators, more
data collected on all possible transitions of any system, in a word, more enveloping.
This is good news for the future of light AI and smart technologies in general, which will be exponentially
more useful and successful with every step we take in the expansion of the infosphere. Enveloping is a process that
has nothing to do with some sci-fi singularity, for it is not based on some unrealistic (as far as our current and
foreseeable understanding of AI and computing is concerned) speculations about some super AI taking over the
world in the near future. But it is a process that raises some challenges. In order to express the one I have in mind,
let me use a parody.
Two people A and H are married and they really wish to make their relationship work, but A, who does
increasingly more in the house, is inflexible, stubborn, intolerant of mistakes and unlikely to change, whereas H is
just the opposite, but is also becoming progressively lazier and dependent on A. The result is an unbalanced
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situation, in which A ends up shaping the relationship and distorting H‘s behaviours, practically, if not purposefully.
If the marriage works, that is because it is carefully tailored around A. Now, light AI and smart technologies play the
role of A in the previous analogy, whereas their human users are clearly H. The risk we are running is that, by
enveloping the world, our technologies might shape our physical and conceptual environments and constrain us to
adjust to them because that is the best, or sometimes the only, way to make things work. After all, light AI is the
stupid but laborious spouse and humanity the intelligent but lazy one, who is going to adapt to whom, given that a
divorce is not an option? The reader will probably recall many episodes in real life when something could not be
done, or had to be done in a very cumbersome or silly way because that was the only way to make the computerised
system do what it had to do. Here is a more concrete, trivial example (philosophically, things are way more
complex). The risk is that we might end up building houses with round walls and furniture with sufficiently high
legs in order to fit the capacities of a Roomba (http://www.irobot.com/) much more effectively. I certainly wish our
house were more Roomba-friendly. The example is useful to illustrate not only the risk but also the opportunity
represented by ICT‘s re-ontologising power and the enveloping of the world.
There are many ―roundy‖ places in which we live, from igloos to medieval towers, from bow windows to
public buildings where corners of the rooms are rounded for sanitary reasons. If we spend most of our time inside
squarish boxes that is because of another set of technologies related to the mass production of bricks and concrete
infrastructures, and the ease of straight cuts of building material. It is the mechanical circular saw that,
paradoxically, generates a right-angled world. In both cases, squarish and roundy places have been built following
the predominant technologies, rather than through the choices of their potential inhabitants. Following this example,
it is easy to see how the opportunity represented by technologies‘ re-ontologising power comes in three forms:
rejection, critical acceptance, and proactive design. By becoming more critically aware of the re-ontologising power
of light AI and smart ICT applications, we might be able to avoid the worst forms of distortion (rejection) or at least
be consciously tolerant of them (acceptance), especially when it does not matter (consider the Roomba-friendly
length of the legs of the furniture) or when this is a temporary solution, while waiting for a better design. In the latter
case, being able to imagine what the future will be like and what adaptive demands technologies will place on their
human users may help to devise technological solutions that can lower their anthropological costs. In short,
intelligent design should play a major role in shaping the future of our interactions with forthcoming technological
artefacts. After all, it is a sign of intelligence to make stupidity work for you.
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Ethics of Cockfight, Botfight and other Fights
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Abstract
In the present age, with the development of autonomous machines, ―botfighting‖, i.e. organizing fights between
robots, is becoming usual. There even exists a Robot Fighting League (cf. http://botleague.net/), which
institutionalizes the organization of botfights. Those fights are essentially public performances, which fascinate
people. Many could argue that there is nothing more in those games than debris of metal scrap and of non living
materials, which is not problematic, except from an economical and ecological point of view. However, the ethical
value of public shows and, more precisely, of the mimetic representation, has long been debated. This dispute could
be prolonged today with the discussion of the ethical value of botfights, which can be assimilated to mimetic
representations. The main interest here is to arbitrate between different possible foundations of robot ethics. From a
pure utilitarian point of view, botfighting looks to be positive, because it leads to increase the pleasure, without
adding any suffering. But, as we shall see in the following, this positive attitude towards botfights opposes to the
feelings of the many people who are shocked by the violence of botfights. We aim to introduce another ethical
perspective, based on Peirce semiotics, from which some excessively brutal botfights can be condemned.

Keywords: cockfight, botfight, robot ethics, utilitarian ethics, semiotics, violence, spectacle.

Who killed Davey Moore
Why an’ what’s the reason for?
―Not me,‖ says the boxing writer
Pounding print on his old typewriter
Sayin’, ―Boxing ain’t to blame
There’s just as much danger in a football game‖
Sayin’, ―Fistfighting is here to stay
It’s just the old American way
It wasn’t me that made him fall
No, you can’t blame me at all‖
Bob Dylan
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Introduction
Let start by reminding the lyrics of the famous Bob Dylan‘s song ―Who Killed Davey Moore‖: ―Boxing ain't to
blame […] Fistfighting is here to stay. It's just the old American way.‖ Undoubtedly, the fights between men,
between animals and between men and animals are part of almost all the human cultures since the dawn of mankind.
For instance, let us recall that fist fights were mentioned on Mesopotamian stone tablets and in Homer's Iliad.
Organized animal fights are also important parts of human cultures. The tauromachy, i.e. bullfighting, is traditional
in Spain, Portugal, south of France and some Latin America countries (e.g. Colombia, Peru, Mexico etc.).
Cockfighting is practiced in many different areas of the world including Asia, North, South and Central America,
Europe, Pacific Islands etc. And, there are also, especially in Asian countries, ―bugfighting‖, cricket fights and
spider fights etc.
In the present age, with the development of autonomous machines, ―botfighting‖, i.e. organizing fights between
robots, is becoming usual. There even exists a Robot Fighting League (cf. http://botleague.net/), which
institutionalizes the organization of botfights. Those fights are essentially public performances, which fascinate
people. Many could argue that there is nothing more in those games than debris of metal scrap and of non living
materials, which is not problematic, except from an economical and ecological point of view. However, the ethical
value of public shows and, more precisely, of the mimetic representation, has long been debated. Let us mention, for
instance, the antique condemnation of the theater by Plato and, on the opposite, the notion of catharsis introduced by
Aristotle to defend the ethical value of the tragedy. This debate could be prolonged today with the discussion of the
ethical value of botfights, which can be assimilated to mimetic representations. The main interest here is to arbitrate
between different possible foundations of robot ethics. From a pure utilitarian point of view, botfighting looks to be
positive, because it leads to increase the pleasure, without adding any suffering. But, as we shall see in the
following, this positive attitude towards botfights opposes to the feelings of the many people who are shocked by the
violence of botfights. In this article, we aim to introduce another ethical perspective from which some excessively
brutal botfights can be condemned.
To approach the problem and analyze the ethical value of botfights in the light of ethical value of combats between
men and of animal fights, this article is divided into four main parts. The first identifies the ethical problem
nowadays with botfights. The second recalls the main ethical issues about fights between men, between animals and
between men and animals. The third investigates the problem of botfights from an ethical point of view. The fourth
proposes a theoretical framework, inspired from the Peirce semiotics. Lastly, we shall conclude on the ethics of
virtual worlds and, more generally, of artificial worlds.
Where is the ethical problem with Botfights?
Botfights
For more than thirty years now, combats between robots are regularly organized by a few institutions (e.g. the Robot
Fighting League) in Japan and in the United States. Usually, those combats are spectacles, which show the technical
qualities of the robots that are fighting as wrestlers or gladiators in arenas or, again, as rikishis on dohyo that are the
rings on which the sumo wrestlers are fighting. Many people, especially youths, adore those combats, which look
innocent, because the robots are just considered as pieces of metal adjusted to each other and controlled by easy to
reproduce computers. Besides, these fights help to promote robotic technologies towards the population, which is
commonly seen as positive. Moreover, the development of such robots requires overcoming many technical
difficulties that constitute a real challenge.
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Among those combats, some are very violent. There, robots are not only proud wrestlers fighting with loyalty and
equal footing, but autonomous weapons designed to be as cruel as possible. They may include all kind of arms 58
designed to destroy more and more, including huge spinning blades, flame-throwers, rams, etc. Specialized
weaponry has even been developed to categorize and inventory those equipments (see wikipedia article on ―Robot
combat‖59). The names of those combat robots suggest the fury and the wildness: Mortician, Nightmare, Mortis,
Trasher, etc. Lastly, the public combats generate noise, flames, destructions and showers of sparks on the rings, with
huge laughs in the audience.
Combat robots vs. robot soldiers
Note that combat robots are not robot soldiers. They do not serve any military purpose; they are not built to make
war or to help armies during a war, but just for the fun and for the sake of pleasure provoked by the spectacle of the
pure fury, of the wildness and of the ferocity. Even if those robots are only inert physical objects and if the ways
they are designed and programmed doesn‘t leave any doubt about their lack of phenomenological consciousness,
their combats and their destruction provokes a feeling of malaise. Furthermore, showing so much violence to the
public, especially to the youth public to which they are usually dedicated, is not a very healthy spectacle. This article
is intended to provide ethical arguments that could lead to condemn some of the more violent botfightings. Doing
so, our goal is neither to attack the botfightings, nor to promote legislation against them, but to discuss ethical
arguments, which could serve as a basis to botfights regulation. In particular, we show that utilitarian ethics is
insufficient to face this problem and to derive ethical arguments in accordance with our intuition, i.e. with our feel of
unease in front of botfights.
Ethical status of this work
Usually, philosophers distinguish four branches of ethics: meta-ethics, normative ethics, applied ethics and
descriptive ethics. Meta-ethics is concerned by the logical status of ethical statements. The normative ethics deals
with the theoretical justifications of the ethical statements, which might be, for instance, hedonism,
consequentialism, deontology, etc. The applied ethics examines particular issues of human life that touch for
instance the reproduction, health, environment, etc., in a philosophical perspective; its goal is to identify the correct
line of action in various fields of activities, from a moral standpoint; there exist many subfields of applied ethics
depending on the domain on which ethics is applied, e.g. bioethics, professional ethics, nanoethics, roboethics,
computer ethics etc. Lastly, the descriptive ethics describes, analysis and explains the rules that people abide.
While this paper deals with some particular field of human activity, i.e. building fighting bots and exhibiting
botfights, its purpose belongs only marginally to the branch of applied ethics. Admittedly, botfighting is a human
activity; therefore, according to the previous definition, the moral judgments concerning botfighting belong to a
branch of applied ethics. However, the direct damages caused by botfightings are minor. After all, there is nothing
more than metal, plastic and silicon chips... Consequently, from a utilitarian point of view, harm is nothing more
than ecological, especially as only a few people are concerned. It may then appear futile to discuss about the ethical
status of botfights. To be clear and to avoid misunderstanding, let precise that the purpose of this article is not
restricted to discuss the specific point of botfights, but it is to clarify the moral arguments that could be used to
determine their ethical status in a way analogous to which command our ethical intuitions, i.e. our feel of unease. In
particular, the utilitarian ethics seems inadequate for that purpose. This is the reason why we attempt to develop a
conceptual argumentative scheme based on the Peirce semiotics. So doing, the purpose of this article belongs also to
58

The interested reader may consult the following websites where he/she could have a look at interesting videos and photographs of botfights
http://www.hardcorerobotics.com/videos.htm,
http://www.wat.tv/video/combots-cup-maker-faire-08-o2j0_2gvqt_.html,
http://www.youtube.com/watch?v=NhTVBHerQ-0&feature=player_embedded#, http://videos.tf1.fr/infos/2010/combats-de-robots-aux-etatsunis-6114815.html, http://www.youtube.com/watch?v=zHZ40lVd2ms&feature=related,
http://www.youtube.com/watch?v=sckCuYiucXo&feature=related, http://www.youtube.com/watch?v=6NNY1_MoAjw&feature=related,
http://www.youtube.com/watch?v=_e4cHWS2758&feature=related,
http://www.youtube.com/watch?v=EtjF6zcx7k8&feature=BF&list=QL&index=1, http://www.youtube.com/watch?v=2upy6FzArws
59
Cf. http://en.wikipedia.org/wiki/Robot_combat
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the branch of normative ethics and even, to many respects, it comes more under the branch of normative ethics than
under the branch of applied ethics.
Ethics of Fights
Ethical Statute of Fights
In almost all human civilization, human and organized animal fights are strictly regulated, except in exceptional
situation, during wars or revolts. For instance, in Roma, the gladiators had to obey to precise rules. Everybody
knows that tauromachy is orchestrated by traditional phases and codified fairway to which the bullfighters need to
conform. The weapons (e.g. ―banderillas‖ and swords) are precisely specified for each step and there is no free
choice there. And, it is similar with cockfights: depending on the geographic areas, either the cocks are equipped
with iron needles to do more harm to their adversaries or they have their claw blunted in order to diminish the
injuries caused by the clashes.
Without going into the details of those different rules, it appears that fights do not leave men indifferent. Some
promote a prohibition, while others defend them as part of cultural identities. The regulatory rules that are enacted
make the combats acceptable by the majority, which certainly explain why they differ so much from one culture to
another. Behind those rules, there are arguments in favor or against the fights. Among the arguments against the
fights are the generated pain, the cruelty and the possible death of the protagonists. In favor of fights, there are not
only the pleasure caused by the spectacle and its cathartic effect, but also the virile virtues of the fighters, which
constitute an example for everybody, and the social cohesion generated by the view of striking scenes, similar to
ritual sacrifices. While the last two arguments, i.e. the virile virtues of the fighters and the social cohesion generated
by the sacrifice, are essentially applicable to traditional societies, the two first, i.e. the pleasure generated by the
show and its cathartic effect, may always be more or less considered as valid in our contemporaneous world.
Nevertheless, as we shall see, the cathartic effect is not borne out by psychological experiments on video games,
movies and other contemporaneous media.
Remark that, despite that one of the main arguments against animal fights is the pain they cause, there have been, in
the past, philosophers who negated beast suffering. It was the case with Descartes and his followers who asserted
(Descartes, 1998) that animals were nothing more than machines, i.e. that they were made up of wheels, tubes and
many other mechanisms. As a consequence, they were not sensitive, but only reactive to physical pressure and
motion. On the contrary, in addition to their physical body, human beings were supposed to own an immaterial soul
linked to the body through the ―pineal gland‖ in the brain. Descartes‘ views about animal insensitiveness were
regarded as counterintuitive by many of his contemporaries, which caused a lively debate in the 17 th and 18th century
French philosophical community between modern rationalists, who thought that animals weren't conscious and so
didn't feel pain, and traditionalists (Bouillet, 1737; Yvon and Bouillet 1798).
Contemporary Arguments about Animal Fights

Arguments against the fights, especially against regulated animal fights (e.g. tauromachy or cockfights), are always
debated. For instance, the Catalonian parliament decided in July 2010 that tauromachy would be prohibited after
2012 in the Catalonian territory, which is a Spanish region. On the same way, in France, according to the Grammont
law that was promulgated in 1850, all animal fights are prohibited, except when it encounters a local tradition. As a
consequence, there are always, in the 21st century, bullfights in the south of France and cockfights in the north of
France. In June 2010, two members of the French parliament, on both sides of the political spectrum, Ms. Geneviève
Gaillard (socialist party) and Ms. Muriel Marland-Militello (conservative party) proposed to vote a law against
tauromachy and cockfights. However, according to well informed sources, it seems that this proposal has no chance
to be voted in the near future.
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This review of ethical arguments in favor or in disfavor of animal fights does not intend to make us to take part to
the dispute, but to show that, over time, the dispute remained while the arguments evolved. At present, it seems that
many of our contemporaries are strongly opposed to animal fights, because of animal suffering. And it goes the
same with human fights, for instance with boxing and wrestling. The cathartic effect does not seem any more to
prevail over the arguments against animal or human fights; no more the educative virtues of fights. For instance,
nowadays, in the case of tauromachy, nobody argues that it acts as an outlet for natural violence and that the show of
animal death contributes to civilize the spectators. Nevertheless, tauromachy is always allowed in many countries.
Nowadays, it appears that the only acceptable motives in defense of animal fights concern tradition, culture and
defense of identity. For instance, while the two above mentioned members of the French Parliament attempted to
prohibit all types of animal fights, and especially tauromachy and cockfight, the tauromachy was officially
registered, in April 2011, as a piece of the cultural immaterial patrimony of France 60.
More generally, today, nobody seriously defends violent spectacles by saying that they contribute to diminish
aggressive behaviors, i.e. by arguing their cathartic effect. One might claim that some people would learn about life
from the show of violence, which could prepare them to confront reality. However, it has been proved (cf. (Villani,
2001) and (Cline & al., 1973)) that, when they are violent, the movies, TV, video and other media influence
negatively our lives. Some children imitate the behavior they see in the movies, especially violent behavior, and
become aggressive. More precisely, researchers have identified three ways in which kids and teens may respond to
high levels of violence: increased fear, desensitization to real-life violence and augmentation of aggressive behavior.
An ethics for BotfigHts
Let us now come back to our main topic that is the ethics of botfights. To do this, let us examine the possible
arguments in favor and in disfavor of botfights by reviewing the arguments in favor and in disfavor of fights
between men, between animals and between men and animals. As it has already been said, the contemporaneous
robots are supposed to be devoid of consciousness. Note that it has not always been the case. One of the most
paradoxical episodes in the quarrel occurred in the mid-18th century when La Mettrie, who was a modern mechanist
philosopher and, consequently, a firm partisan of the Cartesian doctrine, wrote a book (1748) entitled ―Machine
Man‖ (La Mettrie, 1996) where he claimed that not only animals were machines, men were machines too. As a
result, the soul could be reduced to a machine and there was absolutely no difference between animals and men.
And, subsequently, robots, which are nothing more than machines, may produce and possess souls, which is our
contemporary question. Furthermore, the recent progresses of cognitive science and the debates in the philosophy of
mind about the consciousness of robots and its nature render this question current. As a consequence, in the case
where the robots would own an effective consciousness, they could suffer pain, which would feed the debate about
the ethics of botfights.
However, at present, the type of robots that are engaged in botfights is very primitive. The nature of their
consciousness, if they have one, is very restricted. For the sake of clarity, let us recall the different level of
consciousness that have been identified by philosophers (cf. (Floridi, 2005) and (Dretske, 2003)). According to
many of them, for instance to Floridi and Dretske, three types of consciousness have to be distinguished: the
existential consciousness, which corresponds to the behavior as far as it can be perceived by an external observer,
the phenomenological consciousness that covers perception and emotion, and lastly, the reflexive consciousness,
which encompasses the reflexive thinking. In view of their ability to mimics human behaviors, the robots that are
engaged in botfights could act as if they were conscious, but they don't own any phenomenological consciousness
analogous to ours because they don‘t really feel pain in a way understandable to us. Therefore, the main argument
against the fighting men and the fighting animals, i.e. the generated suffering, does not apply to robots.
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See, for instance, http://fr.news.yahoo.com/4/20110422/tts-france-tauromachie-patrimoine-ca02f96.html
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Conversely, among the arguments in favor of the fighting men and the fighting animals, two that are more or less
valid in our world, i.e. the enjoyment for the spectacle and the cathartic effect, could also be valid in case of the
fighting robots. More precisely, as we previously said, the cathartic effect of fights is no longer accepted, because it
has been proved that it didn't exist. On the contrary, it has been proved that violent spectacles augment the fear and
the aggressive behaviors while they desensitize to real life violence. Contrariwise, the enjoyment for the spectacle is
always valid. It fully justifies fights in general, violent movies and media, and, more specifically, the botfights.
Undoubtedly, this argument is valid from an economical perspective. This is certainly the reason why so many
films, TV shows, video games and media are violent. However, it does not constitute, by itself, an ethical argument,
excepted from a utilitarian point of view, because those spectacles lead to increase the pleasure, without increasing
pain.
Therefore, we should conclude to the positive ethical value of fighting bots, because the arguments against, i.e. the
generated pain, disappear, while the arguments in favor, i.e. the increase of pleasure, remain. This would be the
outcome of a purely utilitarian ethics. However, this conclusion does not respond to our intuition and to the feelings
of many people, who are afflicted by the violence of such a show. In addition, let us remark that an important series
of current arguments in favor of animal fights, which is related to the traditions and the defense of cultural identities,
does not apply, because the actual robots are very new.
The gaps between the conclusions of a utilitarian ethics and the experience of the many people who feel hurt by the
violent spectacles are very frustrating. During the past, utilitarians were happy to reach counter-intuitive
conclusions, which proved, according to them, the usefulness of an actual measure of pleasures and pains. However,
with this reasoning, there is a risk to fall in a kind of vicious circle according to which it would be exclusively
possible to prove the ethical value by computing the summation of pleasures and pains. This would be a kind of
circle, because this would lead to deny any ethical value to what could not be reduced to such a computation. In
other words, by postulating that the reckoning of pleasures and pains gives a simple criterion for evaluating the
ethical value, it would lead to reduce all ethical criteria to this computation.
Semiotical Approach of Botfights
Ethical Status of Robots
One argument that could be invoked against the botfights has not been considered in the above mentioned reasoning,
because it does not seem usually to apply to animal fights: it concerns the cruelty and the wildness shown without
restraint in a public spectacle. Even if nobody is suffering from the direct consequences of this cruelty and of this
wildness, many feel that it has to be condemned from an ethical point of view. This argument has not any place in a
utilitarian ethics, because it appears too difficult to actually measure the effects of violent spectacles in terms of
pleasures and pains. Some empirical works try to do it and conclude, with psychological experiments, on the
negative effects of violent spectacles. But, it is not totally conclusive. In addition, according to François Jullien
(Jullien, 1995), it seems that traditional Chinese philosophy was sensitive to the view of animal suffering. However,
none of those arguments is fully convincing from a modern western standpoint. Our goal here is to develop a
rational ethical argumentation against the above mentioned botfights, which is based on the development of
theoretical considerations about the ethical effect of exhibition of violence. To do this, we need a more sophisticated
conceptual apparatus than the only summation of pains and pleasures, which constitutes the exclusive foundation on
which rely the utilitarian ethics. We do it by defining the ethical status of fighting robots.
Accurately, to identify the ethical status of botfights, we claim that the robots and, more generally, the artificial
beings that take part as actors in a public performance, need to be viewed as what they actually are in this show, i.e.
as signs. As a consequence, their ontological status has not to be defined with respect to a presupposed
phenomenological consciousness, but solely with respect to their existential consciousness, in a semiotic
perspective. Let us recall that, in Peirce semiotic theory (Peirce, 1982), signs have a ternary structure that
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distinguishes the sign itself that is sometimes called the Representamen, i.e. the physical signifying element, the
Object, which constitutes the denotation of the sign, i.e. its reference, and the Interpretant on which the sign
determines its effect. For instance, if we consider the American flag, the Representamen is a piece of tissue, with a
well ordered assembly of 50 white stars on a blue background and an alternating of 13 red and white stripes; the
Object is a powerful symbol of Americanism that represents not only the United States of America, but also the
present union of 50 states and the 13 British colonies which originally rebelled against the British Monarchy; the
Interpretant may be any person who look at this flag. Some adore it to the point they display it on vehicles, on
buildings, on gardens, etc. Others hate it, because they view it as a symbol of America, which leads them to burn it.
The fighting robots are exclusively built for public combats. In that way, they have to be distinguished from robot
soldiers, which are designed to destroy and to kill. As a consequence, the ethical status of fighting robots has to
focus on their role in public combats, which is to impress audience by showing warier and hunter qualities, i.e.
courage, endurance, vigor, animosity, etc. So, to determine their ethical status it is better not to regard their actual
effects, but what they represent. In other words, the best is to assimilate them to signs, i.e. to representations, and to
analyze their function by reusing the Peirce semiotics framework. Note that this interpretation is restrictive. On the
one hand, it does not take into consideration the physical destruction of other robots, which has ecological
consequences that are of ethical concern. On the other hand, the soldier robots or the use of fighting robots in the
outside world is not taken into consideration within this framework. Those two ethical consequences can be
analyzed with more classical framework, while the case of botfights is more difficult to satisfyingly elucidate, within
those classical frameworks. This justifies our effort to build another ethical framework based on Peirce semiotics.
Semiotic Status of Botfights
Let us now examine the semiotic status of fighting robots by assimilating them to signs and by making reference to
the status of signs in the Peirce semiotics. The fighting robots that are constituted by assemblies of metal, silicon
chips, plastic etc., are physical signs, i.e. Representamen; as such, they are the analogous of the piece of tissue for
the American flag. The Objects to which the fighting robots refer are some artificial beings, which correspond to
their existential consciousness, i.e. to the intentional systems to which their behaviors are attributed. During the
combats, not only the fighting robots are physically hurt, but also those existential beings. The third and last
component of signs is the Interpretant; in the event of fighting robots, Interpretants are the spectators watching the
performance. They may be afflicted by the violence of the combats.
More precisely, in the case of rampage and of physical destruction, the physical robots that are damaged, i.e. the
Representamen, can be easily replaced. The negative consequences are material; the damage is ecological, which
may have an ethical dimension, as earlier mentioned, but this does not exhaust the ethical issues of botfights.
Even if the Objects, i.e. the artificial beings to which refer the robots, are affected, they don‘t really experience pain
like us, so they don‘t need to be taken into consideration. No serious damage affects those artificial beings. As a
consequence, the Objects, i.e. the artificial beings to which refer the robots, are not to be taken into consideration
here.
Lastly, the Interpretants, that are, in this instance, the members of the audience for which the robots are designed
and by which their meaning is determined, suffer the consequences of the violence of the show. The watchers are
affected by the violence of the spectacle. The above mentioned empirical works of psychology (Villani, 2001; Cline
& al. 1973) prove that the spectacle of the violence perturbs the individuals. The violent combats contribute to
augment fear, to attenuate the reaction to real-life violence and to increase the aggressiveness. Independently of
those empirical justifications, it is also possible to achieve a philosophical analysis, by reference to Emmanuel
Levinas. Without going into details, the ability to open his mind to the others, that is to say to what Levinas
(Levinas, 1961; 1990) could have named ―the face of the Other‖ or the ―Epiphany of the Other‖, cannot remain
intact after having watched such fury and ferocity. Consequently, the spectators of botfights, who correspond to the
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Interpretants of fighting robots viewed as signs, in a semiotics perspective, are directly affected by the violence of
the spectacle.
An ethics for artificial worlds
To conclude, the conceptual apparatus based on Peirce semiotics that we have roughly sketched here can be
generalized to artificial worlds. Not only the botfights and the robot spectacles can be approached with it, but also
the virtual worlds as Second Life and, more generally, all the artificial worlds that are built for the spectacle.
We claim – and we hope to have clearly shown – that the botfights reveal the limits of an ethics that would be
restricted to utilitarian arguments. We could also imagine more abstract situations where the utilitarian ethics are
helpless. It is the case, for instance, of the virtual pornography, and, more precisely, of the virtual pedophilia, where
the images of children are only computer programs, without reference to real persons. In an excellent paper that has
appeared in a recently published book edited by Charles Ess and May Thorseth, and that is entitled ―Virtual Child
Pornography -Why Images Do Harm from a Moral Perspective‖ (Strikwerda, 2011), Litska Strikwerda develops
similar arguments to ours by showing that the question of virtual child pornography is analogous. More precisely, in
the case of traditional child pornography, the main ethical argument is that children who were involved into the
movies are harmed, because, being used for commercial prospects, their images are sullied and corrupted. In the
event of virtual child pornography, the argument falls down, because no individual is sullied and corrupted, since the
image is nothing more than bits, without reference to any actual person. From a utilitarian point of view, it appears
that nobody, i.e. no identifiable person, suffers, except virtual children, which are the denotations of the images.
Does it really mean that virtual child pornography does not offend anyone? This would have been the conclusion of
a pure utilitarian ethics, because the watchers augment their pleasures without harming anybody, i.e. without
increasing the pains. Nevertheless, many people feel that this virtual child pornography has to be condemned from
an ethical point of view. It then appears necessary to develop a conceptual apparatus that helps to justify this
condemnation. We claim that the conceptual apparatus that we developed to identify the ethical status of botfights
could be reused for virtual child pornography.
In this respect, our work constitutes a primary reflection in which we try to establish the theoretical grounding of an
ethics of the artificial world in general, and of the virtual world in particular. Our intuition is that this ethics is not
reducible to Floridi‘s information ethics, even if it is not incompatible with it. This opens new perspectives in which
we would like to go in depth in the future.
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Abstract
The present essay is organized into five main sections. We begin with a few preliminary remarks about ―cloud
computing,‖ which are developed more fully in a later section. This is followed by a brief overview of the evolution
of Helen Nissenbaum‘s framework of ―privacy as contextual integrity.‖ In particular, we examine Nissenbaum‘s
―Decision Heuristic‖ model, described in her most recent work on privacy (Nissenabum 2010), to see how it enables
the contextual-integrity framework to respond to privacy challenges posed by new and emerging technologies. We
then apply that heuristic device to questions surrounding one aspect of cloud computing – viz., ―cloud storage‖
technology. In particular, we focus on current practices affecting Google Docs as an instance of a cloud-storage
system.
Keywords
Cloud computing, Google Docs, Privacy as Contextual Integrity, Cloud storage

INTRODUCTION
The brave new world of Cloud Computing offers many new benefits provided that the privacy and security
risks are recognized and effectively minimized. (Ann Cavoukian, 2008: 26).
A right to privacy is neither a right to secrecy nor a right to control but a right to appropriate flow of
information…but what this amounts to is a right to contextual integrity and what this amounts to varies
from context to context. (Helen Nissenbaum, 2010: 127, Italics Nissenbaum)
In this essay, we apply Helen Nissenbaum‘s theory of privacy as contextual integrity to ―cloud computing.‖ In a
previous work (Grodzinsky and Tavani, 2009), we examined some implications of that privacy framework for
another relatively recent technology: blogging. However, in that essay, we worked mainly from the account of
contextual integrity in three of Nissenbaum‘s earlier works (1997, 1998, 2004). Here, we draw from a revised,
expanded, and more robust account of the contextual-integrity framework included in Nissenbaum (2010).
We begin with a brief analysis of what is meant by ―the cloud‖ in the context of computing. Next, we examine
Helen Nissenbaum‘s framework of ―privacy as contextual integrity‖ and describe some ways that it has evolved in
her recent book (Nissenabum 2010). In particular, we examine Nissenbaum‘s ―Decision Heuristic‖ model, which is
designed to respond to privacy challenges posed by new and emerging technologies, such as cloud computing.
Before directly applying that model, however, we first differentiate among three distinct ―delivery models‖ and three
distinct ―deployment models‖ of cloud computing; we then focus our attention on systems and practices surrounding
cloud-storage technology in the context of a ―software as a service (SaaS) Private Cloud.‖ In the final section, we
apply Nissenbaum‘s decision heuristic to some specific questions affecting Google Docs, as one example of a cloudstorage system.

126

COMPUTING AND ―THE CLOUD‖: SOME PRELIMINARY REMARKS
What, exactly, is cloud computing? Although it is difficult to give a precise definition of cloud computing,61 some
examples of this technology include: web-based email services such as Yahoo; photo storing services such as
Google‘s Picassa; online computer backup services such as Mozy; and file transfer services such as YouSendit
(Privacy Rights Clearinghouse: 2008). Major corporations that currently dominate the ―cloud computing space‖
include IBM, Yahoo, Google, IBM, Amazon, Oracle, and Microsoft.
Knorr and Gruman (2010) point out that ―the cloud‖ has been used as a ―metaphor for the Internet.‖ They also
note that when applied to computing, the cloud can have two different meanings, one which is very narrow and one
which is very broad. In its narrow sense, the cloud is often defined as an ―updated version of utility computing,‖
which is roughly equivalent to the kinds of ―virtual servers available over the Internet.‖ In the broader sense of cloud
computing, the cloud refers to any computer resources that are used ―outside the firewall,‖ which can include
conventional outsourcing of information-technology-related services. In both cases, users have very little ―control
over or direct knowledge about how their information is transmitted, processed, or stored‖ (Privacy Rights
Clearinghouse (1). This, of course, raises concerns for personal privacy.
According to the Privacy Rights Clearinghouse, a serious problem with cloud computing that needs to be
answered from the perspective of personal privacy is: How does the host protect the user‘s data? Other, related
questions, which affect both the integrity of, and users‘ access to, data in the cloud include: (i) Who owns the data?
(ii) Can the host deny a user access to his/her own data? (iii) If the host company goes out of business, what happens
to the users‘ data? (Privacy Rights Clearing House)
Although cloud computing clearly raises some serious concerns for users, we can also ask which kinds of
advantages, if any, this technology may offer them. According to Cavoukian (2008), the Cloud offers flexibility and
security to users who no longer have to worry about how to protect their data. It allows users to access their data via
the Internet and enables users to work on local, less expensive platforms. While this is very appealing to business
owners, who are relieved of the burden of securing data, it can only be effective if users trust their cloud service
providers. But is their data secure in the cloud? Pieters and van Cleeff (2009) worry about the ability to secure data,
including a user‘s personal data, because of what they call the ―deperimeterization‖ of information security, which,
they believe makes it difficult to measure risk for achieving adequate security. A similar concern is also raised by
Zeng and Cavoukian (2010) who worry about the ―blurred security perimeter.‖ And Cavoukian (2008) further
argues that for cloud computing to be fully realized, users will have to have confidence that their personal
information is protected and that their data in general is both secure and accessible. 62 We believe that this is a key
challenge for the efficacy of cloud computing in general and cloud storage in particular.
THE EVOLUTION OF THE CONTEXTUAL-INTEGRITY FRAMEWORK
Nissenbaum‘s privacy framework has evolved over the past fifteen or so years, as illustrated in a series of journal
articles and other published works. In her essay ―Privacy as Contextual Integrity,‖ Nissenbaum (2004) expands upon
some core concerns affecting (what she calls) ―the problem of privacy in public,‖ which she introduced in two
earlier essays (Nissenbaum 1997, 1998). Her theory (as expressed in Nissenbaum 2004) is based on two principles:
(i) the activities people engage in take place in a ―plurality of realms‖ (i.e., spheres or contexts); and (ii) each realm
has a distinct set of norms that govern its aspects. Nissenbaum argues that norms affecting these two principles both
shape and limit our roles, behavior, and expectations by governing the flow of personal information in a given

Zeng and Cavoukian (2010: 3) describe ―the Cloud‖ as ―a broad, loosely-defined construct,‖ which refers both to ―services accessed via, and
delivered through, the Internet and the hardware and system software in remote datacenters that provide those services.‖ Zeng and Cavoukian
also believe that cloud computing ―changes the way we think about computing by decoupling data processing, data retention, and data
presentation – in effect, divorcing components from location.‖
61

Cavoukian (11) believes that the ―full potential of the cloud‖ will be realized when users can ―seamlessly tap into and combine a wide range of
online services‖ beyond those limited to laptop and desktop computers. For example, they could access data from cell phones, personal digital
assistants, smart cards, etc.
62
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context.63 There are two types of informational norms in Nissenbaum‘s privacy scheme: (a) norms of
appropriateness, and (b) norms of distribution. Whereas the first of these determines whether a given type of
personal information is either appropriate or inappropriate to divulge within a particular context, the second set of
norms restricts the flow of information within and across contexts. When either of these norms is ―breached,‖ a
―violation of privacy occurs‖ (Nissenbaum, 2004: 125).
We have argued elsewhere that one virtue of Nissenbaum‘s theory is that it illustrates why we must always attend
to the context in which personal information flows, not the nature of the information itself, in determining whether
normative privacy protection is needed.64 Although we argued in a more recent work (Grodzinsky and Tavani 2009)
that the contextual-integrity framework could also inform the privacy debate affecting a relatively recent technology,
viz., blogs and the blogosphere, we also noted that critics might object that the contextual-integrity model is not
easily adaptable to new technologies that emerge in which no clearly articulated practices, expectations, or norms
govern the flow of personal information. Nissenbaum (2010) anticipates this kind of criticism affecting the
application of her framework to new and emerging technologies by acknowledging a ―blind spot‖ in her original
privacy framework. In response to her potential critics, Nissenbaum puts forth a ―Decision Heuristic‖ that addresses
such attacks head-on.
Nissenabum (2010: 148) notes that the contextual-integrity framework can ―guide an assessment‖ of a
―problematic new practice resulting from the development of a novel technical device or system‖ by asking the
question: ―Does the practice in question violate any context-relative informational norms.‖ She notes that these
norms, in turn, are characterized by ―four key parameters: contexts, actors, attributes, and transmission principles‖
(Nissenbaum: 140). Whereas contexts are the ―backdrop of informational norms,‖ actors can be understood in terms
of three components: ―senders of information, recipients of information, and information subjects‖ (141).
―Attributes‖ can be understood as a ―type or nature of information,‖ while transmission principles serve as a
―constraint on the flow of information…from party to party in a context‖ (143-145, Italics Nissenbaum).
NISSENBAUM‘S ―DECISION HEURISTIC‖
A key objective of Nissenbaum‘s ―decision heuristic‖ is to provide an approach that enables us both to: (a)
understand the ―source or sources of trouble in new and emerging technologies,‖ and (b) evaluate the ―system or
practice in question‖(Nissenbaum, 2010: 181). Her decision heuristic includes a series of guidelines articulated in
nine steps:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Describe the new practice in terms of information flows.
Identify the prevailing context… and identify potential impacts from contexts nested in it…
Identify information subjects, senders, recipients.
Identify transmission principles
Locate applicable entrenched informational norms and identify significant points of departure.
Prima facie assessment…A breach of information norms yields a prima facie judgment that contextual
integrity has been violated because presumption favors the entrenched practice.
Evaluation I: Consider moral and political factors affected by the practice in question…
Evaluation II: Ask how the system or practices directly impinge on values, goals and ends of the context...
On the basis of these findings, contextual integrity recommends in favor of or against systems or practices
under study.... (Nissenbaum: 182)

We will see that the criteria included in Nissenbaum‘s heuristic device are especially helpful in analyzing some
privacy concerns that arise in the case of cloud computing. The first five steps or components in this model are
―descriptive‖; they help us to gain a clear understanding of the features in a new technology (such as cloud
The contextual-integrity model proceeds on the assumption that there are ―no areas of life are not governed by norms of information flow‖
(Nissenbaum 2004: 137).
64
See, for example, Grodzinsky and Tavani (2005, 2008), where we argued that rather than focusing on the nature of the information included in
a ―P2P situation‖ or context – i.e., asking whether or not it should be viewed as private – we can ask whether P2P situations (or contexts in
general) deserve protection as ―normatively private situations.‖ We also showed that ―situations‖ (Moor 1997) are analogous to ―contexts‖ in
Nissenabum‘s scheme. Some similarities and differences between Nissenbaum‘s and Moor‘s context-based privacy theories are examined more
fully in (Tavani, 2007, 2008a, b).
63
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computing) that may have implications for privacy. Steps 6-9, on the contrary, are essentially normative in nature
since they guide us in evaluating the features and practices associated with a new technology.65
APPLYING NISSENBAUM‘S ―DECISION HEURISTIC‖ TO CLOUD COMPUTING
As noted above, the concept of ―cloud computing‖ is multi-faceted and thus complex. This can make it difficult to
analyze the cloud in terms of a single context or even in terms of a simple model. Zeng and Cavoukian (2010: 3-4)
differentiate three distinct delivery models for cloud computing: (1) Software as a Service (or SaaS), which ―delivers
applications to consumers (either individuals or enterprises) using a multitenant architecture‖: (2) Platform as a
Service (PaaS, which delivers ―delivers development environments to consumers‖; and (3) Infrastructure as a
Service (IaaS), which delivers resources such as servers, connections, and related tools necessary to build an
application from scratch.‖ The authors also distinguish three deployment models for the cloud: (a) the ―Public
Cloud,‖ which is ―provided by an off-site third-party environment service provider who shares resources in a
multitenant operating environment, and bills on a utility computing basis‖; (b) the ―Private Cloud,‖ which is
―provided by an organization or its designated service provider and offers a single-tenant operating environment:;
and (c) the ―Hybrid Cloud,‖ which is ―a composition of two or more Clouds (public or private) that remain unique
entities but are bound together by standardized or proprietary technology that enables data and application
portability‖ (Zeng and Cavoukian, 2010:4). Using this model, the contexts of the Cloud are shown in Table 1.

SaaS—Public Cloud
SaaS—Private Cloud
SaaS—Hybrid Cloud

PaaS—Public Cloud
PaaS—Private Cloud
PaaS – Hybrid Cloud

IaaS—Public Cloud
IaaS—Private Cloud
PaaS—Hybrid Cloud

Table 1
We can now see why it is difficult to determine what, exactly, the ―context‖ of the cloud would be. It might be
that it is made up of several contexts, depending on the type of delivery model identified in the table above.
However, we focus our analysis on the concept of cloud storage, as the aspect of cloud computing that most
significantly affects the privacy of personal information and accessibility of data. In this context, the ―cloud‖ is a
repository in which one‘s data is stored – i.e., residing in a ―space‖ or a ―device‖ that is geographically remote from
and independent of the hard drive or the storage device on (or connected to) one‘s physical personal computer. We
examine Google Docs as an instance of a cloud-storage system. Using the categories articulated in Table 1, we
would classify Google Docs as SaaS, because it: (a) provides tools to create applications, and (b) is a repository for
the user‘s data. We further classify Google Docs as private – i.e., a private SaaS – because one is required to sign up
for this service and consent to its policy; it is also password-protected and is under the rubric of Google, which is a
corporation. However, we should note that Google Docs is also a free service that anyone can use.
The primary question associated with an evaluation of Google Docs vis-à-vis Nissenbaum‘s framework is: Which
kinds of ―context-relative informational norms‖ apply? Also, are there any clear bounds prescribing this context? It
is in the application of Nissenbaum‘s heuristic to Google Docs that we can ultimately determine whether cloudstorage technology has changed our understanding of data storage from the perspective of personal privacy.
GOOGLE DOCS AND THE CONTEXTUAL-INTEGRITY FRAMEWORK
In addition to briefly examining Google Docs as one instance of a cloud- storage system, we also examine Google‘s
privacy policy and consider how the privacy parameters governing that storage context have evolved thus far. We
then ask: In which ways does storing one‘s personal data in the Google Docs cloud threaten personal privacy? In
particular, we ask whether this specific cloud-storage context can satisfy the privacy requirements specified in
Nissenbaum‘s contextual-integrity framework vis-à-vis her decision heuristic.

65

For some additional accounts of how normative features and values embedded in a particular technology can have privacy implications, see
Brey (2000) and Friedman et al. (2008); Friedman et al. use cookies technology to illustrate this connection.
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Google Docs can be viewed as an example of a Web-based application that allows users to create and edit
documents online. It is also a document-sharing service that allows users to collaborate with others in real-time
activities that include word processing, spread sheets, presentation, and data storage. Earlier, we saw why Google
Docs can also be viewed as a (private) ―software as a service‖ (or SaaS) version of cloud computing.
We begin our analysis by noting that Google Docs purports to be sensitive to the privacy concerns of its users.
When, in March 2009, Google reported that a bug in Google Docs had allowed unintended access to some private
documents, and it was estimated that ―0.05% of documents stored via the service were affected by the bug, Google
claimed that the bug had been fixed within a few days (Breitbart, 2010). However, in regards to ―personal account‖
information, Google Docs includes the following statement with respect to ―Privacy and Security: Personal Account
Information‖:
We may use information that is not personally identifiable to improve the quality of other Google services
and provide you with a seamless experience when using multiple Google products. Please be assured that
we don't rent or sell your personally identifying information to other companies or individuals without your
explicit consent. (http://docs.google.com/support/bin/answer.py?answer=47585&ctx=sibling)
Does this policy satisfy the requirements specified in the contextual-integrity framework? First, we should point
out that Google‘s policy does not state explicitly what is meant by, or included under the category, ―personally
identifiable information.‖ Providing a precise definition of what counts as information that is personally identifiable
has not always proved easy, and perhaps it would be unfair to hold Google to a higher standard here. But even
assuming that such a definition could, in principle, be achieved, it would not necessarily resolve the questions
affecting the contextual-framework model. Recall that in Nissenbaum‘s scheme, protecting the privacy of
individuals cannot necessarily be reduced to merely protecting ―personally identifiable information.‖ For example,
information that may not be readily viewed as ―personally identifiable,‖ as well as information about persons that
may seem innocuous needs to be protected in a specific context to fully enjoy ―integrity.‖ As Nissenbaum points
out, it is not simply the kind of personal information – i.e. information that is intimate, confidential, or sensitive –
that needs protection; it is also information pertaining to persons that easily shifts between contexts with little or no
normative protection that can be problematic.
Google Docs in particular, and cloud-storage systems in general, are examples of what Nissenbaum calls ―sociotechnical‖ systems/practices: technical systems as they function in ―social contexts‖ (184). These systems can affect
a range of contexts in a variety of ways, much in the same way that Nissenbaum notes that telecommunications
systems do, because they also depend on ―a host of factors.‖ She goes on to note that for technologies of this type,
―the ideal is flexibility in how well they are adapted to particular contexts so the flows of information may be
tailored according to the requirements of entrenched informational norms‖ (184-185). Nissenbaum uses the example
of Caller ID as an instance of how the telecommunications industry was able to design into their systems some finetuned settings responding to challenges that threatened contexts of social life. In the same way, the cloud-storage
industry may follow the telecommunications field in offering technical services that also respect the integrity of
social life. Has it? We will use Nissenbaum‘s heuristic to approach this question.
Socio-technical systems and practices need to be analyzed not only from descriptive aspects (included in Steps 15) of the ―decision heuristic,‖ but also in terms of their relevant moral and political implications. This involves
applying Steps 6-9 to the socio-technical practice under consideration – in this case, concerns affecting cloud storage
practices on Google Docs. In some respects, we have already addressed key elements in the descriptive components
of the heuristic contained in the first six steps in our earlier discussion of cloud storage. For example, we have
described cloud storage in terms of its ―information flows‖ and we have identified the ―information subjects,
senders, and recipients‖ involved. We have also identified the ―transmission principles‖ and located the ―applicable
entrenched informational norms‖ that pertain to data storage. But we have not yet determined whether cloud-storage
systems in general, or Google Docs in particular, either defy or breach any of the ―entrenched norms‖; so it is
difficult for us to make the ―prima-facie assessment‖ (described in Step 6) at this point. To determine whether
contextual integrity is violated in cloud-storage practices affecting Google Docs, we will need to proceed directly to
the evaluative criteria included in Steps 7-9 of the decision heuristic.
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In Step 7, the first level of evaluation, Nissenbaum asks us to consider what kinds of harms – specifically, which
kinds of threats to autonomy and freedom – the socio-technical system in question poses. For example, what
implication might practices affecting Google Docs have for ―justice, fairness, equality, social hierarchy, democracy,
and so on‖ (182). Nissenbaum notes that whereas in some cases, the implications for these factors may be clear cut,
in many cases further evaluation is required; this, in turn, is carried out at Step 8, where Nissenbaum invites us to
consider how a system or practice, such as storage of data on Google Docs, ―directly impinges‖ on ―values, ends,
and goals of the context‖ (182). Finally, at Step 9, we are asked to make a recommendation for or against the sociotechnical system/practice, based on the findings acquired from the two previous evaluative steps.
It is not clear to us, on the basis of what we have seen thus far that contextual integrity is violated in the Google
Docs ―cloud storage context‖. We distinguish Google Docs as a distinct context (SaaS-Private) that is based on a
particular set of practices involving cloud- storage systems in general. We have seen that Google has a specific
privacy policy that is arguably transparent and is designed to protect personally identifiable data that resides in its
space. Its goal is to offer a free service, to all who sign up, and to enable users to have control over their own data.
On our view, Google has met each of these goals. But we have also seen that Google Docs is not impervious to bugs
(and from potential cyber attacks) that threaten the integrity of the data stored in its space. This concern, however, is
as much a worry from the perspective of security as it is from privacy; and given Google‘s timely response in 2009
to fixing the bug in its system, it would seem that this company takes the privacy interests of its users (in its cloud
storage space) seriously. So based on our analysis, thus far at least, of Google Docs vis-à-vis Nissenbaum‘s
decision heuristic, it would seem that the contextual-integrity framework would ―recommend in favor of‖ this
context.
However, we have also seen that there are a wide variety of cloud-storage systems and practices (based on the
scheme we articulated in Table 1, which identified nine distinct contexts). So, we cannot infer that every
permutation of SaaS, or even every instance of Saas-Private, storage-device systems will satisfy the privacy
requirements for the framework of contextual integrity. In fact, the decision heuristic would have to be applied to
each distinct context and possibly extended to the applications that impact stored data. We should also note that
Google Docs, while seeming to comply with the requirements of contextual integrity at present, could conceivably
modify it practices for data storage at some future point in time in ways that would defy or violate one or elements
in Nissenbaum‘s decision heuristic. So, any conclusion we reach about privacy in the context of cloud storage
(systems and practices) must be guarded, as it is limited to our analysis of current practices involving Google Docs.
On the other hand, however, it is encouraging for users who wish to turn to the Cloud as a repository for storing
their personal data to know that Google Docs currently operates in ways that satisfy the criteria specified in the
framework of privacy as contextual integrity.
CONCLUSION
We have examined some aspects of cloud computing from the perspective of personal privacy. In particular, we
examined systems and practices affecting cloud storage from the framework of Nissenbaum‘s decision heuristic for
her theory of privacy as contextual integrity. We applied Nissenbaum‘s model to Google Docs, as an example of a
socio-technical system/practice involving cloud storage. We believe that Google Docs conforms to the requirements
of the decision heuristic within the framework of contextual integrity. However, we also saw that there are other
variations of cloud storage in which the practices used may not necessarily comply with these standards. So, any
conclusions drawn about privacy in the context of cloud-storage systems in general must be tentative, even if we can
affirm the privacy practices involving Google Docs.
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ABSTRACT
Technology enables and society demands us to spend ever greater time interacting with informational technologies.
As a result, people are required to express, expose and extend themselves into virtual environments. These new
practices may not be morally problematic in-and-of themselves, but they potentially open up individuals to a host of
novel threats. While some of these threats may not be of great moral concern, others may be. I present an account of
identity as cognition that argues that avatars are part of a person‘s identity and as such real moral problems arise if
an avatar is harmed or wrong in a virtual environment. This cognitive account of identity is allows us to see where
the moral concerns for avatars arise, and so presents a foundation to begin design laws and technologies such that
such virtual harms and virtual wrongs do not occur.

Keywords: Identity; cognition; virtual harms; virtual wrongs; avatars

INTRODUCING THE PROBLEM OF VIRTUAL HARMS AND VIRTUAL WRONGS
Technology enables and society demands us to spend ever greater time interacting with informational technologies.
As a result, people are required to express, expose and extend themselves in virtual environments. These new
practices may not be morally problematic in-and-of themselves, but they potentially open up individuals to a host of
novel threats. While some of these threats may not be of great moral concern, others may be. Yet this raises two
problems – can we determine if events in virtual environments present us with real moral concerns. And, if so, how
do we differentiate between the incidents of real moral concerns and those that are of negligible concern?
To look more closely at the real and imagined concerns posed to individuals in virtual environments, I
explore two case examples which have occurred in virtual environments, in which moral wrongs have been said to
occur. In particular, these two cases concern ‗virtual wrongs‘ which may parallel two moral wrongs that most people
consider uncontroversial wrongs in the real world – rape and slavery.
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After discussing the two case examples, I introduce identity as a process, in particular, a cognitive process.
I believe that identity, when understood as a cognitive process, illuminates some of the moral concerns underpinning
the case examples of virtual rape and virtual slavery. The frame of identity highlights particular values which we
need to attend to assess whether we ought to develop organised responses to similar cases. Using examples from
philosophy and psychology I argue that identity needs to be understood as cognitive, and then show how this is
relevant to the some of the issues concerning avatars.
Finally, I attend to three concerns that arise from such an analysis. Firstly, does talking about the cases in
question trivialise real world harms and wrongs like incidences of rape and slavery? Secondly, do wrongs committed
in virtual environments warrant moral concern? Finally, what I take to be the hardest of the three problems, is what
form of practical guidance can such an analysis can offer?

PART 1: VIRTUAL RAPE, VIRTUAL SLAVERY, REAL HARMS, REAL WRONGS?
I take that if there were a list of events or actions that qualify for the term ‗morally wrong‘, the inclusion of rape and
slavery would be uncontroversial. This is not to say that describing what counts as rape or slavery is easy: like any
list of necessary and sufficient conditions, fully describing rape or slavery66 is going to be problematic; they are
likely to be open questions. Far less controversial is that rape and slavery are serious moral wrongs. So much so, that
they are often provided as paradigm examples of moral wrongs, things that what we ought not do and what we ought
to prevent. And like so many other moral issues, the recent historical development of information technologies
forces us to revisit existing moral discussions.
In perhaps the first discussed case of virtual rape, in 1992 two people were virtually raped in a text based
online environment called LambdaMOO (Wolfendale, 2007). More recently, a number of virtual rapes were alleged
to have occurred in the online world of Second Life, which is inhabited by avatars (Lynn, 2007). Rather than the text
based environment of the older LambdaMOO interface, the Second Life cases involved avatars as physical
representations within a virtual space. However both cases involved the one person forcibly engaging another in
sexual activity against the other‘s will. Do these incidents count as something of moral concern, or is it merely
hyperbole? I believe that these incidents do count as morally problematic, and I believe that one way of explaining
the source of moral concern is through cognitive identity.
More recently, controversy arose over the ability of people to ‗unlock‘ avatars in computer games, such as
the game ‗Guitar Hero‘ (Knopper, 2009, Kreps, 2009`). In these cases, well known musicians have avatars that play
their own songs in virtual concert environments. These avatars are intended to bear a strong visual resemblance to
the real life musicians. However, it is immediately obvious that these avatars are not the real performers– it would

I do not want to enter into a discussion of the what does and doesn‘t count as rape or slavery – I think that one person forcing another against
their will into sexual activity would be reasonably similar to what most people would consider rape, and slavery would be something like the
contracted and irreversible ownership of one person by another.
66
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be practically impossible for anyone to reliably claim that they truly believed that the avatar was, in fact, the actual
musician playing the songs.
The controversy here arose because the musician‘s avatars can be ‗unlocked‘ such that the range of songs
playable by the avatar are greater than that originally intended or expected by the musicians (or their proxy 67). These
musicians describe themselves as ‗mortified‘ (Knopper, 2009) by the uncontrolled use of their avatars, but are such
concerns morally valid? While the problem of avatars and their uses in these later cases may be resolvable in
legalistic sense, by looking at the particulars of the various contracts, an interesting moral question is raised: should
another have control over a real person‘s avatar and if so, to what extent? Consider a future where people are
required to have a single avatar as necessary to be conduct the majority of work and social activities, but these
avatars remain the property of a particular software company. Put in this way, the contracted ownership of another‘s
avatar begins to resemble contracts to slavery, producing the situation of virtual slavery. Likewise, in the earlier case
of the virtual rape, I believe cognitive identity shows that there is some moral foundation to these claims that
something of moral concern has happened. However, as I will explain in Part 3, by understanding the harms and
wrongs through identity and cognition, describing the particular musician‘s experiences as virtual slavery is
inaccurate.
Finally, I believe that this is a live issue. While the cases discussed are quite narrow and particular, they do
point to a larger problem: As we spend more and more time online and in other virtual environments, we may
encounter many analogous cases. It‘s probably not far off that networked social media make greater use of animated
avatars. Likewise, it seems probable that new generation online environments may use avatars with the likenesses of
real individuals to become regular meeting places for business and social activities. Parallel with these new
capabilities come the potential for many more individuals to be exposed to threats like virtual rape, or other virtual
wrongs. In order to confront these problems, and perhaps to design for them in advance, we need a developed
framework to provide a moral foundation that can deal with such threats. Again, I believe that cognitive identity
presents one part of such a framework.

This point between the musician and the proxy is highlighted as in one case, concerning the band ‗No Doubt‘, the musicians themselves have
openly stated that they didn‘t intend, and thus don‘t want their avatars to be playing the additional songs. In the second case, the widow of the
deceased musician Kurt Cobain acted as proxy in the development of his avatar.
67
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PART 2: IDENTITY, COGNITION AND AVATARS
In this section I argue that identity is not a state but a process, that this process is a cognitive process and that avatars
can be part of a person‘s identity. As such, if we care about foundational moral values like suffering or basic
recognition, then we ought to consider harms and wrongs to avatars as legitimate moral concerns. Before discussing
identity as a process, I wish to highlight that identity is a term that tracks to a host of different concepts – ‗personal
identity‘ for persistence through time, ‗group identity‘ for the groups that a person identifies and is identified with,
‗essentialised identity‘ when reducing a person to a particular attribute or set of attributes, and ‗character identity‘
for the psychological aspects, the character of a person. 68 This character identity is what I want to focus on in this
paper. As I show, character identity is of moral concern, as character identity can explain the suffering and
recognition underpinning both utilitarian and liberty based accounts of ethics.
So, what is character identity? Aristotle‘s account of happiness and virtuous character held that we only
become happy or virtuous through living a good life or repeating virtuous action – ―one day, or a short time, does
not make a man blessed and happy‖ and ―it is by doing just acts that the just man and is produced, and by doing
temperate acts the temperate man‖ (Aristotle and Ross, 1954 Book 1, 7; Book 2, 5). This can be understood to mean
that we create our selves by repeating certain actions: A person‘s character identity should be understood not as a
snap shot, but as a story. Humans are necessarily temporal beings, aware of their extension through time. If possible,
a person will repeat those actions69 that are good for them, and will avoid those actions that are bad for them,
however the good or bad are described. And by repeating particular actions, a person forms and reinforces particular
aspects of their character. By connecting actions together, we can identify a person as having particular character
traits – honourable, generous, spiteful, unreliable etc. But is it enough to say that people are merely the unification of
repeated actions? What about agency?70
Harry Frankfurt sees identity as more than a mere set of facts and attributes assignable to a particular agent. On
Frankfurt‘s account, a person‘s identity reveals itself by how the person indentifies with facts and attributes about
their self.
Becoming responsible for one‘s character is not essentially a matter of producing that character but of
taking responsibility for it. This happens when a person selectively identifies with certain of his own
attitudes or dispositions...In identifying with them, he incorporates them into himself and makes them his
own (Frankfurt, 2006 Emphasis Original).

68

I have discussed these four types of identity in more details elsewhere HENSCHKE, A. (2010) Did You Just Say What I Think You Said?
Talking About Genes, Identity And Information. Identity In The Information Society, 3.
69
I explicitly use Christine Korsgaard‘s account of action here, being intentional acts KORSGAARD, C. M. (2009) Self-Constitution: Agency,
Identity, And Integrity, Oxford, Oxford University Press, USA.
70
This also points to another problem in identity, that of personal identity and presupposing the unity an agent, and then assigning agency
because the of the unity of the agent. Folks like Glover, Korsgaard and Parfit have discussed this at length GLOVER, J. (1988) I : The Philosophy
And Psychology Of Personal Identity, London, Allen Lane / Penguin, KORSGAARD, C. M. (1989) Personal Identity And The Unity Of Agency:
A Kantian Response To Parfit. Philosophy And Public Affairs, 18, 101-132, PARFIT, D. (1987) Reasons And Persons, Oxford, Clarendon Press.
and this issue cannot be resolved here.
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Consider someone who has a persistent addiction to heroin. While it is factually accurate to say the person has a
drug addiction, describing that person as a drug addict does not properly describe their character identity. For
Frankfurt, what‘s relevant is not that a person is a drug addict, rather it is how they respond to that addiction: do they
continue using and pursuing the drug or do they try to reduce their use of it, do they seek help if they cannot reduce
their use alone, do they feel guilt at any problems arising from their addiction? (Engelen, 2007, Frankfurt, 1971) On
Frankfurt‘s account, identity is not given by describing a mere set of facts and attributes about the person, but how
that person identifies with those facts and attributes.
Christine Korsgaard takes a similar line to both Aristotle and Frankfurt:
[T]here is no you prior to your choices and actions because your identity is in a quite literal way constituted
by your choices and actions…When you deliberately decide what sorts of effects you will bring into the
world, you are also deliberately deciding what sort of cause you will be. And that means you are deciding
who you are (Korsgaard, 2009).
For Korsgaard this is not merely a descriptive account of identity, but a normative one as identity is a necessary fact
of agency. ―Essential to the concept of agency‖, she argues, is ―that an agent be unified. That is to say: to regard
some movement of my mind or my body as my action. I must see it as an expression of my self as a whole, rather
than as a product or some force that is at work on or in me‖ (Korsgaard, 2009). Further to this, identity makes our
lives meaningful, and if we do not have a strong and unified identity, then a person is ―for all practical purposes
dead or worse than dead‖ (Korsgaard, 1996). Similar to Aristotle, identity is revealed by our actions and similar to
Frankfurt, it‘s the wilful acts of the person that reveal and create the person‘s identity.
This seems to suppose that people are free to create their selves as they will; character identity in the most
superficial meritocratic sense. The only limits on who a person can be are those limits that they allow themselves to
have. However, as Korsgaard argues (Korsgaard, 2009), this is clearly not the case as some factors of person‘s
identity are contingent, arbitrary but important: for me, random factors like being born a white male Australian in an
English speaking household has had a profound impact on who I am. This is not merely because of the historical
aspects of these facts, but because these contingent circumstances fundamentally impact on a person‘s capacities.
The contingent circumstances that a person develops in will invariably bear upon their capacity for autonomy
(Mackenzie, 2008). Extending Neil Levy‘s view (Levy, 2011) on will-power, Jeanette Kennett has argued that
external factors can heavily influence a person‘s capacity form a worthwhile self-identity via the effects of
contingent circumstances on capacity to will (Kennet, 2009). A person‘s contingent circumstances exert powerful
force on diachronic happiness, ultimately influencing which aspects of their selves the person can and does identify
with via the development of the individual‘s capacity to will. In short, while identity is an expression of wilful
identification, this capacity to will is contingent upon a host of factors.
So, it seems that I have essentially undermined my own position – identity is a process, something that
emerges through conscious repetition, but it is the external forces that determine how a person identifies with their
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self. Some people have minimal capacity to develop and exercise their will. Further to this, even those with highly
developed capacity to will form their identity through differentially valuing and devaluing particular aspects of their
self. And these values first come from the social circumstances in which the person was raised. And, as Korsgaard
argued, identity must be my action, not the things acting upon in or in me (Korsgaard, 2009).
However, this does not mean that a person is the mere instrument of contingent historical accidents. Firstly,
people are self-aware, temporal, and ―condemned to choice and action‖ (Korsgaard, 2009). Not only do people
extend through time, but humans are uniquely self-aware of that temporal aspect to their lives. According to
Korsgaard, this means that people are forced to make choices. The values that a person initially uses to assess their
choices are likely to be inherited from family, friends and their immediate social context. However, as Larry May
has argued (May, 1996), as people mature, they can develop the capacity to reflect upon their inherited values, and
can change those values through time, ultimately changing their character identity through reflective repetition and
willing identification.
So what does all this point to? Identity is not some mere set of facts and attributes about a person; while we
may use particular sets of information to identify a person, especially our self identity, these facts and attributes do
not capture what it means for a person to have an identity. The reason is that identity is an ongoing process, that
extends through time, emerging at the interfaces between historical and environmental contingencies and the
capacity to will. On the Korsgaard line of reasoning, identity is not a state but a process (Korsgaard, 2009), as May
puts it, ―a self [is] process rather than essence‖ (May, 1996). This, of course, raises a further question: what type of
process? When I say that identity emerges when a person wilfully identifies with particular historical and
environmental contingencies, what processes bring that about? I believe that these are cognitive processes.
To make sense of this, I am going to simply describe ‗cognition‘ as a set of mental processes, an integrated
framework of thoughts about thoughts. Put another way, cognition is not the mere thought of something, but the
secondary thoughts about that primary thought. When I see a bear, my primary thought will be something like a
representation with some propositional content: ―that shape is bear-like‖. Cognition occurs when I have thoughts
about this primary thought: ―[in front of me] [is a bear-like shape]‖71, and then ―holy crap [that shape [in front of
me] is bear-like]!‖. These integrated cognitive frameworks can become increasingly complex, abstract, and
integrated with other thoughts: ―holy crap [that shape in front of me is bear-like]] [I hope it doesn‘t claw my face off
[I need my face to live [I really don‘t want to die]]!‖ etc.
On this cognitive view, identity is those sets of thoughts that a person has about their self or an other. In
reference to self identity, like Frankfurt, it is the secondary thoughts about the self that makes up a person‘s
character: Identity is not the thought ―I am an addict‖, but thoughts about that ―I really hate that [I am an addict]‖. In
reference to Korsgaard, it is the capacity to integrate these thoughts into a coherent narrative that allows a person to
be an agent, that gives them the capacity to will that they were such-and-such a way. In reference to May, the
71

I am using square brackets here to make the different thoughts more distinct. Exactly how one distinguishes a representation from a thought,
one thought from another, and a secondary thought from a primary thought is beyond the scope of this paper to cover.
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historical and environmental circumstances that have brought a person to a particular place in time and space have a
powerful impact on they can go about integrating these thoughts into a coherent narrative.
Yet, this surely seems a little wrong-footed; identity has to be something more than, or different from the
thoughts that a person has about their self. If identity is merely what the person identifies with, this leads to absurd
conclusions. If I identify with something, it is me; I suddenly choose to identify really strongly with your wallet, and
hence, my claims to your wallet may come to override your own. As Jonathan Glover points out, the physical
boundary of a person surely must be the most sensible way of determining a person‘s identity (Glover, 1988).
However, there are a host of examples that challenge the idea of the physical boundary of a person being the logical
boundary of their identity. The following cases give examples where a person‘s identity can extend beyond their
physical boundaries, and contract within their physical boundaries.
Consider first the ‗rubber hand illusion‘. In this, experimental subjects who ―view stimulation of a rubber
hand while feeling congruent stimulation of their own hand...may come to feel that the rubber hand is part of their
own body‖ (Costantini and Haggard, 2007). What‘s important here is that the experimental subjects can identify so
strongly with an external element, the rubber hand, that they can actually feel physical pain when viewing a pin
stabbing the rubber hand. Strong identification with external objects can result in physical suffering for that person.
Consider a second example of the role that cognition plays in identity, Body Identity Integrity Disorder
(BIID). BIID is a condition where an individual feels that a particular physical part of their body, like an arm or a
leg, does not belong to them: at a deep and powerful level, the individual does not recognise the offending limb as
them. ―People suffering from body integrity identity disorder report that a particular limb does not belong to them,
and that they feel ―over complete‖ and want to have the alien limb amputated‖ (Muller, 2009). This lack of
identification with their limb is so strong that a number of people have attempted to self-amputate the particular limb
without medical support (Bayne and Levy, 2005). While there are a number of candidate reasons for BIID, a study
by Michael First (First, 2005) led him to propose that BIID (or many forms of it at least) was a dysfunction of
anatomical identity, arising from an inability to identify the given body part as ‗self‘. While BIID likely has a
neurological basis (Muller, 2009), the relevance to this paper is that BIID displays the importance of cognition to
identity. ―BIID stems from a mismatch between the agent‘s body and their experience of their body, what we might
call their subjective body‖ (Levy, 2007 Emphasis Original). Again, the cognitive frameworks that we set up are
fundamental to our sense of self, to our identity. In cases like BIID, the cognitive frameworks appear to override the
physical boundaries that are normally associated with one‘s body.
So, on these examples, we can see that identity is not limited to the physical boundaries of a person.
Instead, identity is the dynamic result of cognitive processes of identification. So what? Two important points about
identity arise when we recognise that identity is a cognitive process; one descriptive and one moral.
The descriptive point is that, as stated, a person‘s identity is not limited to their physical sphere and their
personal history; identity can be more than this. Things like ethnic groups, nations, sporting teams, particular

139

personal relationships are legitimate candidates for identity. This is the basic idea covered in identity politics, often
referred to as group identity. While a group may only be a conceptual entity, individuals can and do identify strongly
with particular groups. Likewise, while the selection of a parochial sporting team may be irrational, it is surely hard
to deny that individuals who identify strongly with particular sub-cultures can develop a strong sense of self as a
result of this identification. Finally, it is hardly controversial to say that people gain a great deal of self
understanding through strong and deep relationships with other people. And when that relationship is severed, the
loss of self can often be destabilising and debilitating. In addition to mere emotional pain, a person‘s sense of
meaning, their purpose for living can be disappear with the loss of a loved one.
The moral point is that the non-physical aspects of identity are legitimate candidates for moral concern. As
we saw with the Rubber Hand illusion, a person can experience real feeling when something that is not part of their
nervous system is observed to be harmed. Likewise, a person can be wronged if something that they strongly
identify with is disrespected. As Charles Taylor noted:
[O]ur identity is partly shaped by recognition or its absence, often by the misrecognition of others, and so a
person or group of people can suffer real damage, real distortion, if the people or society around them
mirror back to them a confining or demeaning or contemptible picture of themselves. Nonrecognition or
misrecognition can inflict harm, can be a form of oppression, imprisoning someone in a false, distorted, and
reduced mode of being.‖ (Taylor, 1994).
Further to this point, Andrew Altman and Christopher Wellman have argued that a person can be wronged, even if
their rights have not been directly interfered with when their group is wronged (Altman and Wellman, 2009). In
part, this is because the wrong to the group signifies that the individuals are not being offered due recognition
respect as choosers, where recognition respect tracks to being respected as a human (Darwall, 1977), a point
mirrored by Jeremy Waldron (Waldron, 2009) in his discussion of hate speech, which I refer to in more detail in Part
3. Further to this, Waldron argues that undermining basic recognition respect can represent attacks of the
foundations of basic justice. ―If one cannot exact respect for one‘s basic status as a rights-bearing individual, then
almost everything is thrown into question‖ (Waldron, 2009). In short, recognition of identity is important to
individual rights and basic justice.
The basic moral points being made here are that if we care about suffering and/or recognition respect, then
we ought to care about a person‘s identity, understood as a cognitive process that extends identity beyond physical
boundaries. On this account, avatars count not merely as something that a person cares about, but as a legitimate part
of that person‘s identity. Jessica Wolfendale has argued that avatars should be treated with moral concern because
―[a]vatar attachment is expressive of identity and self-conception and should therefore be accorded the moral
significance we give to real-life attachments that play a similar role‖ (Wolfendale, 2007). I think that she is mostly
correct, but I think that it is more than what she says. It is not that the avatar should be treated with moral concern
because they are expressive of a person‘s identity. It is because they are part of the person‘s identity. As argued,
identity is a cognitive process, and avatars can form a legitimate part of a person‘s identity.
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I say ‗can‘ here to stave off an obvious challenge. Let‘s grant that avatars are part of a person‘s identity,
and if we care about suffering or respect, we ought not to bring pain to an avatar or treat the avatar disrespectfully.
Now, consider that a person decides to join an online community that utilises avatars. They set up their avatar and
ten seconds later, someone shoots the avatar dead. Are we entitled to call this murder, to demand that the execution
of their avatar is the same as if I had been killed themselves? Clearly not. But then, the challenge continues, doesn‘t
this point out some absurdity in the claim that avatars ought to be afforded moral consideration?
To answer this, consider first two points: I had mentioned Aristotle, who claimed that character was the
result of repeated actions. This is important, as an identity is, in part, formed by the repeated identification with
something. It is not enough to merely say that a person identifies with something to claim that it is then part of their
identity. The more frequently they identify with something, the more deeply it becomes part of their identity. Rather
than cutting a fingernail, it is like losing a finger, a hand, an arm.
The second point follows from this – Bernard Williams has argued that our lives are made sensible by our
ground projects (Williams, 1981). We have particular core aspects of ourselves that we so deeply identify with that
were we to lose them, our identity would lose something fundamental. Again, rather than a hair-cut, it like the loss
of a kidney, or a lung. Consider again the loss of a loved one, and the tearing out of the heart that goes with it. As a
general rule of thumb, the more frequently a person identifies with something, the deeper it will likely be to their
sense of self, and the greater the harm or wrong in losing it.
While we may not be able to point to a specific quantitative measure as to how important something like an
avatar is to a person, we can surely identify paradigm cases of less and more important. In the case of an avatar
being shot while in a virtual environment, as the person has only just set up the avatar, that would be a paradigm
case of minimal identity. If another person had been in this virtual environment, eight hours a day, six days a week
for ten years, using the same avatar, this would be a paradigm case of deep identity. And as such, the moral
importance of the minimal avatar‘s execution is going to be far less that of the deep identity. This also deals with a
problem of gaming where characters typically die as part of a game; if the game has intentional death or killing
central to it, it seems hard to claim that a virtual murder has happened. Like a boxer complaining about hit in a
boxing match, particular factors about the virtual environment ought to shape expectations of the avatar‘s activity in
that environment. What we can say, however, is that the person is not irrational or stupid for feeling bad if their
avatar has been killed.
So, to conclude this section, identity is a process. This process is a cognitive one whereby identity is
formed by agent‘s repeated and wilful identifications with particular facts or attributes. As the rubber hand illusion
and BIID have shown, these cognitive processes blur the boundary of a person, expanding and contracting it beyond
the physical limits of a person. Similar to external factors like ethnic groups, sporting teams or strong and deep
personal relationships, when an avatar is treated in particular ways, an individual can be harmed or wronged. As
such, it follows that the cases that introduced this paper do generate real moral concern: when bad things to avatars,
we ought to be concerned.
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PART 3: TRIVIALISATIONS, PROBLEMS AND SOLUTIONS
Three counter arguments to this claim that what happens to avatars is of moral concern are the problem of
trivialisation, the problem of ‗virtual moral problems‘ and the problem of pragmatic solutions. On the first problem,
of trivialising rape and slavery, the terms ‗virtual rape‘ and ‗virtual slavery‘ have been chosen to minimise this
concern. The use of ‗virtual‘ in these cases serves two purposes. Firstly, it refers to the environment in which the
events take place.
Secondly, virtual is chosen to illustrate that that the events can be like rape or slavery. Similar enough to
warrant moral concern, yet legitimately different to real world incidences of rape or slavery. The previous section of
the paper discussed the importance of deep identification with the avatar and the particular expectations of the
virtual environment that contribute to the moral weight placed on the harms and wrongs that occur to an avatar. In
the first case example, calling something ‗virtual rape‘ seems justifiable if the individual does identify strongly with
the avatar.
In the second case example, calling unlocking of musician‘s avatars ‗virtual slavery‘ seems a more tenuous;
the individuals in question have lives that are rich and fulfilling, and are likely to be expressing a large set of
personal freedoms independent of the games in which their avatars perform. To describe the cases as ‗virtual
slavery‘ does seem to trivialise slavery. What does need to be said, however, is that the claims of moral indignation
are legitimate. The harms and wrongs that occurred were not simply because the contacts that they signed did not
disclose the range of activities the avatar would perform. The contracts themselves were problematic because they
made the avatars do things that the individuals would not have wanted them to do.
Following from the first concern, the issue of ‗virtual moral wrongs‘ challenges whether such events in
virtual environments have the moral weight of real world events. I think it is unlikely that such events in virtual
environments typically produce as much suffering as the similar real world events or interfere with individual‘s
autonomy. However, this does not mean that we should accord no moral concern to events in virtual environments.
Identity politics argues that we ought to be concerned with non-physical attacks on group identity. Think here of
hate speech or public events of racial vilification. Even if no physical harms occur, incidences of hate speech or
racial vilification are serious events warranting moral concern. Part of this concern arises because of the importance
of racial identifiers to individual identity. By analogy, we should be concerned about the threats to virtual identities.
Finally, to the hard question of practical guidance, I see cognitive identity as a starting point. Many
countries have recognised a need to regulate identity based non-physical harms and wrongs like hate speech and
racial vilification. I contend that we can use the large body of work in moral, sociological and legal theory relating
to issues of identity and hate speech and racial vilification to start developing guidelines and designing information
technologies such that the potential for virtual rape, virtual slavery and other virtual wrongs are substantially
reduced.
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The first step on this is to recognise that avatars can be part of a person‘s identity. The second step is to
recognise that avatars are things worthy of moral concern. I hope to have outlined these steps in Part 2 of this paper.
If we are to be serious about intervening in virtual environments to prevent or at least minimise particularly
troubling harms and wrongs that can arise, the next step is to see how cognitive identity and avatars relate to existing
political philosophy. The fourth step will be to develop laws and policies and final steps are to see how these laws
and policies are enacted and carried out. The final two are far beyond my capacity, but I do want to say a little about
step three.
I think that hate speech and harms and wrongs to avatars can be treated as like cases. The obvious
difference between hate speech and what I am discussing here is that hate speech tracks to something like
vilification or group libel. The concept of avatars, even if they are a part of a person‘s identity, simply does not
compare to the concepts protected by hate speech legislation. However, recall the particulars of avatars – what is of
moral concern is not the physical harms or direct interference in individual rights. Instead, moral concern arises
because identity is constructed from cognitive processes, and we saw that a person‘s identity extends beyond
physical boundaries. The harms and wrongs arising from hate speech come from the identification that individuals
have with a particular group, that some person or group is targeting that particular group, and as a result of some
speech act, the individual‘s security is undermined (Waldron, 2009). On Waldron‘s account, security is, in part, the
assurance that a person has that they will not suffer or have their liberty substantially interfered with in the future
(Waldron, 2009)72. In the case of avatars, a relevantly similar process is occurring – the individual in question has
their security undermined by the public actions of another person. As such, avatars and hate speech present us with
like cases.
To begin with, I am talking about John Rawls‘ constitutional essentials of political power (Rawls, 2001),
rather than the specific details of laws. Waldron argues that hate speech legislation arises
when people call for the sort of assurance to which hate speech laws might make a contribution, it is not on
the controversial details of justice. Instead, it is on some of the most elementary fundamentals — that all
are equally human and have the dignity of humanity, that all have an elementary entitlement to justice, and
that all deserve protection from the most egregious forms of violence, exclusion, and subordination…
(Waldron, 2009).
I have already argued that, given particular conditions, events in virtual environments can result in suffering,
misrecognition and assaults on personal autonomy via a diminution of a person‘s identity. If, as Waldron argues,
these sorts of concerns justify particular laws regarding hate speech, it would seem to follow that there is some case
to apply similar considerations to avatars.

For more on Waldron‘s accounts of security, see also WALDRON, J. (2003) Security And Liberty: The Image Of Balance*. Journal Of
Political Philosophy, 11, 191-210, WALDRON, J. (2006) Safety And Security. Nebraska Law Review, 85, 454 - 507..
72
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Of course, this may be stepping too far – Waldron‘s particular description is concerned with ‗the most
egregious forms of violence‘. Yet consider what he says about the harms and wrongs of hate speech:
In a well-ordered society, where people are visibly impressed by signs of one another‘s commitment to
justice, everyone can enjoy a certain assurance as they go about their business. People know that when they
leave home in the morning they can reasonably count on not being discriminated against, humiliated, or
terrorized. They feel secure in the basic rights that justice defines; they can face social interactions without
the elemental risks that interaction would involve if one could not count on others to act justly (Waldron,
2009).
Replace ‗leave home‘ with ‗go online‘ and we have a reasonable likeness between hate speech and avatars. Further
to this, Waldron grounds the moral concern of hate speech in securing basic human dignity and personal pride,
claiming that ―[t]here is security in such public knowledge for the proper pride — holding one‘s head upright —
that we associate with human dignity…The security that people look for is security against the soul-shrivelling
humiliation that accompanies the manifestation of injustice in society‖ (Waldron, 2009). As argued, events like
virtual rape can legitimately be considered one of these soul-shrivelling humiliations. And though it may be hard to
conceive of at the moment, if individuals are required spend more time in virtual environments, particular
degradations of avatars may more closely resemble those associated with slavery.
I have argued that, for some people, the virtual environment is a particular environment that is highly
important for their identity. For some people, virtual environments present the main environment in which their
social engagements and activities take place. A well ordered society, Waldron argues, is predicated upon the
assurance that all people in that society have that their dignity and basic human recognition respect are secured
(Waldron, 2009). And, following Waldron, this assurance of security extends to appearances - ―Why does it matter
what a well-ordered society looks like? Why do appearances count? I believe the answer has to do with assurance,
with conveying to people a sense of security in the enjoyment of their most fundamental rights‖ (Waldron, 2009).
And while Waldron no doubt does not mean the appearance of things in a virtual environment, the necessity of
assurance that he speaks of extends to virtual environments.
The immediate conclusion here is that if we can and should have laws regulating hate speech, then we can
and also should have laws regulating conduct online. However, any people familiar with the laws and the internet
know that the really hard part is the problem of writing and enforcing laws relating to the internet, where there is no
clear national jurisdictions. Second to this, there is a lot of concern about slippery slopes and legislating the internet.
Yet bear in mind that the laws do not necessarily have to target conduct in virtual environments – the laws may also
plausibly target the design of software and web-platforms that host virtual environments. Value Sensitive Design
(van den Hoven, 2007) is a field where folks argue that the values that a society considers desirable ought to be
designed into technology, rather than as add-ons at the end. One essential part of reducing or ideally preventing the
possibility of virtual harms and wrongs like virtual rape and virtual slavery is to ensure that software and webplatforms are designed such that these moral issues are reduced substantially before the conduct of people is even
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needed to be legislated. The hope of this paper is to have provided a grounds for moral concern as to why we would
need incorporate such values into our design.
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Abstract
This paper is about the extent to which the paradox of moral luck can be incorporated or accommodated in our
evaluations of professional responsibility in Computer Ethics. Previously, I have pointed out the various ways in
which standard macro-ethical theories frequently deployed in Computer Ethics are vulnerable to different types of
moral luck. It seems that none of the standard theories are particularly robust in dealing with luck. Here I analyze the
concept of moral luck in relationship to two relatively non-standard macro-ethical theories those of Luciano
Floridi‘s Information Ethics and Philippa Foot‘s ‗natural normativity‘. I conclude that Floridi‘s theory is vulnerable
to moral luck in much the same way that other consequentialist moral theories are. In contrast I argue that Foot‘s
theory may offer a more convincing way out of the paradox with its focus on reasons for acting within a general
framework of ‗natural normativity‘.
Keywords
Computer Ethics; Information Ethics; Moral Luck; Consequentialism; Virtue Ethics; Deontology; Moral Reasoning.

INTRODUCTION
Karl Popper points out that early Greek philosophers, to some extent influenced by ideas derived from oriental
philosophies, seem to have viewed the world as an ordered structure, a cosmos, constructed from material things and
their relationships. However, Heraclitus radically alters this picture of a static, ordered cosmos, by asserting that
there was no such inherent stability, no natural order. ‗The cosmos, at best, is like a rubbish heap scattered at
random‘. At best! For Heraclitus the world is vast, randomly shifting, everywhere tending to disorder. ‗Everything
is in flux and nothing is at rest‘ (Quoted in Popper, 1977, 12.). In such a vision there is plenty of scope for the
operation chance and luck influencing human aspirations and actions. Frequently things just don‘t turn out as we
intend. We nevertheless may be held responsible, praised or blamed, for unintended outcomes. Bernard Williams
(1981) argues that not even morality may be immune from luck and yet conventionally the value of morality is
precisely that it transcends luck; it is a pure and shining jewel outside the messy imprecision of other kinds of
practical evaluations. How can we reconcile the often random contingency of the world with rigorous ideas of moral
responsibility?
Williams (1985) writes ‗…The purity of morality itself represents a value. It expresses an ideal, presented by
Kant, once again, in a form that is the most unqualified and also one of the most moving: the idea that human
existence can be ultimately just.‘ But this idea is in tension with the fact that: ‗… Most advantages and admired
characteristics are distributed in ways that, if not unjust, are at any rate not just, and some people are simply luckier
than others. The ideal of morality is a value, moral value, that transcends luck.‘ For this pure value model to be
operative in our evaluations: ‗… It must lie beyond any empirical determination. It must lie not only in trying rather
than succeeding, since success depends partly on luck, but in a kind of trying that lies beyond the level at which the
capacity to try can itself be a matter of luck. The value must, further, be supreme. It will be no good if moral value is
merely a consolation prize you get if you are not in worldly terms happy or talented or good humoured or loved. It
has to be what ultimately matters.‘ (Williams, 1985, 196)
But what do we mean by luck in this context. There seem to be two main concepts at work here according to John
Cohen (1960, 114-115). In the first instance we generally seem to mean by good luck ‗an unearned advantage‘, the
happening of something fortunate without any particular special effort on behalf of the beneficiary. Our first sense is
luck as a kind of property of good or ill fortune which adheres to a person, an object, a number, a day, and so on. We
refer to people as lucky or unlucky and this may include moral qualities. Certainly Aristotle thought that virtues such
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as courage or fearlessness are gifts of fate (Athanassoulis, 2005). But according to the pure, austere model of moral
assessment morality can‘t be a function of luck if we are to preserve the special value of morality and acting
morally.
This first conception of luck, ‗an unearned advantage‘, complements a second meaning, the idea that ‗…what
happens is unexpected‘, or ‗against the odds‘ or a ‗fortuitous outside influence‘ (Cohen, 1960, 115). The second
conception of luck is usually used to refer to events and happenings that are unpredicted, unregulated, unexpected
and so on. This apparent fickleness and capriciousness, placing events ‗outside the laws of probability‘, means that
the outcomes of our intentions and actions are often described as ‗just a matter of luck‘. For example, consider the
Facebook story or the development of the World Wide Web. In retrospect we construct a narrative of majestic and
inevitable financial and or technological success. The interventions of luck, the simple auspiciousness of time and
place, tend to be written out of the story (Zittrain, 2008). Both these conceptions are operative in the phenomenon of
moral luck. This again is inimical to the value of morality as Williams describes it.
Cohen observes that belief in luck frequently acts as a kind of social lubricant; it may reconcile us to our fate. If
others‘ social and economic advantages are simply a product of randomness of birth, gender, time, place, etc. Then
the sting of injustice may be drawn. It wouldn‘t be rational to think, (although apparently some people may do) that
winning or not winning a lottery has anything to do with questions of justice or injustice. Whereas if I gain
advancement through deliberate nepotism then you are entitled to feel this is simply unjust. Cohen writes: ‗…‗If, all
of a sudden, the belief in luck and its numerous progeny were to cease, envy, malaise, disillusionment and despair
would rear their unprepossessing heads.‘ (Cohen, 1960, 128)
THE PARADOX OF MORAL LUCK
The paradox of moral luck is created by the tension between two incompatible standards which we hold towards
good character and right and wrong actions. On a conventional account of what it is to deserve praise or blame I
must be the intentional and voluntary author of my own actions. We tend to judge a person‘s character as good or
bad and their actions right or wrong in part at least as a result of the person‘s judgements and decisions. However,
what happens and how things turn out, may depend on occurrences beyond a person‘s control. In addition what we
achieve materially and morally may be to a large extent determined by accidents of genetic disposition, of birth, of
the social status of our parents, of wealth, of privileged education and so on. A major motive for Rawls‘ theory of
justice is precisely to counteract or minimise the effects of such randomness in favour of greater fairness (Rawls,
1971; Sandel, 2009). The challenge of moral luck is then that it tends to reduce moral evaluation to a vanishing
point. The paradox of moral luck has been the subject of general debate in philosophical ethics (See, for example,
Williams 1981; Nagel, 2000; Nussbaum 2001; Fearn, 2005; Athanassoulis, 2005). It has been emerging also as an
important topic in various fields of applied ethics: in medicine Dickenson‘s landmark study Risk and Luck in
Medical Ethics (2003); and in legal ethics (Baker, 2008; Coeckelbergh, 2010; Enoch, 2010) for example. However,
its implications for computing and moral responsibility appears to have been little discussed.
The upshot of this paradox leads to apparently scandalous implications particularly for our notions of professional
responsibility and the relevance of professional codes of practice. A person can be said to be morally responsible for
the happening of an event only if the happening of the event is not a matter of luck. But there is a strong element of
(random) contingency in most happenings. This implies that the idea of responsibility may be vacuous. We define
the moral domain in part by immunity to fortune. In the context of accountability and computer and information
technology, Deborah Johnson has identified at least four different senses of responsibility (Johnson, 2001, 174 –
175). The first she refers to as ‗role responsibility‘ and refers to the expectations placed upon a person by virtue of
the social role they perform. Secondly, ‗causal responsibility‘ means that an ‗untoward event‘ happens because of
what I have inadvertently done or failed to do. This kind of responsibility is sometimes spoken of in the context of
natural events. The lightning struck the server and caused an interruption of service; we may also refer to this as the
occurrence of a natural evil.
Johnson identifies a third use of responsibility as equivalent to blameworthiness. It is in this sense that I will be
primarily concerned with responsibility in this paper: ‗That is, the attribution of responsibility is made on the basis
of a judgement that a person did something wrong and his or her wrongdoing led to an untoward event or
circumstance‘ (Johnson, 2001, 175). It is in this context that the paradox of moral luck arises most acutely (although
not discussed by Johnson). Deborah Johnson‘s fourth category is that of ‗being liable‘ referring to certain situations
treated from a legal point of view. Liability means that in certain circumstances I may be legally liable to pay
damages or compensation. Legal liability, in a strong sense, demonstrates an indifference to questions of luck. It
must be recognised, of course, that these categories of responsibility are interrelated but distinct. You may be legally
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liable for an accident occurring because of a software malfunction but not (morally) blameworthy or responsible in a
causal sense.
TYPES OF MORAL LUCK AND MACRO-ETHICAL FRAMEWORKS
In a previous paper I have already argued that moral luck is a highly pertinent but unjustly neglected topic in
Computer Ethics (Horner, 2010). It seems to me that judgements about responsibility in computing practices are
especially prone to factors of random contingency. The intrinsic nature of computing, its ‗logical malleability‘, to
use Jim Moor‘s phrase (2008), generates ever greater levels of complexity, uncertainty and potential for failure. This
must be coupled with the ever greater scope of computing applications in turn leading to greater scope for the
operation of luck. In this context questions of the attribution of moral responsibility may become ever more
pressing.
I have reviewed four types of moral luck identified by Thomas Nagel (2000) and their relationship to some
standard ethical frameworks used in Computer Ethics (See Horner, 2010). Types of moral luck include
consequential luck, constitutive luck, circumstantial luck and luck in antecedent circumstances. Consequential luck
is defined in terms of those cases in which the paradox of moral luck arises from luck in the way an agent‘s actions
and projects turn out. In our retrospective narratives of successful information systems implementations we tell
stories in which the outcomes are decided by the correctness of our decisions and planning. However, the fact that
everything turned out well may just as much be a consequence of luck. We were just lucky that nothing went wrong.
Consequentialist macro-ethical theories are especially vulnerable to the fact that things may turn out well or badly
simply by chance given that their test for whether an action is moral or immoral rests upon how things turn out. For
example, the design and implementation of large information systems are highly vulnerable to our ignorance of the
future course of events. If the test of moral probity is that things turn out well we just can‘t know that in advance.
Forecasts cannot be known to be true at the time they are made and their moral and factual evaluation must follow as
a matter of hindsight. But consequentialism requires us to select the ‗correct‘ course of action on what we know
now. If things go well as a matter of chance am I entitled to praise? But under the standard account moral evaluation
must be immune from luck. We should only be praised or blamed for the outcomes for which we are responsible.
This is the paradox of moral luck.
Circumstantial luck is defined in terms of luck in the problems and decisions that an agent has to face. In particular
the kinds of moral tests we have to face are largely a result of the circumstances we have to confront. But without
testing our moral character will not be revealed. Our virtues or vices are only demonstrable, and indeed trainable,
under testing circumstances. Thus for virtue based moral theories in particular, circumstantial luck may be a major
factor. My virtues and vices cannot be verified or falsified without sufficiently stern testing. I owe the following to
my colleague Jorj Kowszun (2010) who pointed out to me a controversy in translation of the Lord‘s Prayer. The
phrase, transliterated from the Greek, in Matthew 6:13 ‗me eisenegkeis emas eis peirasmon‘ is usually translated as
‗lead me not into temptation‘. However, it has been argued that the word ‗peirasmon‘ may be more accurately
translated as ‗testing‘ or ‗trial‘. So what is being said in the prayer is something more like don‘t let me be put to the
test because, by implication, I might be found wanting. We are lucky then if we don‘t find ourselves in severely
morally testing situations where our weakness of will and moral vices will be exposed. Kowszun illustrates this
point by reference to his own family history in the Second World War in Poland under German occupation: ‗My
younger uncle stopped Nazi soldiers leading a group of Jews in Warsaw and remonstrated with them. ―That man is
my tailor‖, he said and argued for his release. Eventually he was arrested and taken with them, dying in a
concentration camp. My older uncle sat out the war in Warsaw making a tidy profit. My father fought in the war and
was decorated for bravery. Each was tested in his way – two were not found wanting. I pray I am never put to that
kind of test!‘ (Kowszun, 2010) So be it!
Constitutive luck is luck in the inclinations, capacities, temperament and dispositions we just happen to have been
endowed with by our genetic make-up and the accident of our upbringing and education. Constitutive luck is about
the kind of person we are and the ways we habitually behave. Our moral worth may be assessed on such chance
formations of character again not under our control. Deontological macro-ethical theories resting, as they do, on the
pure, voluntary exercise of will in meeting our moral obligations, are particularly vulnerable to constitutive factors.
Our ability to exercise genuine moral choice may be highly circumscribed. Remember Kant‘s moral theory relies on
an acceptance of the will as something apart from the empirical, ‗sensible self‘. A problem here then is the
difficulty of disentangling luck in our dispositions (I use ‗dispositions here in Gilbert Ryle‘s sense) and exercises of
free will. This links to circumstantial luck so that our ability to confront moral tests may be in part a result of luck in
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our constitution. Is the courage we display in whistle-blowing about the breaches of client privacy a matter of
luckily having a courageous disposition or a dutiful act of will undertaken in fear and trembling?
Finally luck in antecedent circumstances is about the cases of moral luck in which outcomes may be the chance
products of what has gone before. Luck in antecedent circumstances may also be an aspect of the vulnerability of
consequentialism. Consequentialism requires us, when making moral judgements, to weight the consequences of
our actions according to some notion of the good e.g. pleasure, happiness, welfare and so on. But there is an
important question as to where we should break into to the interlinked chains of cause and effect? How can we start
de novo, as it were, in evaluating my action? My action is also an outcome of previous actions and states of affairs.
This may be the case of being in the wrong place at the wrong time. We are left with diminished agency under the
pressure of the combined influence of factors that are antecedent and posterior to our actions. I may be lucky and
work in an organisation which takes a benign view of acute criticism of corporate policy. Or I may be unlucky and
work for an autocratic organisation where to attempt criticism is writing your own resignation letter. The paradox of
luck here involves on the one hand the extent to which our moral decision making is an outcome of such antecedent
circumstances and on the other hand the extent to which we may be held responsible (praised or blamed) for what
we do or don‘t do. In each of these different types of moral luck there is a similar structure to the paradox. The
standard account of moral evaluation requires that we are authors of our actions but luck may enter the picture in the
ways I have just discussed. Maybe non-standard approaches may fare better. I want to consider two candidate nonstandard macro-ethical theories.
INFORMATION ETHICS
Luciano Floridi (2010) argues that we are currently experiencing a Fourth Scientific and Technological Revolution
which is transforming not only our view of the world but also our view of ourselves. Floridi puts ‗information‘ and
the concept of the ‗infosphere‘ at the core of ‗Information Ethics‘ as a non-standard, macro-ethical theory. He wants
nothing less than for us to accept and conform our morality to the idea that ‗...the infosphere is Being considered
informationally‘ (Floridi, 2008, 200). I want to consider Floridi‘s Information Ethics for three important reasons.
Firstly, it has been promoted very particularly as a new paradigm for Computer Ethics. Does this new paradigm
have anything to offer in resolving the paradox of moral luck? Secondly, and more generally, Floridi‗s claim for
Information Ethics is that it is a radically new form of environmental ethics or biocentric ethics which is applicable
across a range of applied ethical domains. If it does have something to offer it will not necessarily be field specific.
A third reason for focussing on Floridi‘s Information Ethics is that it makes a connection between the idea of
entropy and information (Monod, 1972) which, by implication suggests a connection between entropy, information,
chance and morality (Floridi, 1999; Floridi 2001; Floridi, 2010). The question then is: Does Information Ethics, in
Floridi‘s sense, show any more robustness to moral luck than more conventional ethical systems?
According to Floridi the non-standardness of his approach is derived at least in part from its ‗patient-oriented
nature‘. His critique of standard ethical theories is that they tend to focus either on agents or action rather than the
patient (or ‗victim‘) the subject of agency and action. Being is equated with information and all being is attributed
some minimal moral worth. The patient centred approach, as with environmental ethics, moves from an
anthropocentric conception of ethics to one which embraces any ‗information entity‘ (animal, vegetable or mineral).
He formulates four basic laws of information ethics: 0. entropy ought not to be caused in the infosphere (null law);
1.entropy ought to be prevented in the infosphere; 2.entropy ought to be removed from the infosphere; 3.information
welfare ought to be promoted by extending (information quantity), improving (information variety) the infosphere
(Floridi, 1999, 47). The claim is that these principles represent a revaluation of ethics both for the physical and the
immaterial (virtual) world.
Information Ethics and its putative laws are intended to ‗...contribute to the guidance of the agent‘s ethical
decisions and the constraint of the agent‘s moral behaviour‘ (Floridi, 2010, 112). It follows that it must also guide us
on when an agent is to be praised or blamed. For Floridi the moral metric, the measure of goodness, is the increase
or decrease of entropy in the infosphere: ‗...information ethics evaluates the duty of any moral agent in terms of
contribution to the growth of the infosphere and any process, action, or event that negatively affects the whole
infosphere – not just an informational entity – as an increase in its level of entropy and hence an instance of evil‘
(Floridi, 2010, 112 – 113). Thus, my moral responsibility is determined by my contribution in any situation to the
level of entropy. This looks like the structure of evaluation employed by consequentialist theories in general and
utilitarianism in particular. For example, Mill defines utilitarianism as: ‗The creed which accepts as the foundation
of morals, Utility, or the Greatest Happiness Principle, holds that actions are right in proportion as they tend to
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promote happiness, wrong as they tend to produce the reverse of happiness. By happiness is intended pleasure, and
the absence of pain; by unhappiness, pain and the privation of pleasure.‘ (Mill, 1859; 1964, 6)
I want to argue therefore that Information Ethics has more in common with some standard macro-ethical theory
than first appears. We may, I believe, without distortion, translate Information Ethics (and its ‗...common vocabulary
to understand the whole realm of being informationally‘, (Floridi, 2010, 112)) into the same structure as Mill‘s
formulation of utilitarianism by simple substitution. Thus ‗growth in the infosphere‘ (or negative entropy) or
information welfare may be substituted for the core concept of Utility. Information Ethics is then ‗…the creed that
accepts as the foundation of morals, negative entropy, or the growth in the infosphere, holds that actions are right in
proportion as they tend to increase information quantity and variety, wrong as they tend to produce the reduction of
information quantity and variety. By negative entropy is intended information welfare, and the absence of entropy;
by entropy, lack of information welfare.‘ Interpreted in this way we seem to be back in the familiar territory of
consequentionalism.
But this makes Floridi‘s Information Ethics vulnerable to Nagel‘s specification of ‗consequential luck‘ (Nagel,
2000, 357; Horner, 2010, 306). The outcomes of our actions may frequently be a matter of luck. What happens,
ultimately, may be a matter of chance. Recall that Floridi states: ‗…information ethics evaluates the duty of any
moral agent in terms of contribution to the growth of the infosphere and any process, action, or event that negatively
affects the whole infosphere – not just an informational entity – as an increase in its level of entropy and hence an
instance of evil‘ (Floridi, 2010, 112 -113). But the epistemic price here seems very high. What we are required to
know either prospectively or retrospectively about the consequences of an action seem almost infinitely large. This
means being able to know, firstly, all the positive consequences; secondly all the negative consequences; and thirdly,
where to start in tracking consequences amongst the infinite regress of causal chains? As Gordon Graham remarks:
‗…But the consequences of an action have themselves consequences and those consequences have in their turn have
consequences. The consequences of the consequences also have consequences. The position is further complicated
when we add negative consequences, that is, when we take into consideration the things that don’t happen because
of what we do as well as the things that do‘ (Graham, 2004, 139). The consideration of negative consequences
potentially extends the outcomes of our actions indefinitely. But we need to be able to ascertain the quantity and
quality of the impact on the infosphere of our actions generally especially since Floridi specifies we are not
concerned only with the impact on any one ‗information entity‘. As ‗ inforgs‘ we are mired in a seamless web of
information; where do we begin? Where do we start the chain of consequences? The idea of a ‗consequence‘ is in
danger of being emptied of meaning.
The response to such criticism may perhaps reasonably be that we ought to be praised or blamed according to what
we think or expect the outcomes of our action to be rather than the actual outcomes. Thus if it is the case, as it surely
must be, that we can‘t meet the high epistemic demand of being able to calculate precisely the growth in information
quantity and variety that the theory requires, then our duty must be always to do the action which we believe will
have the best consequences for the infosphere. Suppose I‘m responsible for the security of an organisation‘s systems
from viral attack. My duty is clearly to protect the existing information structures, i.e. at least maintain the quantity
and variety and may be improve these through my work. However, I subsequently discover that I am in fact working
for a front organisation laundering money for the Mafia. My initial actions in protecting and enhancing the system
now looks like an act that might in fact damage the infosphere given that money laundering is a form of corruption.
And Floridi writes that: ‗...Entropy here refers to any kind of destruction, corruption, pollution and depletion of
informational objects‘ (Floridi, 2010, 112). My initial work for the organisation now looks like the very antithesis of
my moral obligations. But we are now claiming that the rightness or wrongness and praise and blame are now
dependent on how I thought things would turn out rather than how they in fact turned out. But this seems like a
retreat from judgement base on consequences for the infosphere to one based on intentions. In both respects this
leaves open the door for moral luck to enter.
Two corollaries follow from this. Firstly, it may turn out therefore that my duty appears some times to be a duty to
do the wrong thing. Thus in this hypothetical case I will have apparently done my duty in say protecting the
organisation from viral attack with the expectation of beneficial consequences. However, I have in fact promoted
information corruption through enhancing the operation of money laundering and thus damaged the infosphere. The
debate in this hypothetical case becomes a debate about whether my ignorance of the true goals of the organisation
was voluntary or involuntary. Could I, or should, I have known the true nature of the organisations purposes? My
ignorance may be voluntary. I may not have taken the trouble to really find out what was going on. I then may be
culpable. Or my ignorance may be involuntary, and in that sense, I‘m just unlucky. The cover up may have been so
well done that discovery was ruled out. Or I was made an offer I couldn‘t refuse. The moral of the story is that

152

Floridi‘s test for praise or blame, ‗Have I contributed to the overall growth in the infosphere?‘ is at best rough and
ready, fraught with uncertainty and hedged by luck.
Nevertheless, Floridi maintains that it is our duty to perform actions which do in fact produce the ‗best‘ total
consequences (not expected consequences). He holds that because being/information has intrinsic moral worth then
our moral duty must be defined in terms of our contribution to the growth of the infosphere as a totality. This, I
believe, also fails an ‗ought implies can‘ test on two counts. A.N.Prior (1956) argues that there is an important
distinction between (a) our decisions made under ignorance of the ultimate future consequences of our actions and
(b) the high level of uncertainty introduced by the actions of other agents. Both these factors may introduce luck in
outcomes. Our inability to control the decisions made by others and the uncertainty this introduces must surely be a
part of the paradox of luck. As we have seen in our discussion of consequences it may be logically impossible to
determine the contents of that duty for epistemic reasons. Our predictive powers are weak as is our capacity to
process the required amount of information. But equally, what the Floridian account of duty requires is simply not
deliverable. Why is this? Floridi asks for ‗the best‘ outcome or balance of information quantity and quality for the
infosphere as a whole (basic law of information number 3). This kind of ‗best package of outcomes‘ requirement, to
use Donna Dickenson‘s phrase, entails an assumption of total determinism. In other words it excludes the possibility
of the exercise of freewill. How things turn out depends not just on my choices and decisions but on those of others
too (Dickenson, 2003, 50.) I‘m a confident and skilled skier. I glide down the piste when suddenly I brought down
by a chance collision with a novice skier.
Let‘s recollect that the problem of moral luck is that a paradox is generated by the need to fulfil two conditions at
the same time. One is that an agent should be accounted responsible for those actions the agent can in fact control.
At the same time, the second condition is that we should be held responsible for our actions partly on the basis of
how they turn out. We might not even know whether an outcome is a matter of luck or not. What I hope I have
shown is that Information Ethics is vulnerable to the paradox of moral luck in the same way that other
consequentialist macro-ethical theories are. Our two conceptions of luck are operative: how things turn out will be
(a) unpredictable; and (b) beyond an agent‘s control, but I will be judged morally, praised or blamed, on whether or
not I have achieved the ‗best‘ outcome in being/informational terms. But here as in other macro-ethical theories, the
immunity from luck which moral evaluation demands, is absent.
NATURAL GOODNESS
I want now to turn to a second non-standard, macro-ethical theory which is, I believe, more tolerant of the role of
luck in moral judgement. At the heart of this is the claim that we may justly be judged on the basis of the kinds of
reasons we consider appropriate in making moral decisions. In the austere picture of moral evaluation with which
we started judgements of blame and responsibility depend upon unrealistic assumptions about what it means to be
the voluntary author of our actions. Philippa Foot‘s variant of virtue ethics, developed in Natural Goodness (2001)
locates moral goodness in the goodness of the will but not in a goodness of the will that is separated from other
forms of practical rationality (Foot, 2001, 14). Foot‘s conception of practical rationality is tolerant of the effects of
luck in both our original senses as ‗an unearned advantage‘ and ‗what happens is unexpected or against the odds‘. In
Foot‘s work the focus shifts from performances and states of affairs to reasons for action. And in her discussion of
reasons for action, moral reasons for action do not occupy a different logical space, or do not necessarily have a
different status, than other kinds of reason for action. Moral value does not necessarily trump instrumental, technical
and use values. Sometimes I may be justified in acting prudently rather than morally. The reasons for not blowing
the whistle on some murky corporate practices may, for perfectly rational reasons, outweigh any moral imperative.
Moral deliberation is part and parcel of practical rationality. But if I act imprudently, or I act immorally, I act
irrationally.
Foot‘s conception of goodness is founded on the assignment of ‗natural‘ excellence and defects to the operation of
properties of plants and animals. For example, in the way we might refer to a tree with diseased or damaged roots as
defective and unlikely to flourish. She argues that human goodness shares a similar conceptual structure to this kind
of evaluation of plants and animals and that of human goodness. So that ‗…there is no change in meaning of ―good‖
between the word as it appears in ―good roots‖ and as it appears in good disposition of the human will‘ (Foot, 2001,
39). This is ‗natural normativity‘. Floridi specifically rejects an anthropocentric approach to ethics. Foot embraces it
in the sense that, building on the analogy with goodness in plants and animals, goodness in human beings is
specifically bound in with the very nature of our species and what it means to live a human life. This is where she
differs from Kant‘s view of the goodness of the will as something abstract and transcendental. And in taking this
position Foot is able to acknowledge the role of contingency and luck.
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Foot links the concept of natural normativity to the idea of practical rationality. In making this linkage there is, I
think, a means by which we can to some extent accommodate the role of luck in our moral evaluations without
‗living in denial‘. Conventional conceptions of practical rationality see rationality as based on desire-fulfilment
theory, arranging means to meet some ‗self-regarding ends‘ to use Mill‘s phrase. Prudence seems to be given a
special ‗value‘ in this respect‘. Or morality is seen as something other; something outside the normal pattern of say
professional activity i.e. computing ethics has to be injected into the way computing professionals operate. However,
for Foot rationality embraces both our normal understanding of practical pursuits as well as moral action: ‗...the
rationality, of say, telling the truth, keeping promises, or helping a neighbour is on a par with self-preserving action,
and of the careful and cognizant pursuit of other innocent ends: each being a part or aspect of practical rationality.‘
(Foot, 2001, 11) On this view morality does not necessarily command precedence. As I have already noted we might
on occasion be justified, ‗all things considered‘, in pursuing a prudent action rather than necessarily a moral one.
But what Foot further argues is that by combining this view of practical rationality with that of natural normativity
to act irrationally is always to act in a defective way; ‗there is no criterion for practical rationality that is not derived
from that of goodness of the will‘ (Foot, 2001, 11). This presents a richer picture of the evaluation of action that the
one presented in the standard account of attributing praise and blame.
What is it about Foot‘s moral theory that makes it more robust with regard to moral luck? I have already
suggested that praise or blame is not dependent on states of affairs or at least it‘s not foundational. So what
distinguishes a morally responsible person from the irresponsible or the non-responsible? As we have seen, given
the problems of contingency and moral luck, it can‘t be that the responsible professional always gets it right – they
always keep their promises, for example. We know that circumstances may prevent us from keeping our promises,
delivering a functioning system, making a system work according to requirements and so forth. Firstly, through the
intervention of chance I may be unable to carry through the project or may be prevented from doing so. Secondly,
by some ‗blameless‘ mishap I might harm rather than help. I have designed a wonderful life saving piece of kit but
a virus gets into the system and renders it lethal.
The point here is that I‘m not suggesting an abandonment of consequentialism just to fall into the arms of ‗it‘s
only intentions that count‘. This is because the reasons for acting morally are there whether we recognise them or
not and such reasons are independent of the operation of chance (Foot, 2001, 18). The theory of natural normativity
is a cognitive theory of morality and claims that there are fundamental, objective criteria for moral evaluation. For
example, to use Foot‘s own example, we can cogently argue that torturing people is just always and everywhere
wrong! The point, I suppose, is that in the case of morally responsible persons ‗...for them certain considerations
count as reasons for action, and a reasons of a given weight‘ (Foot, 2010, 12). Thus if we want to praise a computing
professional as being just then what we mean is that she recognises and tries to act on certain kinds of reasons as
reasons for action. As I have argued recognition of those reasons doesn‘t guarantee success, but if they are reasons
aligned with our idea of practical rationality then we are in the presence of virtue. By reason here is meant not
reason in a motivational sense but reason in the sense of evidential grounds for action. The point is not that ‗...a
belief about right and wrong can explain an action, but that a belief of such a kind can give an agent reason to do it
or not to do it‘ (Foot, 2001, 62). Even if I‘m made an offer I can‘t refuse I still may refuse to design a computer
controlled torture machine!
Of course, we encounter many instances where individuals will fail to acknowledge or reject considerations about
human goodness as grounds for action. What are we to say about this? Well we must recognise and allow for a
number of possibilities (Foot, 2001, 19). In the first place I may fail, out of ignorance, to recognise certain reasons
for acting. But I may be found wanting if I could or should have been have actually been able to know the relevant
grounds for action. Secondly, there it may be a case of weakness of will. As David Wiggins points out: ‗Almost
anyone not under the influence of theory will say that, when a person is weak-willed, he intentionally chooses that
which he knows or believes to be the worst course of action when he could choose the better course; and that, in
acting in this way, the weak-willed man acts not for no reason at all – that would be strange and atypical – but
irrationally.‘ (Wiggins, 1998, .239) So in this case I am culpable because although I recognise compelling moral
reasons for a certain action I do not carry it through. And thirdly, we should never underestimate the extent to
persons may be shameless in their vices.
I am claiming that Foot‘s theory of natural normativity combined with her view of practical rationality is relatively
more robust in facing up to the paradox of moral luck. I now want to consider briefly how Foot‘s theory of human
goodness responds to Thomas Nagel‘s four types of moral luck. Firstly, How does Foot‘s theory deal with the
problem of consequential luck? As we have seen it is no part of Foot‘s theory of moral evaluation that our
performances should necessarily be successful in order to be morally sound and attract praise rather than blame. She
recognises that contingent events may easily throw our projects off course. What counts is that we recognise certain

154

considerations as grounds for action and aim to carry those actions through. I may be unlucky and fail but this
shouldn‘t mean that I may not be judged a virtuous person. I should be praised for trying to do the right thing.
Is Foot more vulnerable to constitutive luck given that her view of natural goodness is a form of virtue theory?
Constitutive luck presupposes that our (moral) character may be something shaped but not chosen. Our
temperament, personality, dispositions and so on may be the product of the ‗luck of the draw‘ , of genetics, of brain
chemistry on the one hand or powerful social and cultural influences on the other. In other words the extent to
which I may be capable of acting professionally, rationally and morally may be highly circumscribed. However, the
level of genetic, biological or social determination would have to be very strong to prevent us from at least
recognising relevant moral considerations as reasons for acting. Most legal system do recognise levels of cognitive
impairment where individuals are simply incapable of recognising moral grounds for action. But this would appear
to involve rare, extreme and atypical cases.
Circumstantial luck concerns luck in the moral tests we face. If we are lucky enough not to face morally testing
situations then my moral character is in some sense invisible or unproven. However, Foot‘s account is consonant
with Norvin Richards‘ distinction between being lucky or unlucky in our deserts and lucky or unlucky in others‘
verdicts about us. In other words I may still be the kind of person who does, or doesn‘t, recognise certain reasons as
compelling moral action. And Foot argues of course that the standard of assessment for our deserts is an objective
one. The reasons for action are reasons for action whether we recognise them or not. Finally, Nagel‘s fourth
category of moral luck is that of luck in antecedent circumstances that is the extent to which our freedom of action
may be circumscribed by what has gone before. If the idea of circumstantial luck is really to have purchase one must
be prepared to accept a strong deterministic account of the shaping our moral consciousness and our ethical life.
This, however, seems highly counter-intuitive given our experience of choice and deliberation (Flew and Vesey,
1987, 135). The very fact that can make the distinction linguistically suggests that such strong determinism just
doesn‘t hold sway. We can and do recognise moral reasons, amongst other reasons, as reasons for action.
CONCLUSION
Lucian Floridi‘s macro-ethics, utilitarianism and other forms of consequentialism make a foundational assumption
that links goodness or badness of action, by one means or another, to the goodness or badness of performances and
to the ‗states of affairs‘ those performances bring about. It is this assumption that renders consequentialism highly
vulnerable to the paradox of moral luck. It also seems that Floridi pays a high price for his move away from
anthropocentric ethical assumptions. As Deborah Johnson again indicates ‗...human beings are responsible for their
actions because they choose their actions...this means that when it comes to moral responsibility in computing, role
responsibility, causal responsibility, blameworthiness, and liability all have to be traced back or assigned to human
beings‘ (Johnson, 2001, 188).
I conclude that the paradox of moral luck can be incorporated or accommodated into our evaluations of
professional responsibility in Computer Ethics by taking a fresh approach to our reasons for acting. In Natural
Goodness (2001) Philippa Foot‘s view of moral goodness, on the one hand, detaches it from the vulnerability of
outcomes of performances to luck and, on the other hand, would seem to detach moral evaluation from contingent,
circumstantial and constitutive factors on the other. An ethical computer professional is someone for whom
particular kinds of consideration do count as reasons (as grounds) for action and reasons ‗of a certain weight‘. Such
reasons for action are the kinds of reasons by which we are required to act in a just, temperate, charitable or
courageous way. More importantly those reasons for action, according to Foot‘s theory of ‗natural normativity‘, are
true whether or not you choose to recognise them. In that profound sense they are independent of the interventions
of luck.
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In 2005, Martinson, Anderson & De Vries published the shocking results of a survey of American scientists. It
showed that a surprisingly high percentage of scientists reported having at least once committed a serious violation
of responsible conduct of research rules. In our work interviewing moral exemplars in computing (Huff & Barnard,
2009) we have found a similarly surprising outcome: although all our interviewees can clearly be thought of as
morally exemplary, at least 15% of them (and possibly more) tell us stories of actions they have taken that would
clearly count as significant ethical violations. In this paper, we will report on a coding of these interviews that
documents this effect and that begins to try to make sense of it.
Martinson et al.‘s (2005) work has been widely cited as documentation of the desperate need for training in ethics
among scientists. They found that self-report of the worst sins (fraud, data fabrication, and plagiarism) was all quite
low (.3% or less) but as many as 15 percent said they had committed many other misbehaviors (e.g. changing
design, method, or results because of pressure from a funder), and around 30% admitted to committing at least one
of the ―top ten‖ ethical violations at least once.
Avoiding this sort of misbehavior is what most people mean when they talk about scientific ethics. The framing of
this issue as one of compliance implies a standard of meeting a particular set of rules. The important work on
normal misbehavior of scientists (Anderson, Ronning, De Vries, & Martinson, 2007; De Vries, Anderson, &
Martinson, 2006) and on skills and knowledge needed to make sense of ethical action (Antes et al., 2009; Brock et
al., 2008; Helton-Fauth et al., 2003; Mumford et al., 2008) both seem to be in agreement on one thing: that being
ethical as a scientist or engineer consists primarily in avoiding doing the wrong thing (withholding data, fabrication
of data, making an inadequate ethical decision).
Harris (2008) has called this rule based approach the ―preventive ethics‖ project because it is engaged in attempting
to prevent bad things from happening. He argues, however, that many important aspects of good engineering (and
we would add, also of good science) cannot be supported by simple adherence to rules. Instead, we need to expand
our understanding of the ethical to include the virtues (and the influences that allow one to express the virtues).
Thus, an adequate understanding of ethical action in science and engineering will need to include consideration of
moral exemplars and the virtues in addition to the ―preventive ethics‖ project.
Excellence in the moral realm has been the focus of research by social scientists (Colby & Damon, 1992; Oliner &
Oliner, 1988; Walker & Frimer, 2009). This work usually begins by identifying ―moral exemplars‖ in some fashion
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(award recipients, nominations by experts, history of volunteering, etc.) and then interviewing them or having them
complete various psychological scales (or both). In addition to our research group‘s work on virtue in science and
engineering (Huff & Barnard, 2009; Huff, Barnard, & Frey, 2008a, 2008b; Huff & Hughes, in press) several others
have begun to use the virtue framework to understand how scientists, engineers, and other professionals are ethical
in their work (see for example, M. Pritchard, 1998; M. S. Pritchard, 2001; Rule & Bebeau, 2005). But we are the
first to report surprisingly high incidences of unethical behavior among exemplars. In this paper we will give some
characterization of the moral exemplars we interviewed (in part to establish their bona fides as actual exemplars) and
then describe the coding system that we will implement this Spring to better characterize the ethical failures they
describe. Finally, we will suggest some questions that this discovery poses for thinking about ethical failings and
excellence.
An overview of the interview study
We have documented 24 of the these life stories in a series of interviews with moral exemplars in computing in the
United Kingdom and Scandinavia, people who are successfully integrating ethical concern into their practice of
computing (Huff & Barnard, 2009). We followed the sampling method of one of the classic moral exemplar studies
(Colby & Damon, 1992): recruiting a panel of experts, establishing criteria, and doing snowball sampling based on
nominations provided and approved by the panel. The selection criteria were based on those used by Colby and
Damon (1992), though modified by the panel to apply to computer professionals.
The 3 hour interview, based on McAdam‘s life story protocol (McAdams, Reynolds, Lewis, Patten, & Bowman,
2001), asked them to tell stories from their professional life. They were asked for stories of influential others, of low
and high points, stories from early in their career and from recent events. The interview was held in two sessions on
consecutive days and digitally audio-recorded. The recordings were then transcribed and the transcriptions edited
and approved by the interviewees.
The final group of 24 exemplars had careers in academia, industry, and government. Many were involved in efforts
to reform professional, national, or international systems, while others were focused on developing technology that
would help people. Names are released only for those exemplars who agreed to have at least one story publicly
identified. Some of the exemplars include: Simon Rogerson: The first Professor of Computer Ethics in a university;
Elizabeth France: The first Data Protection Registrar in the UK; Steve Shirley: Founded the first company in
England to concentrate on software alone. She has been a major force in encouraging women to adopt careers in
computing; Enid Mumford: A member of the Tavistock social research group in Britain, and an early pioneer in
socio-technical systems (her work is extensively cited in Scandinavian user-centered design work); Alan Newell: A
pioneer in developing technology to help the deaf, the blind, and the physically handicapped to interact with others.
His research team pioneered the word completion spelling system that you have on your cell phone; Alan Cox: A
LINUX Pioneer, and a pioneer in the open source software movement. He is head of security programming for Red
Hat, and an international spokesperson against restrictive intellectual property law; Jan Holvast: A sociology
professor in Amsterdam and a pioneer in privacy advocacy in that country; Ove Ivarsen: Started his career as a
furniture builder in the Swedish blue-collar union, LO. He moved up in the union as a trainer and eventually
founded and now administers the influential Swedish USER Award for software that supports workers.
The failures
A surprising outcome of the extensive interviews is that many exemplars told stories in which they expressed regret
for actions they had done, and some told stories of what would clearly count as significant ethical violations. One
tells of writing a software ―time bomb‖ designed to disable software without the users‘ knowledge. And one tells of
taking on work for which he did not have the requisite qualifications. Another tells of negligence in error checking
that resulted in significant financial costs. Other severe ethical failures cannot be reported because of requested
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confidentiality. There are enough of these stories to make one wonder how individuals chosen for their moral
excellence would be involved in such things.
We wanted to try to understand this phenomenon, and so we have constructed a coding system to identify episodes
of ethical failure in the transcripts, to characterize them, and try to make some sense of how they fit into the life
stories our exemplars shared with us. As of this time, we have developed the coding system and will be
implementing it this Spring, in time to share the results at CEPE.
Identifying and characterizing ethical failure
How does one identify ethical violations in the stories? We have chosen to code the texts of the interviews for
indicators of moral failing from the perspective of three different literatures: 1) a consensus code of ethics (the
software engineering code of ethics, available at http://www.acm.org/about/se-code); 2) an anthropological
framework of moral judgment (Shweder, Mahapatra, & Miller, 1987; Shweder, Much, Mahapatra, & Park, 1997);
and 3) an evolutionary psychology framework of dimensions of moral judgment (Graham, Haidt, & Nosek, 2009;
Haidt & Graham, 2007; Haidt & Hersh, 2001; Haidt & Joseph, 2004; Haidt & Joseph, 2007).
There are several advantages to this multiple coding. First, it allows some triangulation in identifying failings. If
more than one of the coding approaches picks up an episode as an ethical failing, then we can have increased
confidence that it is not simply the oddity of one approach that labels the incident. This is particularly helpful since
the approaches stem from different and somewhat independent literatures and disciplines. Second, since the
different approaches code for somewhat different aspects of a moral failing, we will get some characterization of
each episode (e.g. moral emotion(s) of the actor, specific obligations violated, moral content of language used, etc.).
For the SE Ethics Code approach, we have taken the 8 categories of the ethics code (Public; Client & Employer;
Product; Judgment; Management; Profession; Colleagues; Self) and used the language of the code to create a
categorization of ethical lapses associated with each area. The extensive discussion that was used to develop this
code is similar to an ―expert panel‖ approach that has been used in developing a similar coding system to identify
ethical lapses in responsible conduct of research among scientists (Helton-Fauth et al., 2003). In this case, the
expert panel that constructs the initial system is the committee that produced the ACM/IEEE Software Engineering
ethics code. For a detailed accounting of the consensus process that produced the code, see Davis (2009).
For the anthropological approach to the coding system, we have developed categories based on anthropological
work on moral judgment in a community in the United States (Hyde Park, Chicago) and India (Bhubaneswar)
(Shweder et al., 1987; Shweder et al., 1997). Beginning with ethnographic interviews, and proceeding through
structured interviews based on a series of cases identified by the previous work, Shweder and colleagues constructed
cross-culturally valid dimensions of moral evaluation as involving four possible characteristics; 1) explicit
expressions of regret or other moral emotion; 2) the presence of harm to victims, 3) explicit claims of moral
judgment; 4) or failure to protect the vulnerable. These categories were present in a wide range of both Indian and
American stories of moral transgressions.
For the evolutionary/psychological approach we take work by Jonathon Haidt and colleagues (Graham et al., 2009;
Haidt & Graham, 2007; Haidt & Hersh, 2001; Haidt & Joseph, 2004; Haidt & Joseph, 2007) that identifies 5
dimensions of moral judgment: 1) Harm/care, 2) Fairness/reciprocity, 3) Ingroup/loyalty, 4) Authority/respect, and
5) Purity/sanctity. This work is built on work in evolutionary psychology that explains how moral intuitions and
moral emotions might have arisen, and how they can structure our widely varying cultural constructions of the moral
(Haidt & Joseph, 2004). It also has the advantage of having been instantiated in an automated text analysis system
that allows one to use software and a ―moral dimensions dictionary‖ to code text for the moral dimensions that occur
in it. This approach has proven useful, for instance, in characterizing the differences between liberal and
conservative sermons (Graham et al., 2009).
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We will use these three approaches to identifying and characterizing moral failings to code each story that each
exemplar has told (each exemplar told from 19 to 32 stories, for a total of 537 stories across all interviews). We
hope from this coding to be able to characterize the moral failures in comparison to stories that contain no failing
and in terms of their moral language.
Another outcome will be the ability to identify a subset of significant moral failings that our exemplars report. We
will then be able to more qualitatively analyze how the exemplars fit their moral failings into their life stories. Do
they draw lessons from them? Do they defend themselves? How do they talk about the victims of the failings?
This will provide us with some material to motivate and structure a few broader questions:




How does committing moral failures integrate into the life stories of our moral exemplars?
If we find that moral exemplars and the non-exemplars (as represented in the Martinson et al (2005) work)
are committing moral failings at the similar rates, how might exemplars be exemplary?
What might these findings have to say about how the preventive, rule-based ethical approach is different
from the aspirational, virtue-based approaches to ethics in the professions (Harris, 2008)?

We cannot promise answers to these questions, but we hope that the stories we bring from our moral exemplars‘
failings will help us at least to begin to structure the questions.
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William James, meaning in life, and your email inbox:
Information technology and what makes one‘s work
life significant
M. N. Lenker
Greenwood Library, Longwood University

Abstract
In his 1899 essay ‗What Makes a Life Significant,‘ William James establishes a two-part criterion for a life to
qualify as meaningful: a meaningful life will involve the exercise of active virtue in pursuit of novel ideals. I
employ James‘s conception as a framework to guide reflection on the ways computer use contributes to or detracts
from one‘s ability to achieve a meaningful life at work, paying close attention to those workers whose primary
responsibilities involve using the computer to consume, organize, generate, and disseminate information. I conclude
with suggestions for making computer workers‘ experience on the job more meaningful.
Keywords: meaning of life, computer use, William James, virtue, courage, patience, kindness, ideals, values,
meaningful work

The idea for this paper came to me in my office on an afternoon when it felt like the computer was calling all
the shots. Emails were zipping in and out of my Outlook account at a dizzying rate, and I began to question whether
the effort I was expending just to keep up really meant anything to me or to anyone else. I conducted a quick
thought experiment: if I were to look back on this frantic email session a year from now, would I be able to say,
―That was a good way to spend my time, because I was doing something important‖? The answer was not
encouraging.
I did some digging in the philosophical literature to see what others had written about information
technology‘s impact on meaning in one‘s life. Although there is an abundance of material on ethical questions
raised by the use of information technology, there was not much on the question of how computer use contributes to
or detracts from meaning in one‘s life, at least not in a head-on sort of way. It appeared that there was an
opportunity to make new connections between philosophical accounts of the meaning of life, scholarship on the
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philosophy of technology, and observations from the trade and popular presses on how digital technology affects the
way we work.
The conception of meaning that I chose to focus on for this paper comes from William James‘ 1899 essay
‗What Makes a Life Significant‘ (James 2000). According to James, the truly meaningful life consists in the
exercise of active virtues in pursuit of novel ideals. This two-fold approach to thinking about meaning is especially
well-suited for reflecting on the significance of one‘s work, as both of the elements James identifies should be
highly valued in the workplace. In nearly any occupation, it is important to have the vision to recognize
opportunities for improvement with respect to both oneself and the enterprise to which one contributes. It is also
important to have the strength of character to follow through on one‘s aspirations. Thus James‘s conception of
meaning suggests an important corollary: it is to the benefit of both employees and their supervisors to establish and
maintain workplace conditions that foster meaningful engagement with one‘s work.
Before proceeding, it is necessary to bring the question into sharper focus: what are we getting at when we
ask about the impact of information technology on the significance of one‘s work? Two elements of this question
require further explanation. First, the idea of using information technology at work suggests so many possibilities
that we need to specify what this means for our inquiry. Second, we need to clarify what it means to ask what
makes a life meaningful.
According to a 2003 survey conducted by the U.S. Department of Labor‘s Bureau of Labor Statistics, the
majority (55.5%) of employed Americans use a computer while at work (Bureau of Labor Statistics 2003a).
Another set of data gathered in the same survey indicates that the most popular computer applications in the
workplace are Internet/email (75.2%), word processing/desktop publishing (67.6%), and spreadsheets or databases
(64.2%) (Bureau of Labor Statistics 2003b). These are the sorts of functions I want to examine. Admittedly, the
computer opens up possibilities for work that extend well beyond these uses, but these applications form a core set
of operations on which many workers spend a considerable amount of their time. What I have in mind is a person
sitting or standing at some workstation, using the computer to consume, organize, generate, and disseminate
information. In other words, I want to reflect on the ‗garden variety‘ computer use that goes on in cubicles and
offices around the world.
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Any conclusions about workers engaged in these activities will necessarily be broad and provisional,
requiring allowances and exceptions for a number of factors that entail a vast set of particular possibilities. Who is
using the computer? What are their purposes? What is the purpose of the organization that employs them? But if
one accepts that discussion must be limited to very broad considerations, it is possible to make some headway in
identifying trends that can guide reflection in more particular cases.
The second piece of preliminary work is to clarify what it means to ask ‗what makes a life significant?‘ The
term meaning is frequently used in connection with this question: What gives a life meaning? To answer this
question, it is necessary to distinguish meaning from other important positive qualities a life might exhibit, namely
well-being and morality.73
Although these qualities typically go together to make a life that is admirable or desirable, it is possible to
conceive of a life or a period of one‘s life in which some of these qualities are present in abundance while others are
conspicuously absent. For example, a person living in an area recently devastated by an earthquake may be shut off
from many of the factors that contribute to personal well-being, but his struggle to meet his most basic needs may
heighten the sense of purpose in his life. To continue with this scenario, the earthquake victim‘s efforts to help his
neighbors meet their basic needs may involve profound displays of moral excellence, despite the challenges his
surroundings pose for his physical and mental well-being.
We can also conceive of an opposite example, say, a person living in a paradise-on-earth. She enjoys the
means to live comfortably without working; surrounds herself with interesting, agreeable people; resides minutes
away from world-class museums, libraries, and concert halls; and partakes of nutritious, satisfying food at every
meal. For her, physical, social, and cultural goods are always within easy reach, but as she coasts from one delight
to the next, she experiences a nagging sense of lack. Absent from her easy existence is the element of challenge that
gives life a meaningful direction. In fact, James uses an example very much like this one as an illustration of one of
the ways a life can be replete with healthy, desirable goods, but still deficient in meaning.
The above examples show that meaning is distinct from well-being in a significant way. It is harder to draw a
similar distinction between morality and meaning, because it is difficult to imagine a highly moral person whose life
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lacks meaning. In the real world, being morally good involves resisting powerful temptations, serving others when
it is easier to look after one‘s own interests, and striving to be a good person even in settings where mediocrity
thrives. Moral goodness is difficult to attain, and it is hard to imagine anyone going to the trouble of living this way
without a strong sense that his or her life meant something. But we can imagine a different world, one in which
moral demands are few and simple, possibly a limited number of negative prescriptions (‗thou shalt nots‘) that are
not very demanding. In our imaginary world, the resources necessary for a comfortable life are abundant and easy
to acquire, and everyone knows it. Because there is really nothing to gain by treating others poorly, being good is
easy. Once an agent has satisfied this world‘s lax requirements for morality, he may not feel compelled to do much
of anything. It is thus conceivable that one might be a moral person and still experience the sense of empty drift or
spiritual stagnation that accompanies a life that is lacking in meaning. But it is important to note that we had to
engage in a considerable amount of make-believe to get to this point. As we will see later in this paper, the
connection that James draws between the significant life and active virtue is rooted in deep insights into the way the
real world makes demands on us: in the absence of these demands, James tells us, life is actually less meaningful
and therefore less satisfying.
The purpose of the thought experiments above is to draw clear distinctions between meaning and other
valuable characteristics of a good life, namely morality and well-being. Having done so, we can focus our
reflections on the concept of meaning itself. There are several broad schools of thought on what it means for a life
to be meaningful. Metz offers the following set of categories for classifying accounts of meaning. Broadly
speaking, supernaturalist conceptions hold that a life is meaningful insofar as it is lived in accordance with a greater
purpose for the cosmos as determined by a Divine Being or Beings, or insofar as the choices one makes in this
transitory life have an impact on elements of the soul that continue after one dies. In contrast to this approach are
naturalist accounts, which locate the conditions for meaningful life within the context of human life in this world,
regardless of the existence or influence of supernatural factors. The naturalist school is split into two camps,
subjectivist accounts, which hold that a life is meaningful insofar as it involves positive mental states such as
engagement, satisfaction, and love,74 and objectivist approaches, which conceive of the meaningful life as one that
includes the pursuit and attainment of goods which are mind-independent to a significant degree. According to
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objectivist accounts, a meaningful life is characterized by engagement with goods that are intrinsically valuable for
moral or aesthetic reasons or because they contribute to our personal growth. 75
Metz classifies James‘s approach as subjectivist, probably because of the important place novel ideals hold in
his theory (Metz 2002, p.793). I disagree with this classification because James‘s conception includes both
subjectivist and objectivist elements. Metz‘s classification of James‘s approach comes as a surprise, as later in his
paper, he points to E. J. Bond‘s theory of meaning as an example of an objectivist theory, and Bond considers the
exercise and development of virtue the most rational objective for anyone seeking to live a meaningful life (Bond
1983, pp.160-1). James‘s theory also makes the exercise of virtue a requisite part of a meaningful life, and it is
important to point out that the exercise of virtue is not a wholly mind-dependent phenomenon. One cannot truly
exhibit courage in a situation that does not call for courage. Objective factors in one‘s circumstances make an
important difference in the opportunities one has to exercise the virtues. For these reasons, it would be more
accurate to say that James‘s theory straddles the line between objectivism and subjectivism, because it includes
elements of both.
At this point, we have established meaning as an evaluative category distinct from morality and well-being.
We have also considered some broad approaches to the question of what makes a life meaningful, and we have
characterized James‘s approach, with its emphasis on both active virtue and novel ideals, as including elements of
both subjectivist and objectivist schools of thought. It remains for us to consider James‘s theory in greater detail.
James begins his account by considering examples of lives that lack meaning in some way. The first example
James takes up comes from his own experience. Toward the end of the 19 th century, James spent some time at the
Chautauqua Assembly, an adult educational summer institute with programming that included lectures by
intellectual, cultural, and spiritual leaders of the day. In this environment, James writes, one had easy access to what
most would consider the good things in life: a beautiful pastoral setting, excellent and abundant food, diverting and
edifying lectures and performances, and opportunities to engage in pleasant forms of exercise. After a week in this
paradise, James found himself unexpectedly relieved to be leaving. He explains that the reason for his unexpected
rejoicing upon returning to the ‗real world‘ was that life was just too easy at Chautauqua. He missed ‗the element
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that gives to the wicked outer world all its moral style, expressiveness, and picturesqueness, -- the element of
precipitousness, so to call it, or strength and strenuousness, intensity and danger‘ (James 2000, p.289). In the
complete absence of responsibility, anxiety, and uncertainty, life lost much of its richness and depth. James realized
that part of the value in life comes from challenging situations that call on us to exert ourselves so that we can
succeed in the face of difficult odds, maintain our standards even when compromise offers an easy way out, and
persevere even when things become uncomfortable or uncertain. These challenging situations call on us to respond
with those qualities of character that James refers to as active virtues. Examples include courage, hope, wit,
determination, and kindness.
James also considers another sense in which a life can lack meaning. Even those whose daily activities
include robust displays of active virtue may not be leading a life that is fully meaningful. To illustrate his point,
James considers the lives of laborers who work in dangerous environments. He shows great admiration for their
courage, especially for those who work at great heights building skyscrapers or beneath the surface of the earth
digging tunnels for underground rail systems (2000, p.290-1). Though these workers persevere in challenging
circumstances, James maintains that another factor must be in place if their lives are to be truly significant. These
workers must have a good reason for the risks they take and the discomforts they endure. James characterizes such
reasons as novel ideals and describes them as goals, hopes, and dreams that are deeply personal and give life a
distinct direction (2000, p.299). These ideals are imagined conceptions of states of affairs that are currently
uncertain or nonexistent, but these imaginings are nonetheless real in the sense that they produce an effect in us,
namely a desire to apply the effort necessary to make their content come to light in the real world. James makes it
clear that these ideals need not be novel in an absolute sense in order to be meaning-giving. Instead, they need only
be novel relative to the person they inspire (James 2000, p.299). To return to the example of the courageous
laborers James regards with such admiration, there are several possible ideals that might inspire their work. They
may believe the project they are working on will be of significant benefit to the community. They may be working
to secure better educational opportunities for their children or to keep themselves out of poverty. But not every form
of motivation will qualify as meaning-giving. If James‘s laborers report to the job site each day just as a matter of
routine or because they do not know what else to do with their lives, their efforts are less meaningful than the work
of those who sweat in the name of some public or personal ideal.
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Are some ideals more meaningful than others for James? James warns of the difficulty of making such
judgments at the outset of ‗What Makes a Life Significant‘ (2000, p. 286-7). In reviewing the conclusions drawn
from a companion essay (‗On a Certain Blindness in Human Beings‘), James cautions readers about the difficulties
of fully appreciating the ideals of others because we do not experience them from the same point of view. To
demonstrate the difficulty of achieving objectivity in such matters, James invites his readers to consider a very
difficult question: who knows more about the worth of an individual – someone who is deeply in love with that
person, or someone with no significant emotional attachments to the person in question? It is tempting to say that
the person who is more emotionally neutral would be a better, more objective judge, but taking this route involves
problems of its own, especially because it requires us to bracket out what the lover has learned about the beloved
from their shared history and from the particularly vivid way in which the lover experiences the beloved. For James,
just because an individual experiences the tug of a particular ideal more strongly than his neighbors does not make
his particular point of view an unimportant or irrelevant perspective in evaluating the ideal‘s content. Given the
difficulty of achieving a privileged perspective for evaluating the significance of competing ideals, it is reasonable to
conclude that James would seek to avoid drawing comparisons between competing ideals, or that he would at least
take great pains in studying the ideal of another before dismissing it as insignificant, at least on the grounds of the
ideal‘s content. It might be possible to compare the meaningfulness of ideals on the basis of their relative capacities
to elicit a powerful or sustained response from the people who cherish them, but even this limited evaluation would
require profound levels of insight into the lives of others.
Does this mean that James‘ conception of meaning has the same weaknesses that Metz and Wolf have
associated with various forms of subjectivism, i.e., that it is untenable because it sets the threshold for meaning too
low? Must James concede that desires for trivial activities like collecting bottle caps, ‗smoking pot all day,‘ or
eating vast quantities of ice cream qualify as meaningful ideals (Metz 2002, pp.795-6; Wolf 2010, pp.16-17)? While
James‘s conception admits of great flexibility when it comes to the content of ideals, it is important to keep in mind
that an ideal leads one to a significant life in the full sense only insofar as it inspires the exercise of active virtues.
While it is possible to put together the concepts virtuous and bottle-cap collector in a superficial way to make a
point of logic, when we examine the lives of flesh-and-blood bottle-cap collectors, are we really likely to find
profound examples of courage and perseverance performed in the pursuit of their hobby? If we do, then that would
seem to provide good grounds for revising our opinion of bottle-cap collecting as a trivial activity. The objectivist
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side of James‘s theory, the element that requires the exercise of active virtue, provides considerable protection
against the charge that James‘s theory cannot distinguish meaningful ideals from trivial ones.
Having shown how the subjectivist and objectivist aspects of James‘s theory combine to establish a relatively
demanding threshold for achieving a significant life, we can now apply James‘s conception to the question of how
computer use affects our prospects for a meaningful experience at work. In particular, how does computer use affect
one‘s opportunities to engaging in active virtue? How does it impact our ability to conceive of novel ideals?
To begin with the active virtues, these are qualities of character that enable one to engage with the world in a
positive, effective manner. It is not enough merely to imagine a desirable ideal; without the character traits that
empower us to follow through on our ideals, even the most brilliant and humane of visions will turn out to be
nothing more than a passing fancy. James mentions about a dozen virtues specifically in his essay, but three occur
repeatedly: courage, patience, and kindness. For the sake of economy, I will examine these three in this paper.
Comte-Sponville describes courage in its most basic form as ‗an inclination to wrench [one-]self away from
the sway of instincts and fears‘ (2002, p.48). Courageous people are capable of retaining mastery over themselves
even in the face of fearful things. But technological mediation has the potential to change the way that many of us
face the things that would otherwise arouse our fears. It is therefore important to reflect on the ways that technology
affects our opportunities to behave courageously.
Comte-Sponville offers a provocative thought experiment that lends an important perspective on the
connection between courage and technology (2002, pp.45-6). Consider two terrorists, each of whom sets in motion
a chain of events that kills a number of innocent, unsuspecting bystanders. One does so by pressing a remote control
that allows him to detonate powerful explosives at a safe distance; the other by wearing the explosives under his
clothes, walking into a heavily populated area, and blowing himself up. Comte-Sponville invites us to consider
which of the two terrorists is a better person. He is quick to point out that it makes no difference from the
perspective of the people killed – both are utterly reprehensible. But what if we compare the characters of the two
terrorists themselves, bracketing out the grisly consequences of their actions. Their willingness to slaughter
innocent human lives makes it difficult to say much in favor of either terrorist, but the one who sacrificed himself
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for his cause at least displayed considerable self-mastery in the face of death, while the terrorist who used
technology to commit his atrocity remotely did not exhibit a similar degree of courage.
But what does this gruesome thought experiment have to do with normal computer workers diligently
working at their desks, busily adding information to a database or sending emails to colleagues or customers? The
terrorist example suggests that technological mediation in violent acts greatly reduces the courage required to strike
out at one‘s enemies (or at innocent bystanders). Is there a connection to our garden-variety computer worker, who
has no intentions of striking out at anyone?
One way to answer this question is to point out that much computer work (but certainly not all) takes place in
the relatively safe confines of a carrel, and office, or (in the case of telecommuters) one‘s home. Workers in these
environments may or may not have face-to-face contact with the clients they serve or the supervisors they report to.
In other words, they may have only mediated contact with the people who make their jobs challenging. While this
arrangement does not necessarily make their work less stressful (it may be just as stressful for different reasons –
computer-mediated connectedness may increase the pace of their work), it could be argued that it results in fewer
occasions at work that call for courage.
This way of thinking is not completely satisfying for a number of reasons. Foremost among these is the fact
that many of the actions we undertake on the computer still have consequences that can have a profound impact on
our lives for good or ill. Even though we may be seated comfortably before our keyboards and screens, we are still
called on to perform, and failing to meet the expectations of customers and supervisors can have a significant
negative impact on one‘s reputation at work and prospects for raises, promotions, etc. In situations in which these
risks are apparent, the resulting anxiety is real, and it requires real courage to carry on with our responsibilities.
It is also possible to use computers to engage in activities that require great amounts of courage. Sahlman
Rushdie must have been aware of the risks of violent retaliation he faced when he published Satanic Verses, yet he
did so anyway. More recently, Juian Assange must have been aware that disseminating secret government
documents via Wikileaks would make him some powerful enemies, and still he did just that. Ivan Sutherland,
former Vice President of Sun Microsystems and a seminal contributor to the field of computer graphics, has written
at length about the ways in which technological innovation requires courage (1999).
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But how many of us use computers to commit acts of daring in the name of art, justice, or innovation? I
would venture to say that it is not a common occurrence. It may be helpful to follow James‘s lead and consider the
cases of construction workers and soldiers. Does the courage of the garden-variety computer worker compare with
that of laborers and tradesmen working on projects that routinely expose them to potential hazards such as falling
from great heights, accidental contact with high-voltage wiring, or cars and trucks traveling at great speed? The
courage gap broadens even further when we consider the hazards involved in combat training and actual warfare. 76
In the face of such comparisons, it would appear that computer work tends to require less courage or a lower order
of courage than many occupations in which the computer plays only a limited part.
To return to James‘s conception of significance, the difference suggests that computer work will be less
meaningful than other types of work, at least in terms of the opportunities it affords to exhibit courage. But there are
several other factors that contribute to a life‘s significance, and it would be a mistake to say that computer use is a
meaningless activity because it involves courage in only a limited way. Even if it were fair to say that computer use
is not very meaningful, it is still an open question whether it should be avoided or reconstituted to more closely
resemble work that involves greater degrees of risk and daring. Meaning is important, but so is safety. It would
show great contempt for life to abandon safe means of getting a job done in favor of riskier means for the sole
reason that the riskier way demands more courage. To turn Comte-Sponville‘s thought experiment on its head,
consider the U.S. military‘s program that employs remotely-piloted aircraft to bomb targets in dangerous areas. It
would be deeply problematic for military leadership to abandon this program in favor of using aircraft flown by live
pilots for the sole reason that being in the cockpit on such a mission gives that soldier a more meaningful
experience.
Just as meaning is not a master value that trumps all others, when it comes to meaning itself, courage is not
the sine qua non of a meaningful life. There are numerous other traits of character that enable us to engage with the
world in a positive way. The next we will consider is patience.
Generally speaking, computerization speeds up information-related work processes. Pre-computerization,
accessing a customer‘s account records may have taken real time: a clerk may have had to go to some basement or
76

I acknowledge that it is not possible to draw perfect distinctions among these classes of workers: computers already inform much of the work
that goes on in construction and in the military, and I believe that computerization in these sectors will continue to grow. For relevant statistics,
see U.S. Census Bureau, ‗Table 656. Workers Killed or Disabled on the Job‘ (2011).
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other storage area, rifle through several files, then walk the required information back to the manager or sales
representative who needed it. Computers make the clerk, the basement, and the folders superfluous, at least for dayto-day business operations. The sales representative need only perform a quick keyword search, and the required
information appears instantly.
The instantaneous aspect of computer-driven information retrieval and dissemination makes it tempting to
conclude that work in a computerized setting requires less patience or a lower order of patience than work in a
different setting. There are, however, several other factors at work that make such a facile conclusion unwarranted.
Most important is the fact that as computerization accelerates our capabilities for working with information, it also
adds to our expectations that information will always be available quickly. Unfortunately, even in the most wired of
workplaces, delays can occur frequently.
Although current information technology is generally reliable, it is not immune to occasional glitches, nor is
it capable of sustaining limitless traffic. When delays occur for these or other reasons, it is surprisingly hard not to
get upset. Slow-loading websites provide a good illustration of what I mean: a website that takes thirty seconds to
load would have been perfectly acceptable in 1997 – now it is an occasion for profanity. And if the website does not
load at all, it can ruin a person‘s day. 77
Even more important are the ways in which the computer speeds up and expands communication in a
business context. Email, instant messaging, and phone calls make business communication near-instantaneous, but
they speed up the people sending and receiving the messages only to a limited degree. A business correspondent
may need to do some research or fact-checking before answering a question, he may need to get farther along in a
project before providing important details about it, or he may be swamped by other communications that demand his
time and attention. The resulting time-lag can be a source of great frustration for a person with a question or a
problem. The broader the pool of correspondents, the more time spent waiting for others to reply.
Thus, patience is a necessity even though our tools allow us to process and transmit information very quickly.
But how does practicing patience contribute to a meaningful life? In a sense, patience is a matter of self-mastery

Carayon-Sainfort has identified positive correlations between poor ‗computer system performance‘ and ‗perceived workload‘ and ‗perceived
job pressure‘, as well as a negative correlation between poor computer system performance and ‗perceived job control.‘ Increased perceived
workload, increased perceived job pressure, and decreased perceived job control all contribute to job-related stress (Carayon-Sainfort 1992).
77
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just like courage: both involve managing oneself in the face of potentially distracting emotions. In the case of
courage, that emotion is fear; for patience, the challenging emotion is the frustration that arises when one cannot
attain a desired objective immediately.78 Though James does not mention this explicitly, it would appear that selfmastery provides a point of connection between active virtues and novel ideals: the virtues allow one to maintain
focus when one encounters resistance in the pursuit of one‘s ideals.
Self-mastery is also essential to the final virtue addressed in this essay: kindness. Kindness can be viewed
either positively or negatively. Positive kindness, or engaging in acts that promote the welfare of others, is closely
related to the virtues of charity or generosity. Negative kindness, or avoiding actions that harm others, is associated
with the virtue of gentleness. Each of these dispositions enables us to overcome the self-centeredness that manifests
itself in negative behaviors like stinginess and cruelty. Kindness enables us to live well with others and with
ourselves.
With respect to computer‘s impact on these virtues, the broad, relatively anonymous connectedness fostered
by Internet communications gives copious, meaningful opportunities to practice kindness. When we are pressed for
time (and who isn‘t?), the messages in our email in-box can appear as a set of tasks on a to-do list to be dispatched
with as quickly as possible. Kindness reminds us that there are (usually) living, breathing, overworked people who
sent those messages and who are depending on us to provide a helpful response. Kindness keeps us from blasting
the unfortunate soul whose ill-advised comment on a discussion board sets us up for a devastatingly clever rejoinder,
even though we could easily use a pseudonym to conceal ourselves from our victim and any others who might bear
witness to our cruelty. We can get away with a lot on the Internet, and this freedom makes kindness all the more
important.79
The connectedness afforded by the Internet also puts us in touch with other people‘s problems, both through
personal communications and via online media. There is a question of whether the rate at which we receive news of
the troubles of others has a desensitizing effect on our capacity for compassion, or whether the mediated nature of
such information makes it less compelling than petitions brought forward in person. But, regardless of how
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Charlton provides a helpful discussion of the various ways computer use can lead to feelings of anger or frustration (2009).
Although I see online connectedness, freedom, and anonymity as conditions that challenge our capacity for kindness, Radovan sees a different
dynamic at work. He predicts that the pervasiveness of Internet-based media will promote cultural homogeneity on a global scale, which may in
turn lead to increased solidarity (Radovan 2001, p.445). Presumably, increased solidarity would make the practice of kindness less demanding,
on the grounds that it is easier to be kind to someone with whom you identify than it is with a perfect stranger.
79

174

compelling such cases are, opportunities to help abound, and computer-based communications remind us of these
opportunities to engage with others in a charitable way.
To sum up, questions about the impact of the computer on one‘s ability to exercise the active virtues do not
admit of simple yes or no answers. There are matters of degree involved, and each virtue involves its own set of
dynamics. In the case of courage, it would appear that opportunities to exhibit bravery are not as robust in
computer-driven workplaces as they might be in other workplaces. In some respects, this is a good thing: office
environments pose fewer physical dangers than construction zones and battlefields, and it would be irresponsible to
introduce potential hazards just to make work time more interesting. But insofar as the computer puts us in broader
contact with other people, computer work may actually require increased levels of patience and kindness compared
to other modes of work. Though the computer speeds up the rate at which we can process information, we still find
ourselves waiting on others to make decisions that have an impact on our projects and activities, and waiting can be
frustrating. There is a definite need to practice patience if we want to keep our frustration from becoming a
debilitating distraction. The computer also allows us to communicate with others on a broader scale than previous
technologies, but this contact takes place in a mediated way that frequently leaves out the physical cues that remind
us that the things we say and do have a definite impact on the life of another human being. Computer use calls on
our capacity for kindness in distinctive ways: it can be easy to forget that there is a real person at the other end of
online exchanges, especially when all we see is the information or data that they have sent us.
The above discussion of the virtues reminds us that the workplace involves distractions that can keep us from
living up to the standards we hold for ourselves. The virtues enable us to meet challenges without giving way to
fear, frustration, or heartlessness. They also give us the strength of character to do the work it takes to realize our
ideals. But how does digital technology impact a worker‘s ability to frame, follow, and refine the ideals that give
significance and direction to one‘s work? Two opposing trends come to mind:


In the worst-case scenario, increased breadth and speed of communication, combined with increasingly
demanding expectations for accomplishing tasks quickly, result in an overwhelming to-do list for the
computer worker. He becomes so busy completing his tasks that he loses touch with the ideals that give his
work meaning. If the separation from the animating ideal is complete, work becomes a matter of
accomplishing one task after another simply for the sake of getting them over with. If the worker still
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senses a faint glimmer of the life-giving ideal, he may experience the disturbing, paradoxical feeling that he
is extremely busy, yet making very little progress toward his goals. The tasks he is completing may still be
significant to others, but from his point of view, work gives no satisfaction.


In an optimal situation, the computer gives the worker the opportunity to acquaint herself with the broader
context of her work. This opportunity may come in the form of getting feedback from clients, learning
more about a group that her organization might serve in the future, investigating the historical
circumstances of her work, or reading projections for developments in the near or distant future for her
field. Achieving a better sense of how one‘s work makes a difference for others encourages the refinement
of old ideals and the development of new ones. As Putnam points out, the ideal for James is an intimate
part of one‘s self-conception (1997, p.289) The more clearly one apprehends her own ideals, the better she
can appreciate her own meaning.

As the above scenarios suggest, the degree to which the computer contributes to the formulation and
refinement of novel ideals depends a great deal on the amount of time and attention one devotes to reflection on
one‘s current situation and how it connects with future possibilities. Making time to reflect on one‘s work is to
some degree a matter of individual temperament and discipline, although there are strategies management can
employ to open up more space for reflection in employees‘ schedules. I share some of these strategies below.
With the above in mind, it is possible to identify at least two current trends that potentially support a
Jamesean notion of significance at work. The first is the gradual, persistent movement in computer design toward
smaller, more portable devices. Advertisements for netbooks, smart phones, and other portable computers typically
show their users searching for information, communicating with contacts, or doing a little shopping while engaged
in leisure activities. ‗Stuck on a ski lift for five minutes? Use your smart phone to buy tickets for your next
vacation in Maui!‘ James, who generally celebrates technological progress in his writings, would likely be very
enthusiastic about the possibilities these very technologies present for work. One need not remain shut away in an
office to consume, produce, or manage information. Portable devices make it possible to work with information ―in
the field,‖ whether this means the marketplace, the hospital ward, or even the wilderness. If time spent cloistered
away with a desktop computer tends to diminish opportunities to exercise the active virtues James considers so vital
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to the meaningful life, portable digital devices increasingly provide possibilities for building on this dimension of
significance while at work.
The second trend is a fairly new development in workplace management. It involves the manipulation of
workflows to create pockets of time in which employees can work on creative projects, investigate new ideas, or
even just take a few hours to get caught up. Email blackout days are an example. By periodically keeping workers
from checking, writing, or responding to emails for an entire day, managers can give employees a break from one of
the more demanding aspects of the computer-driven workplace (Shipman 2008; Hemp 2009). Another technique is
the observance of ‗hack days,‘ essentially days for workers to concentrate on projects that they find important,
regardless of whether their supervisors consider these projects a priority. 80 In Jamesean terms, these techniques
open up time for workers to connect with the ideals that make their work meaningful for them. In theory, these
moments of connection should translate into increased motivation, creativity, and satisfaction with one‘s work.
But what of individual workers like me, who find themselves questioning the significance of their hours spent
before the screen? We can take some consolation in the fact that opportunities to practice real virtue are close at
hand, and that for thousands of years, discerning minds have prized these qualities of character over such goods as
wealth, power, and fame. Better yet, we could take a moment to reflect on how our efforts support the ideals we
cherish for ourselves and for society at large.81 Or we could exercise a virtue we have not yet discussed, prudence,
and take a break until we are centered enough to work with the computer in a more deliberate way. 82
There are several possibilities for future research related to this question. In the present paper, I have
considered William James‘s theory of meaning and explored how it might be employed to reflect on the significance
of work performed on the computer. But there are several other conceptions of meaning to consider, some of which
may have valuable insights for questions of meaning in a computerized workplace. 83 Also, although I have
suggested some ways that management might restructure the workplace to encourage meaningful experiences, Ihave
not looked into the question of whether management is obligated to do so.84 But these are questions for another day.

80

Although the most famous hack days are all-comers events for computer enthusiasts regardless of where they work (Hack Day 2011),
individual businesses can also set up their own hack days. See (Chris 2008).
81
Schwartz offers helpful techniques for discerning one‘s workplace ideals (2007, pp.5-7).
82
Schwartz also offers several suggestions for breaks that enhance one‘s effectiveness at work (2007, p.65).
83
Recent work by Susan Wolf holds particular promise, as her conception of a meaningful life also includes subjectivist and objectivist elements.
See Wolf (2010).
84
Schwartz has strenuously argued that management has a duty to provide opportunities for workers to develop as autonomous agents. Her
conception of autonomy has much in common with the Jamesean notion of pursuing of novel ideals. Her examples focus on detail work in a
factory setting, but her arguments could also be applied to the case workers using computers to perform tedious tasks (A. Schwartz 1982).
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Abstract
This paper examines the copyright policies of the New American Bible, the authorized bible commissioned by, and
used for worship in, the Roman Catholic Church in English. In particular, it examines the online copyright policies
of two organs of the church: the United States Conference of Catholic Bishops, and the International Comission for
English in the Liturgy. The two organs are found to have conflicting copyright policies. Both policies are examined
from a theological point of view, and are found to be incoherent. In particular, both policies do not fulfill the criteria
set forth in Verbum Dei: access and integrity. An alternative is proposed, based on the Creative Commons
Attribution-Noncommercial-No-Derivatives liscense, which would better fulfill such criteria.

1 INTRODUCTION
The evangelistic imperative is one of the defining features of Christianity. While each major faith tradition
proclaims its own truths to the world community in its own way, no other major faith tradition, with the possible
exception of Islam, has felt the need to make its truths so widely accessible to everyone. Much of that imperative
can be attributed to the Great Commission, when Jesus commands the disciples to spread the news of his
resurrection. Perhaps its most famous formulation is in Matthew 28:
16The eleven disciples went to Galilee, to the mountain to which Jesus had ordered them.
17 When they saw him, they worshiped, but they doubted.
18 Then Jesus approached and said to them, ―All power in heaven and on earth has been given to
me.
19 Go, therefore, and make disciples of all nations, baptizing them in the name of the Father, and
of the Son, and of the holy Spirit,
20 teaching them to observe all that I have commanded you. And behold, I am with you always,
until the end of the age.‖
Combined with the Pauline affirmation that the Gospel applies to all people (hence disciples of all nations),
Christianity formulated conceptions of evangelism and missionary work. Within the Roman Catholic tradition, this
usually takes the form of emphasizing both sacred Scripture and sacred tradition (Dei Verbum, 1965). Since the
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promulgation of Dei Verbum, the Dogmatic Constitution on Divine Revelation in 1965, there hasn‘t been a great
deal of controversy about how the Gospel should be promulgated — until now.
With the dawning of the digital age, the publishing industry is now undergoing a huge revolution in their ways
of doing business, with great uncertainty. This uncertainty carries over into the 21 st century, as new methods of
spreading the Gospel overtake reflection on those same methods. In particular, the thorny issue of copyright law has
left much of the online world scratching its head, and tying itself in knots. In this essay, I‘m going to examine how
this debate affects our understanding of evangelization in the 21st century. First, I will examine current theories of
intellectual property, and demonstrate why they are lacking when applied to scripture. I will then attempt to posit an
ethical solution, based on current (and, hopefully, future) frameworks.
2 CASE DESCRIPTION
The New American Bible (NAB) is the fruit of several decades‘ worth of work by several generations of scholars.
Originally commissioned by the Confraternity of Christian Doctrine (CCD), which, importantly, still holds the
copyright, its administration in the US has largely fallen to the United States Conference of Catholic Bishops
(USCCB) and, abroad, with the International Commission on English in the Liturgy (ICEL), which is ―[A] mixed
commission of Catholic Bishops‘ Conferences in countries where English is used in the celebration of the Sacred
Liturgy according to the Roman Rite,‖ (ICEL, 2003) and coordinates translations of English liturgical works,
including the Roman Lectionary, which, in turn, includes its material from the NAB.
The ICEL maintains its copyright on the liturgical works, giving the following rationale:
ICEL copyrights its texts in order to maintain under the civil law and international conventions the
Church‘s ownership of these texts used by Catholics in their worship. The legal safeguard provided by
copyrighting the texts helps to preserve their literary and liturgical integrity under the ecclesiastical
authority given to the conferences of bishops by the Second Vatican Council and by subsequent
instructions of the Apostolic See. Through copyright of its texts ICEL can also help to promote their
availability to all the English-speaking countries through the international copyright conventions.
(ICEL, 2008 p4)
The ICEL also collects royalties from publication of these works. Again, from the ICEL:
As a nonprofit body at the service of the Church in the countries where English is spoken, ICEL
endeavors to conduct its program with just remuneration for translators, editors, composers,
consultants, and staff and with expenditures directly related to liturgical purposes. To provide a
continuing source of revenue for ICEL‘s current and future expenses in developing liturgical materials,
a royalty fee is charged to all publishers.
ICEL does not charge for the reproduction of its texts when they appear in materials produced by
individual parishes, schools, religious houses, and the like for their private and non-commercial,
nonprofit use. Even in such cases, however, the requisite acknowledgment and copyright notice should
always appear. (ICEL 2008, p4) Finally, in an appendix to the policy (presumably part of the 2008
revision):
Use of ICEL Materials on Global Computer Networks
ICEL texts and translations that have been approved by the Conferences of Bishops, have received
the recognition of the Holy See, and have subsequently been promulgated for use on the date
established by the Conferences of Bishops may be reproduced in a non-commercial site (―Site‖)
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on the global computer network commonly known as the Internet without obtaining written or oral
permission, subject to the following conditions:
1. There must be no fee charged to access the Site or any of the ICEL translations, texts, or music,
thereon;
2. The appropriate ICEL copyright acknowledgment must appear on the first and last pages and/or
frames within the Site displaying the ICEL translation or text (see www.icelweb.org and click on
―copyright policies‖);
3. The ICEL translations and texts must be followed exactly;
4. These policies do not grant a license to publish texts in any other form or any other right in ICEL‘s
name and marks, and the Site may not display the ICEL translations or texts or otherwise use the
ICEL name in any way that implies affiliation with, or sponsorship or endorsement by, ICEL;
5. ICEL reserves the right to terminate or modify its permission to use its translations and texts;
6. ICEL reserves the right to take action against any party that fails to conform to these policies,
infringes any of its intellectual property rights, or otherwise violates applicable law.
The USCCB, which administers the CCD‘s copyright of the New American Bible, however, has a very different
set of copyright guidelines:
•

No permission is required for use of less than 5,000 words of the NAB in print, sound, or
electronic formats (for web usage, see below) provided that such use comprises less than 40%
of a single book of the Bible and less than 40% of the proposed work.

•

Permission must be requested for use of more than 5,000 words from the NAB (or when the
use comprises more than 40% of a single book of the Bible or more than 40% of the proposed
work).

•

A copy of the manuscript pages that contain Scripture selections should be sent to [the
Associate Director of Permissions]

•

The Scripture citations should be highlighted and the reference citations must be clearly
marked. The following information should be included: title, publisher, publisher address,
publisher contact name, proposed publication date, print run, list price, length of work.

•

Manuscripts may be accepted via e-mail with prior authorization. To obtain authorization,
please send an email to nabperm@usccb.org.

•

Permission is no longer granted to reproduce the 1970 New Testament (apart from in the
Liturgy of the Hours).

•

All quotations must be verbatim from the text, including capitalization and punctuation. The
poetic structure of some passages and books written in verse (for example, Psalms, Wisdom,
Isaiah, etc.) must be preserved in verse as printed.

•

The appropriate copyright acknowledgment must be given [as per a given formula]
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The end result of all of this legalese, however, is quite confusing. In practical terms, this means it is perfectly
legal for one to view the NAB online, on a personal laptop, or on Apple Computer‘s new iPad, but if one were to
download the text in order to read it offline, say on the train, is illegal copyright infringement. Surely, however the
confluence of the church and the state set the rules for reading the bible in the 21st century, the presence or absence
of a wireless signal shouldn‘t make that difference.
3 BACKGROUND: JUSTIFICATION FOR INTELLECTUAL PROPERTY
How can one own an idea? Such a question has been raised in society since the time of Gutenberg – and, until
recently, had been more-or-less satisfactorily answered. The advent of the internet, however, has changed the entire
frame of the question. When books, inventions, and other creative works heretofore were physical objects – things
that could be touched, made, and controlled by scarcity – society developed copyrights and patents, which worked
admirably. However, the digital revolution of the internet changed the rules of the game when two major advances
changed the nature of creative works:
1. Creative works are digital – composed on computers. This means that a work has gone from being markings
on a piece of paper to being bits in a data stream. It is therefore now possible to reproduce flawless copies of
any work composed on the computer. While this capability existed in the hands of book printers up until
now, the widespread adoption of computers and desktop publishing has enabled even average citizens to
produce work on the level of professional typesetters.
2. The internet connects personal computers together in a global network. While the capability to move files
from one computer to another was one of the first major advances of the computer industry, Geography had
heretofore posed a definite limitation to any attempt to share files; Users could put a file on portable storage
media like a floppy disk, say, and share it with neighbors, but only realistically able to share information
between people who are geographically close. Companies could control the distribution of software by being
the only people who could ship uses copies of software. With the advent of the internet, however, works can
now be placed online for anyone to access and copy.
This has thrown back open the question of intellectual property (IP) rights: are the rights given by traditional
intellectual property regimes morally legitimate? Some, like noted activist and founder of the Electronic Frontier
Foundation (EFF) Richard M. Stallman argue that intellectual property rights, at least applied to software, constitute
a ―betrayal‖ (Anarcho Babe, 2004) of other users; an idea which he calls ―morally sickening‖ and argue that ―It is
not ethical to use non free software.‖ Other authors, however, like Richard Spinello (2006) argue that at least the
idea of some sort of copyright is completely legitimate, if not the current US copyright regime.
The debate appears to be somewhat intractable. However, in some ways, the debate is also moot. It is highly
unlikely that the logical conclusion of abolitionists like Stallman‘s reasoning will come to pass, and copyright will
be abolished. The debate, then, needs to be refocused — given that copyright exists, what is acceptable conduct
within this framework? What is the most morally superior way of conducting oneself under the scheme? It is these
questions which have the most direct bearing on the question at hand, and deserve the most scrutiny.
In order to deal with these questions, however, it is necessary to first examine what justifications are given for
IP rights in the first place in order to be able to adequately answer the question. There are three sources for
justifications of IP rights. Briefly, they are:
1. A Lockean theory, commonly referred to as the Labor-Desert theory (Spinello, 2006 p 98; Hughes, 1988 pp
296-329; Kimppa, 2003 pp 59-75; Tavani, 2005)
2. A Hegelian theory, referred to as the Personality theory (Spinello, 2006 p 99; Hughes, 1988 pp 330-358)
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3. A Utilitarian theory (Spinello, 2006 p 100)
A brief discussion of the three follows.
3.1 Locke: Labor-Desert Theory
The Lockean argument is perhaps the one most documented. Briefly, the argument emphasizes that Labor makes
right – an agent has a legitimate claim to only that which the agent works for.
Locke begins with a rights-based approach; declaring, as noted above, that everyone has rights to life, liberty,
and property. His main moral thrust comes in his assertion that people are entitled to as much property as may be
necessary to sustain themselves‘ and their dependents‘ right to life. (The text lends itself to a broader reading of
―sustenance‖ to include a modest, though not extravagant, living.) Locke also asserts that the earth was, originally,
held by people in common; property rights derive from people claiming certain small portions of land and other
resources to exclude other‘s access to, thus increasing the number of people who can subsist on the remaining
common land. (Ironically, he essentially justifies private property on altruistic grounds.)
Locke derives his theory entirely from a supposition that all tangible property is held in common; the Lockean
argument for IP rights extends this to creating a parallel immaterial commons (Kimppa, 2003 p 64). One key feature
of the immaterial commons, however, is that every object in it is both unique and non-diminishing. Hamlet is only
one particular combination of words in the entire English language, and so can be said to be unique, but my reading
Hamlet does not prohibit my next-door neighbor from doing so as well.
Hughes identifies two alternate readings of Locke‘s theory:
1. Labor-Avoidance: This reading holds that labor is, by definition, an implicitly unpleasant activity that people
pursue only reluctantly. It is just, therefore that those who labor be rewarded with the fruits that are thence
derived. Applying it to Hamlet Shakespeare deserves the IP right to Hamlet because writing plays is painful
(or, at least, less pleasant than alternate options).
2. Value-Added: Those whose labor creates value should be rewarded with its profits. Rather than stressing the
unpleasantness of the work, this theory stresses the value that is created. Applying this to the Hamlet
example, Shakespeare is entitled to the IP rights to Hamlet not because it is painful to write plays, but
because Hamlet is a great play.
3.2 Hegel: Personality Theory
The Hegelian position holds that an author invests some facet of the author‘s personality in all created works.
(Hughes, 1988 pp 330-358) The works created by a given author embody a part of the author‘s personality.
Therefore, an author is entitled to some amount of control over the created work.
Note that the IP rights associated with this theory are separate and distinct from those associated with the
Lockean argument. Rather than stressing compensation for pain or value, the Hegelian instead demands veto power
over derivative works, and seeks to ensure that created works accurately reflect the author. Unlike either the
Lockean or the utilitarian, who argue that creation must be incentivized, the Hegelian does so almost from a
defensive posture – to define the agent itself concretely in the world, rather than allow others to define the agent.
This argument assumes that creation will happen, and even encourages it, but insists that the rationale behind
creative works – a self-actualization solely by an agent – must remain only within the agent‘s sole control.
3.3 Mill/Bentham: Utilitarianism
The Utilitarian‘s argument is perhaps the simplest of the three, and is most prominently articulated in the US
Constituion, which reads, in part ―The Congress shall have power ...To promote the Progress of Science and useful
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Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and
Discoveries.‖ (Art. I, §8, Cl. 8)
The utilitarian‘s argument is merely that creating works takes time, and effort, and without sufficient protection,
authors will have no incentive to create, and will, accordingly, not. Important to this idea is that creation: artistic,
literary, scientific, or technical, must be incentivized. Agents within the system do not create IP works absent these
incentives, because, economically, the ―costs of expression‖ outweigh the ―costs of distribution‖ – in effect, because
it does not make economic sense to create IP works, agents will, accordingly, not create IP works. Because IP works
are held to be a nonmoral good, the utilitarian argues that the only moral route for society is to give some sort of
economic incentive for IP works to be created. Futher, the utilitarian argues, the best method to incentivize the
production of IP works is the limited monopoly granted by IP rights; ergo IP works are moral.
4 OWNERSHIP OF SCRIPTURE
Before we can examine the justification for Scriptural IP rights, we must first resolve one important question: Who
owns the Bible?
In a certain sense, this question is nonsensical — we certainly do not own the Bible in the same way that we
may own even original works. The ICEL gives the following argument in answer to that question (emphasis mine):
[I]n order to maintain under the civil law and international conventions the Church’s ownership of
these texts used by Catholics in their worship. (ICEL, 2008 p 4)
Thus, the ICEL contends that the Church owns the Bible. While this is a superficially satisfactory answer, there
are two deeper questions which lie beneath the surface here. The first is who do we mean when we say ―The
Church‖? Do we mean all of God‘s children (that is, the entirety of humanity? ) Do we mean the Catholic Christian
community? Or do we mean the institutional, teaching arm of the church embodied in the Roman Magisterium?
The ICEL clearly has one particular view of the answer to this question. In the ICEL‘s view, the Bible belongs
to the institutional Church. Yet, I think a stronger case could be made for seeing church as a cipher for the entire
people of God.
The case for such a view rests in view of St. John‘s view of Christ the Word of God. It has been understood
since the earliest days of the church Christ came to redeem all people, not merely the Jewish people. Thus, it is
incumbent upon the Christian Community, which has joyously received this news, to proclaim to the entire world
the good news of salvation in Christ. Insofar as Christ is the Word of God and is himself the good news of salvation,
then the Word of God belongs to all the people, and all people belong to the Word of God.
However, the other question that must be answered is more subtle: is the word ―own‖ the appropriate use of the
word in the context of Scripture? For the ICEL, the answer is yes, but I confess that I am not quite sure.
It is clear that the Bible is a gift from God; however, as stated above, that gift, if it ―belongs‖ to anyone, belongs
to the whole of God‘s people. Yet, where is the Christian community and the institutional Church in this
conception? Surely, as the people who recognize scripture as holy, they should have some place in this theoretical
conception?
My answer is yes, though the notion of stewardship. I argue that Scripture, like Christ, is a gift which is beyond
our power to hold. It is given to us, and it is at the same time beyond us. Thus, it is given to the Christian community
as an inheritance held in trust for the whole people of God to claim.
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5 SCRIPTURE AND IP RIGHTS FRAMEWORKS
Given the brief systematic sketch, we should be able to determine which, if any, system seems to make the most
sense when applied to Scripture. Alas, despite the copious detail of each framework, Scripture, taken seriously as the
inspired Word of God does not fit neatly into any one of these systems, as we will see.
5.1 Scripture and the Lockean Theory
The Lockean theory is based on two separate assumptions:
1. Ownership is in some way tied to labor (whether by the Labor-Avoidance theory or the Value-Added theory.
2. Property is held in common until an individual claim supersedes on the commons.
Neither one of these statements is entirely defensible with regard to Scripture, but the second is much more
defensible than the first.
The notion that ownership is tied to labor prompts an examination of the question what is labor regarding
scripture? The immediate answer for most people will be translation, and this is to be expected, given the intense
amount of time, dedication and effort that biblical scholars pour into every word (and, sometimes, every letter) of
the Bible in order to ensure as accurate a translation as possible. Yet, in our rush to acclaim the translators, we must
not forget the primary labor of creating the bible: Authorship.
Authorship with regard to the Bible is a complex thing. Any Christian will answer that the primary author of the
Bible is God. Yet this is where the simplicity of the question ends. The secondary authors of the texts are
presumably the manuscript authors themselves — St. Paul is rather straightforward, but also, if the documentary
hypothesis is to be believed, the Yahwist, the Elohist, the Deuteronomist and the Priestly source are the four main (if
ill-understood) authors of the Old Testament. A third level of authorship rests in the editors of the same works —
the priestly editors who laid out the Genesis story with two creation accounts clearly had some sort of theological
agenda in doing so, and by studying their revisions we can divine it.
Translators are yet another layer of abstraction added onto this complex animal, so any work done by modern
translators, even if they were working only with manuscript texts and were not relying on any previous scholarship
at all (a laughably naïve assumption), they would, at best, appear to be only at the fourth degree of removal in this
vast process of co-creation. Thus, while it‘s clear that translators have some role to play in determining the IP status
of the bible, to grant to them all of the benefits of several previous generations of scholarship and labor seems
disingenuous.
Largely, this is due to the Lockean model‘s understanding of labor and work — for Lockeans, creation is like
agriculture: A single person tills a field, plows, puts blood, sweat, and tears into working to soil, and derives fruit
thereby. In reality, the process of translating the Bible isn‘t like agriculture (or writing a novel) whose primary agent
is a single person with accompanying initiative, but is in fact closer to building a road: later workers use earlier
workers‘ progress in order to get to their work; still later workers will build on them.
The Lockean model‘s other assertion is quite different, and much easier to harmonize with the Christian
tradition. We have already established that, within the Christian tradition, the Bible is given to all people. This is
quite comparable to Locke‘s assertion that all property is held, originally, in common. Indeed, in Locke‘s original
Second Treatise on Government, begins with the assertion that everything is held in common because it was given to
humanity by God.
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It‘s Locke‘s second model — that individual claims, made to support oneself, can supersede the commons, that
this becomes an issue. The nature of immaterial works is such that scarcity may only be artificially imposed. Thus,
the ultimately altruistic basis for Locke‘s argument breaks down when dealing with immaterial things.
5.2 Scripture and the Hegelian Theory
The Hegelian theory is at once both the best and worst theory to apply to scripture. Its set of concerns are closest to
the Christian community‘s concerns, and yet applying it in the way it is applied to every other work would be a
gross injustice to scripture.
The core of Hegel‘s theory is that a work by an author is an expression of an author‘s personality in the world
— an act of self-definition — and, therefore, IP rights are an intrinsic component of personal liberty to define
oneself. Leaving aside the question of whether human beings can really define themselves, this is striking in its
resemblance to normal theological discourse about Scripture: the Word of God is God‘s self-revelation in the world.
Much of the Hegelian theory‘s concerns mirror concerns of the Christian community. Indeed, while Utilitarians
and, to a lesser extent, Lockeans are concerned with deriving economic advantage from their works, Hegelians are
focused exclusively on concerns of textual integrity. This mirrors ICEL‘s reasoning (again, emphasis mine):
The legal safeguard provided by copyrighting the texts helps to preserve their literary and liturgical
integrity under the ecclesiastical authority given to the conferences of bishops by the Second Vatican
Council and by subsequent instructions of the Apostolic See. (ICEL, 2008 p4)
This is precisely what the bishops are trying to affirm: Textual integrity is important, and, indeed, is why
safeguards are kept on the text in the first place.
However, on a theoretical basis, this line of reasoning breaks down when applied to anyone except God. A
translation of many other works can be a work of art itself – Robert Fagles‘s Iliad, for example, is truly remarkable,
and Sir David Ross‘s translation of the Nicomachean Ethics is still essential over 80 years after it was first published
in 1925 – that kind of personal shaping of the text that marks Fagles‘s and Ross‘s work is precisely what modern
Biblical commentators are attempting to avoid. While eisegesis is inevitable, and exegesis always only a possibility,
great care and attention is given to make the translator‘s work as transparent and unobtrusive as possible. Thus,
although translations can be judged and praised, they ultimately should not be counted as primarily the work of the
translator but rather of the original, primary author, which, here, is God.
Alas, God cannot make copyright claims, and, despite some efforts, cannot be sued either. Ostensibly, this is
where the Church can step in. Yet, this is where the Church must be very careful and very humble, if it can make
this step at all — the entirety of the Hegelian argument rests upon an author objecting to others‘ use of the author‘s
work, because, since a work is an extension of that person, those who use an author‘s work are compelling the
author into undesired association.
Following that line of reasoning, the (presumably institutional) church, on behalf of the Living God, would be
claiming that God does not desire association with someone else‘s message. That‘s an extraordinary claim, and it is
not at all clear who would be qualified to judge such a claim. Copyrights are currently administered through our
court system, but I can think of no Christian who would think that a court of law is an appropriate place for a
theological debate, much less one with the force of civil law.
5.3 Scripture and the Utilitarian Theory
The Utilitarian theory is the most straightforward of all the theories, and the one which is most oblique to scripture.
However, it must be taken seriously, because our current system of copyright law has taken this as its justification.
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The Utilitarian holds that copyright is nothing more than economic incentive to produce works. If people can‘t
derive economic advantage from producing, say, novels, then fewer novels will be written. Since we want a socially
optimal number of novels to be written, we give people a temporary monopoly on their novel, in order to sell them.
This produces many problems, which will be shown in a later section, but there is a major problem with
applying this conception to scripture. If the Christian community has any sort of unified consensus about the Bible,
it is surely that that the Bible is not just another IP work. Indeed, Christians need no external incentive to produce
translations or commentary — indeed, the great commission makes it a religious imperative. What this system may
do, however, is make it possible to derive income from copies of a religious text, although, as we will see
5.4 Scripture is its own Category
As we have seen, the notions of scripture categorized in section 4 fits into no preconceived notion of IP rights.
However, scripture does lend itself to its own set of concerns for Christians, which will be important to our ethical
determination:
1. Integrity. The Christian community broadly, and the Catholic Christian community narrowly, are both very
concerned to ensure the integrity of the scriptures. Any legal protections applied
2. Access. Christians are keen to ensure access to the scriptures for anyone who would like them. While
Catholic Christians are also key to ensure that appropriate pastoral direction accompanies the scriptures
(since Catholics do not have the right of private interpretation), Catholics are just as eager as any other
Christian group to encourage the spread of God‘s Word.
The key to our pastoral dilemma, then, is trying to fit these two major concepts into how the ICEL, the NCCB,
and other Catholic agencies which have control over copyrights of the New American Bible and other scriptural
contexts should conduct themselves.
6 COMPARISON: ICEL VS. USCCB
The the ICEL and the USCCB both have copyright policies, as noted in section 2. What‘s interesting is these
policies are almost total inverses of one other. I will examine possible motivations for this split, comment on the
pros and cons of each approach, and then make recommendations for synthesizing the two approaches.
6.1 ICEL
The ICEL is a cooperative body between conferences of bishops where English is the primary liturgical language. Its
explicit goal is to attempt to standardize, as much as is pastorally possible, the liturgy between English-speaking
countries, in order to encourage solidarity between English-speaking countries, and a sense of community with the
wider church. Indeed, many smaller countries, or countries where English is not the primary language of the liturgy,
rely on larger countries (―publishing‖ countries) to export liturgical books, and therefore discourage regionalism in
order to minister pastorally to English speakers all around the globe.
In essence, ICEL is an organization founded on coordination and cooperation, and their copyright policy
reflects this focus. Their electronic copyright policy is quite liberal, and allows essentially anyone to host a web
version of any ICEL text. Thus, if Boston College or another Catholic University (or, for that matter, anyone)
decided it wanted to host the text of the Roman Missal, it wouldn‘t even have to ask permission – they could
proceed, so long as three salient points were followed:
1. No fee must be charged to access such a site.
2. ICEL‘s copyright must be acknowledged.
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3. The copy must be verbatim.
ICEL also essentially reserves the right to revoke this permission, if, say, an anti-Catholic group decided to host
material for the purposes of mockery.
ICEL‘s approach has a number of benefits. Its approach maximizes interchangeability, at least between webenabled computers, and grants maximum flexibility to the faithful, and minimizes clerical oversight. Thus, if ICEL
doesn‘t have the time or money to extensively police sites which would want to host the Roman Missal, it can set
broad guidelines, and only police those which abuse its liberal policy. The downside, of course, is the other side of
its upshot — where there is great freedom, there is great possibility for abuse.
6.2 USCCB
The USCCB, unlike the ICEL, is not a grouping of bishops‘ councils, but is a council of bishops itself. Thus, the
USCCB sees its primary job as pastoral direction, and exercise of the teaching arm of the institutional church. This
orientation is also reflected in their copyright policy, which they maintain over the NAB.
Unlike the ICEL, the USCCB maintains comparatively strict controls over use of the NAB. While still liberal
by many publishing houses‘ standards, its controls are quite strict:
•

Only 40% of a work may consist of NAB material without written permission.

•

No work can contain more than 40% of a given book of the bible (which means that one couldn‘t even
include all of Obadiah‘s denunciation of Edom).

•

No one else may duplicate the work done at usscb.org, which includes
•

Podcasting the NAB, or the Daily Readings

•

Posting the complete NAB or the Daily Readings

The USCCB‘s approach, then, is to keep as many things ―in house‖ at usccb.org as is possible. Presumably, this
is because they have spent a great deal of time maintaining a very complete and meticulous website. In a larger
consideration, the bishops view their teaching role as primary, and want to ensure that, when Catholics look to
scriptures, that they do so through the bishops.
This approach is consistent with the Catholic approach to scriptural understanding, in that the Church is the
primary locus of scriptural interpretation. However, this approach has its limitations. Notably, the faithful who want
an electronic version are dependent upon either usccb.org. Those who want an electronic version in a format other
than standard HTML, or who want to read the Bible on their Kindle, or in the full-screen version of their iPad either
have to wait until a publisher produces a particular version. Currently, Olive Tree Bible Software produces an
(admittedly well-done, if expensive) NAB for the iPhone/iPad; Kindle users are, as of this writing, out of luck.
The USCCB‘s approach supports the integrity of the text, but at the expense of access to the text. Contrary to
ICEL‘s opinion, the american bishops‘ approach seems to be ―If you can‘t do it well, don‘t do it at all.‖
6.3 Reconciliation
Each of the two approaches treats one of the Christian concerns, and favors it over the other. While both approaches
play to the strengths of the agency favoring it, there may, in fact, be a superior option that incorporates both
concerns better.
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If priority must be given to either of the two concerns, it is better, I argue to prioritize access. Mostly, this
derives from theological concern — the great commission‘s evangelistic imperative is clear and unambiguous, and I
am convinced that the pastoral support that an immediately accessible Bible would represent is a greater
contribution than a completely whole but utterly inaccessible one.
However, there is also a pragmatic dimension to such advice — US copyright law is unabashedly utilitarian in
its basis (although some proponents argue for its strengthening on Lockean grounds), and many of the controls that
the Hegelian authors argue for are not only absent in US copyright law, the doctrine of fair use carves out certain
exceptions (e.g. the right of quotation, parody, etc.) which make policing difficult, litigious, and ultimately a
distraction to the work of spreading the Gospel.
A third option is to take an approach which is similar to the ICEL approach, using a selected license. Creative
Commons is a foundation committed to offering alternatives to full copyright claims. In particular, Creative
Commons offers an ―Attribution-Noncommercial-No Derivative Works 3.0‖ license, which is a legal document
giving anyone the narrow freedom to make verbatim copies of a given work, provided it is properly attributed, used
for noncommercial purposes, and not used to create a new work without the copyright holder‘s permission. Such a
middle way would strike, I argue, the best balance between accessibility and integrity — the text could be moved to
whichever format is popular at the moment (.html, .tex, .epub, etc.), while still forcing the text, as promulgated by
the US bishops, to remain unaltered.
This does not mean, however, that the work of the USCCB should be wasted, or that Catholics should not look
to their bishops when interpreting Scripture. usccb.org is one of the best Catholic websites on the web; it just
shouldn‘t feel that it must be the only good Catholic website.

190

REFERENCES
Anarcho Babe, 2004.
Interview iwth Richard Stallman [Online]
Available
http://www.gnu.org/philosophy/rms-interview-edinburgh.html [accessed April 30, 2011]

at:

Hughes, J., 1988. The philosophy of intellectual property. Georgetown Law Jounral, 77 (2), pp287-366.
International Commission on English in the Liturgy, 2003. Welcome to ICEL [Online]
http://www.icelweb.org/whatis.htm [accessed April 30, 2011]

Available at

International Commission on English in the Liturgy, 2008. Publication Policies of the International Comittee
on English in the Liturgy, Inc. [Online] Available at http://www.icelweb.org/PubPolicy.PDF [accessed
April 30, 2011]
Kimppa, K., 2003. 'Problems with the Justification of Intellectual Property Rights in Relation to Software and
Other Digitally Distributable Media', PhD thesis, Turku Centre for Computer Science
Paul VI, 1965. Dogmatic constution on Divine revelation (Dei Verbum). [Online]
http://goo.gl/kMyzc [accessed April 30, 2011]

Available at

Spinello, R., 2006. Cyberethics: morality and law in cyberspace. 3rd ed., Jones & Bartlett.
Tavani, H., 2005. Locke, intellectual property rights, and the information commons, Ethics and Information
Technology 7(2), pp. 87-97

BIOGRAPHY
Scott Molony is a graduating Master of Arts student at Boston College in the Department of Theology. He plans to
pursue doctoral work in moral philosophy in areas related to computer, internet, robotic and information ethics next
year. He is also interested in the intersection of computer ethics and religious ethics, especially Christian moral
theology. In addition, is also a Japanese Tea Ceremony practitioner.

191

The right to forget/be forgotten
K. Murata
Centre for Business Information Ethics, School of Commerce, Meiji University
Y. Orito
Faculty of Law and Letters, Ehime University

Abstract
This study attempts to conceptualise the right to forget/be forgotten, which would have to be protected by a legal
scheme, along with building a theoretical foundation of this individual‘s right and to examine the social necessity to
establish the right in the current socio-economic and technological environment. The permeation of information and
communication technology centred on database and network technology throughout society has brought about the
progress of artificialisation or externalisation of human memory and this forces people to refresh their memory or
prohibits them from forgetting the past of them through being provided the personalised, paternalistic services based
on digital records stored in the external human memory. The forced remembrance has harmful effects on personal
identity development and intellectual ability and therefore establishing the human right to forget/be forgotten is
socially significant.

Keywords: The right to forget, The right to be forgotten, The total recall computing technology,
Externalisation of human memory, Personal life story, Personal identity

INTRODUCTION
This study attempts to conceptualise the right to forget/be forgotten, which would have to be protected by a legal
scheme, along with building a theoretical foundation of this individual‘s right and to examine the social necessity to
establish the right in the current socio-economic and technological environment. Although the mentation of
forgetting as well as remembrance is observed in organisations, communities and states (Shimokobe, 2000), the
study focuses on forgetting as individual human mentation.
The right to be forgotten has recently started to be discussed (e.g. Werro, 2009) and European Commission
(2010) mentioned that people should have that right. In addition to the right to be forgotten, this paper proposes the
concept of the right to forget which relates to the restriction of organisations‘ and individuals‘ ways of using
personal information and, thus, the scope of which is beyond personal data protection, based on the idea that people,
as individuals, have already lost the power to control the circulation of their personal information and it is extremely
difficult for them to regain that power (Murata and Orito, 2008).
Behind the study objectives is the authors‘ concern about negative impacts of the externalisation of human
memory on intellectual activities and growth, personal identity development, happiness and dignity of each and
every human being. The permeation of information and communication technology (ICT) centred on database and
network technology throughout society has brought about the progress of artificialisation or externalisation of
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human memory. Organisational databases and the Web are now considered to substitute a large part of human
memory. This, with the global spread of market-economy principles, caused a technology-driven social change from
Foucauldian disciplinary society to Deleuzian environmental control society (Azuma and Ohsawa, 2003; Foucault,
1975; Deleuze, 1990) which has resulted in the socio-economic and technological environment where eternal,
unambiguous human memory outside human brains, which is continually updated by 24/7 electronic surveillance
systems, is relentlessly used for providing personalised services by business organisations and for public security
and safety and people‘s reliable livelihoods by public organisations. In this environment, however, people are forced
to refresh their memory or prohibited to forget the past of them through being provided the personalised,
paternalistic services based on digital records stored in the external human memory. Such services seem to
presuppose that the future of people is an extension of the past of them. Of course, this is not necessarily true.
People can get over their past and may desire to settle and forget the unfortunate past of them. Actually, human
beings have an ability to forget (or store memory) selectively. We have to look at the bright side of forgetting. In the
current technological circumstances where the dream of the total recall will likely come true, if we fail to establish
the right to appropriate forgetting/being forgotten, it would become difficult for us to construct our own identity and
personal story at our discretion.
The structure of the remainder of this paper is as follows. In the next section, the values and dreams behind the
development and use of total recall computing technology are explained, and the social significance of establishing
the right to forget/be forgotten is examined through the descriptions of the beneficial characteristics of forgetting,
conceivable harmful effects of the externalisation of human memory which total recall computing technology would
make a reality and the risk of restricting people‘s intellectual freedom that dataveillance systems entail. After that, a
provisional definition of the right to forget/be forgotten is proposed, assuming that anyone cannot control the
circulation of his/her personal information at all in the current socio-economic and technological environment.

THE AGE OF TOTAL RECALL TECHNOLOGY: A DREAM OR A NIGHTMARE
The Total Recall as a Long-Cherished Dream
The total recall in computing or unlimited capacity of computer data storage and retrieval had been a long-cherished
dream or the indisputable good for ICT engineers as well as users. In fact, ICT engineers in the early days of
computerisation had to be careful not to waste valuable data storage capacity. Floppy disks, which were widely used
from the early 1970s to the end of 1990s, were well-received as a handy removable storage that could store data
(semi)permanently. When the concept of data warehousing systems was proposed in the early 1990s, an attractive
aspect of that system concept was that data collected and stored were never erased and would be used permanently.
Even today when the ICT environment in which engineers don‘t ordinarily need to care about a shortage of data
storage capacity and can enjoy ultrahigh-speed arithmetic processing and light speed communication has been
developed, many people seem to remain to believe that the virtue of the total recall in computing should be pursued.
In fact, a variety of ICT-based systems public as well as private organisations operate to provide (pseudo)personalised services to their individual customers presume permanent storage, continual or real-time update and
automated ultrafast processing and retrieval of detailed personal data of a huge number of people using proper
techniques like collaborative filtering and behavioural targeting. Dataveillance systems, ubiquitous computing
systems and lifelogging-based business systems are cases in point, which are believed to enhance customer
satisfaction and thus the competitiveness of organisations which run the systems.
The total recall computing technology seems to make Vannevar Bush‘s memex a reality. Whereas recognising
human memory is transitory in nature, he considered that the memex would function as ―a sort of mechanised
private file and library‖ which enables an individual user to store ―all his book, records, and communications‖ and to
process and retrieve information in the storage ―with exceeding speed and flexibility‖ and thus as ―an enlarged
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intimate supplement to his memory‖ (Bush, 1945). In the context of the memex, the total recall is the undoubted
good, and a ubiquitous age version of this device has been developed, i.e. lifelogging. Expressing their empathy with
the Bush‘s idea, Bell and Gemmel (2009) who have undertaken the MyLifeBits project
(http://research.microsoft.com/en-us/projects/mylifebits/) at Microsoft advocate the advantages and benefits of
recording one‘s entire life digitally. They point out that thanks to the ―total recall revolution‖ or the ―e-memory
revolution‖ we will soon be able to be released from the fate of forgetting and thereby live an affluent and happy life
in a human manner. With that technology, they insist, people could acquire the capacity to relive their precise
detailed life story and even to be immortalised by being cyberised or creating their virtual self or cyber twins.
Does this mean that the total recall computing technology would transform the nature of human beings as Dasein
whose ―primordial Being towards its potentiality-for-Being is Being-towards-death‖ (Heidegger, 1927: 306)? Is the
society composed of people who have perfect (at least semantic and episodic) memory a good society? They seem to
express their extremely optimistic attitude towards this technology or to attempt to impose their set of values that
lifelogging or the total recall with using ICT is good on others. In addition, behind the admiration for the total recall
computing technology, there seem to be the values to place efficiency and productivity above anything else. Because
a variety of lifelogging-based services have already started to be developed and provided (Terada, 2009; Nikkei
Communication, 2010) and such services, as past ICT-based services, are expected to spread in no time,
development of appropriate policies regarding the total recall computing technology through examining the social
impact of it are urgently necessary in order to prevent turning the dream to a nightmare.

Externalised Human Memory and Its Harmful Effects
Memory and Forgetting
In a certain sense, memory and forgetting are two sides of the same coin. Heidegger (1927: 339) insists that
remembering is possible only on the basis of forgetting. Ricoeur (2000) emphasises the close ties between memory
and forgetting, and describes that forgetting is one of the conditions for memory. Human beings selectively perceive
components of their environment based on schemata they have developed (Neisser, 1976; Anzai, 1985), and in order
to develop sound personal identity, build successful human relationships and enjoy normal intellectual activities, it is
important for a person to make his/her own personal story through selectively remembering/forgetting things which
he/she has experienced and constructing a well-organised structure of memory of them in his/her mind.
In this study, forgetting is defined as an intellectual/mental state of a person where he/she doesn‘t recall a fact
that (has) happened in the past or information that he/she knew in the past and/or images, feelings and sensations
related to the fact or the knowledge. Glorifying a past event or having erroneous human memories, which doesn‘t
necessarily imply failure of decoupling (Klein et al., 2004), is a kind of forgetting. As Ricoeur (2000)‘s
categorisation of forgetting into forgetting through the erasing of traces and forgetting kept in reserve suggests, there
is variety in the degree of forgetting. Anyone experiences a momentary lapse of memory and short-term or mild
forgetting. In human brain‘s long-term memory which dynamically maintains a well-organised structure (Rumelhart,
1977), there are a lot of things which one never recalls even when relevant or trigger information to them is provided
to him/her.
Forgetting is quite natural mentation for human beings. Whereas many people suffer morbid forgetting due to
aging or disease, anyone experiences wholesome forgetting more or less. This relates to maintenance of peace of
mind and creation of spiritually affluent lives through surmounting fault, shame and PTSD, for example; sound
mental growth including self-transcendence; positive human relationship-building based on, for example,
forgiveness (although it can be a far deeper and richer phenomenon than forgetting as Enright (2001) and Konstan
(2010) suggest); and establishment of personal identity. However, as a result of the development of an advanced
information and telecommunication society, the wholesome functioning of forgetting has substantially become
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underestimated. We don‘t need to have an obsession with photographic memory, although many people seem to
believe that human memory should be precise and the total recall is undoubtedly good. The vagueness of biological
memory based on forgetting characterises humanity and the total recall based on e-memory would make people less
human. Hence, if people are in the technological environment in which forgetting is harmfully restricted regardless
of whether they like it or not, an attempt to protect this natural human mentation through conceptualising the right to
forget/be forgotten would be socially justifiable as well as significant.

Coerced Remembrance by Total Recall Technology
People, at least in the industrialised countries, are now living in the environment where ICT has become prevalent in
all areas of their lives and economy. They enjoy tremendous benefit provided by ICT-based information systems
various organisations set up and operate. On the other hand, however, as the consequence of the widespread or
ubiquitous availability of ICT, people seem to be forced to remember, for example, their past attitudes, behaviour
and experiences and, in addition, even their lineage and genetic characteristics which they would forget if they
didn‘t live in the current ICT-dependent society.
In the business administrative context, Simon (1976) pointed out that human memory may be either natural or
artificial, and for any kind of memory to be useful there must be mechanisms that permit the memory to be drawn
upon when needed. Actually, organisational databases and the World Wide Web (WWW) are now considered to
substitute a large part of human memory in a very precise, rapid and efficient fashion, over which memory subjects
can hardly exert control. There are some Net users who wish to externalise their personal memory using online
services provided by, say, My Yahoo! and iGoogle. Lifelogging technology (Allen, 2007) would promote the
externalisation of human memory in a through and infallible manner. Thanks to the permeation of ICT centred on
database and network technology throughout society, the artificialisation or externalisation of human memory has
progressed at rapid speed.
However, every time people access some online data related to them involuntarily or by chance or receive
unexpected personalised services based on their personal information stored in organisational databases, they may
be coerced into refreshing their memory which may contains what they wish to forget. If this is the case, the
wholesome functioning of forgetting is seriously impeded. People lose the ownership of their own memory. Even a
complete stranger to memory subjects can stake a claim to their memory. Is this the inevitable fate of them or a price
they have to pay in return for enjoying the benefit provided by ICT-based information systems? Why can‘t they
require others (including both organisations and individuals) not to reminder them of what they forget on its own or
wish to forget? Isn‘t it reasonable for them to expect that they can forget something about themselves and be
forgotten by others appropriately? In the circumstances where, amongst the four modalities of regulation of human
behaviour (Lessig, 1999), markets and technological architecture function so that people are not allowed to, even
appropriately, forget the past of them and the existing social norms don‘t hinder such function, the right to forget/be
forgotten may have to be established as a legal right, although forgetting is quite natural mentation for human
beings.

Reduced Intellectual Power
Does the externalisation of human memory have any negative effect on human ability based on biological memory?
Recently, it has been believed that the externalisation of human memory enables to facilitate the efficiency
of human information processing and retrieval. For example, Thompson (2007) says ―I‘ve almost given up making
an effort to remember anything, because I can instantly retrieve the information online. [...] by offloading data onto
silicon, we free our own gray matter for more germanely ‗human‘ tasks like brainstorming and daydreaming. What's
more, the perfect recall of silicon memory can be an enormous boon to thinking.‖ In other words, storing
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information in biological memory is waste of time and energy and the utilisation of e-memory is far more effective
than of biological memory in terms of human intellectual activities. Is this at all true?
While acknowledging it is not particularly surprising for many people to allege that computer databases provide
an effective and even superior substitute for human biological memory, Carr (2010b) disagrees with such allegation
based on the latest findings of neurosciences and physiological researches. He suggests that a human brain is so
malleable that it can be evolved through interacting with its external environment. In contrast to computer memory
which can only store digital information, the human brain is able to continually conduct prolonged information
processing during which the systems of biological memory are flexibly reorganised responding to the changing
environmental context. Through this update process, old memory stored in the human brain is maintained to be
meaningful in the present context. Thus, consciously or unconsciously, human biological memory is living memory
and is not just a storehouse of information like computer memory. In addition, based on the recent studies, he points
out that biological memory of the brain is substantially infinite, and the intellectual activity of recollection is itself
helpful to create ideas and to enhance human learning ability.
Hence, outsourcing of human memory to external digital memory devices would result in reduced human ability
to appropriately organise and integrate information, which deeply relates to knowledge creation and learning. Then
the Internet environment in which people can enjoy opportunities to access a huge amount of information may
overwhelm the functioning of human working memory to integrate things stored in short-term memory into longterm memory. Utilisation of the Web is not necessarily useful to raise human ability in information processing.
In this regard, Carr (2010b) describes that ―those who celebrate the ‗outsourcing‘ of memory to the Web have
been misled by a metaphor. They overlook the fundamentally organic nature of biological memory‖ (191), and that
―we don‘t constrain our mental powers when we store new long-term memories. We strengthen them. With each
expansion of our memory comes an enlargement of our intelligence. The Web provides a convenient and compelling
supplement to personal memory, but when we start using the Web as a substitute for personal memory, bypassing
the inner processes of consolidation, we risk emptying our minds of their riches‖ (192). The dependence on the Web
technology entails danger to reduce human ability in information processing and intellectual power.
Carr (2010a) also points out that ―our most creative and conceptual thinking often emerged from the complexity
of the connections among the memories stored in our mind. Biological memory is the seat of the unique self as well
as the foundation of a rich culture. If we outsource our memory to external databases, we begin to destroy that
foundation.‖ His comment suggests the social significance of the right to forget/be forgotten.

Distortion of Personal Life Story and Identity
Bell and Gemmel (2009) advocate the superiority of e-memory over biological memory as follows.
Biological memory is subjective, patchy, emotion-tinged, ego-filtered, impressionistic and mutable.
Digital memory is objective, dispassionate, prosaic, and unforgivingly accurate.
In our brains, memory, attention and emotion conspire to warp, compress and edit time and life
experience in many ways. A video camera, the eye of an e-memory, in contrast, never blinks or winces,
never drifts into a daydream or does a double take. [...] (Bell and Gemmel, 2009: 56)
On the other hand, Klein et al. (2004) point out that the sense of one‘s self depends on memories of one‘s past
experiences and capacity to call those experiences to mind. This means that one‘s autobiographical or episodic
memory deeply relates to one‘s personal life story and, therefore, personal identity. According to them, the
conditions which are individually necessary and jointly sufficient to experience autobiographical memory are (a) a
capacity for self-reflection, (b) a sense of personal agency/personal ownership, and (c) the ability to think about time
or the sense of personal temporality. All of these contain reference to a self-concept. In addition, Kimura (1981)
mentioned that the personal identity of an individual is usually determined based on his/her perception of
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relationships with others, and social constructionism (e.g. Burr, 1995) insists that one‘s personality is socially
constructed as a consequence of encounters and relationships with others. These can be interpreted that the capacity
to distinguish self from others and to cast others in one‘s own life story is necessary for one to establish one‘s
identity. Klein et al. (2004) suggest that the failure of development of this capacity would result in a serious outcome
such as autism or schizophrenia.
As described above, the vagueness of biological memory based on forgetting characterises humanity and people
don‘t need to pursue absolute precision of their biological memory in order to live an affluent life. Rather, subjective
controllability over their memory especially regarding their experiences through which they establish relationships
with others is important. In this regard, the characteristics of biological memory Bell and Gemmel enumerate are
enablers of experiencing episodic memory and therefore developing personal identity. People‘s excessive or total
dependence on e-memory which loses touch with biological memory would distort their personal life story, and this
makes it difficult for them to get over their unfortunate past and to experience sound mental growth and peace of
mind. Simultaneously, as Carr (2010b: 221) suggests, the easygoing dependence on e-memory would result in
people‘s lost ability to experience the subtlest, most distinctively human forms of empathy, compassion and other
emotions and hence to subjectively construct favourable relationships with others. Efforts to let people get cyborglike memory would cause the autistic society (Baruch, 2001) or the schizophrenic society.

I‘ll Never Forget You: Restriction of Individuals‘ Intellectual Freedom by Dataveillance Systems
Nowadays, in the industrial nations, an individual consumer can enjoy being provided pseudo-personalised products
and/or services, as if these were truly personalised for him/her, thanks to organisations‘ development and operation
of information systems to process his/her as well as a large indefinite number of users‘ up-to-the-second personal
information stored in the organisational databases to determine what type of consumer he/she is or what
consumption preferences he/she has. This sort of information system has been called a dataveillance system, where
dataveillance is defined as ―the systematic use of personal data systems in the investigation or monitoring of the
actions or communications of one or more persons‖ (Clark, 1988: 499).
Dataveillance systems organisations develop and deploy collect their existing and potential customers‘ personal
information including on purchasing activities and spatial location in a (nearly) real-time fashion, store it in
databases without discarding anything and automatically process the accumulated information to enhance the
satisfaction of their customers through providing pseudo-personalised products and/or services. The level of
personalisation is decided based on economic reasoning in terms of market profitability and cost performance or
return on investment and statistical significance in grouping customers.
The architecture of a dataveillance system is usually not disclosed. Hence, ordinary people cannot exactly
recognise what type of their personal information is collected, how long it is stored in the databases, how often it is
updated and how and for what purpose it is processed, used and shared by the system, even though output from the
system can have significant influence over the behaviour of those who are provided products and services by the
system. Orito (2011) points out that this type of invisibility inherent in dataveillance systems poses the risk of silent
control over individuals‘ intellectual activities exerted by the systems. Such systems silently and usually
unintentionally function so as to determine what people know, thus, what they say and how they can consider and
behave through providing them with pseudo-personalised products and services which bring the standardised
happiness to them. She calls these phenomena the counter-control revolution, referring to Shapiro (1999)‘s notion of
the control revolution.
Her arguments that dataveillance systems entail their intrinsic risk of restricting people‘s intellectual freedom
suggest people‘s intellectual growth and personality building can also be upset by usage of the systems. The
characteristic of dataveillance systems that they never discard collected personal information contributes to these
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risks. Considering the current socio-economic and technological circumstances in which dataveillance systems have
already been widely utilised and will come into wider use, proper policies concerning dataveillance systems have to
be developed and disclosed, and the policies should contain description with respect to people‘s right to be forgotten
by the systems in order to preserve their intellectual soundness.

CONCEPTUALISATION OF THE RIGHT TO FORGET/BE FORGOTTEN
The Illusion of Self-Information Control
Werro (2009) inducts the right to be forgotten which has recently been argued by privacy advocates in Europe as the
right to control and possibly erase the information they leave behind themselves on the Web. European
Commission‘s press release on 4th November 2010 mentioned that people should have that right when their data is
no longer needed or they want their data to be deleted in the context of personal data protection (European
Commission, 2010), although a clear definition of the right has not been made.
These arguments concerning the right to be forgotten seem to presume that this right can be defined and
protected within the framework of the traditional conceptualisation of the right to information privacy. But, the
validity of this presumption is doubtful. Westin (1967) proposed the concept of the right focused on individual‘s
controllability over the circulation of his/her personal information in a technological environment where large firms
and governments collected, stored and used personal information mainly within the organisations and thus the
circulation was limited compared to the present day. However, due to the rapid advancement of ICT and the spread
of it throughout society, the Westinian definition of the right to information privacy has already been outdated.
A massive amount of personal information has already been collected and stored in digital form in private and
public databases, and information systems using ubiquitous devices such as RFID automatically collect, store,
process, use and share personal information in a real-time fashion. User generated media like blogs, electronic
bulletin boards, social networking services and Twitter enhance individual users‘ revelation of their own and others‘
personal information and such openly accessible online information can easily be retrieved, copied, stored, used and
circulated by organisations as well as by individuals. In fact, Facebook stalking has become a social issue.
Consequently, people have lost their capacity for determining the location of as well as for controlling the
circulation of their personal information, and it is extremely difficult for them to regain the capacity (Murata and
Orito, 2008). Protection of the right to information privacy is considered to serve as a basis for individuals‘ freedom
and autonomy (Rachels, 1975; Introna, 1997). However, in order to create effective measures to preserve these
human values in the current socio-economic and technological environment, it is necessary to depart from the
Westinian notion and to assume that any individual cannot control the circulation of his/her personal information at
all.
A Provisional Definition of the Right to Forget/Be Forgotten
As shown in the earlier discussions in this paper, although forgetting is quite natural mentation for human beings,
the current technological and economic circumstances in which the total recall computing technology has been
developed and used for business purposes have considerably forced people not to forget their past through
externalising their human memory. This creates worries about the undermined wholesome functioning of forgetting
which would result in reduction of individual‘s intellectual power, distortion of individual‘s personal life story and
identity and advent of the autistic or schizophrenic society. Therefore, this study proposes the provisional definition
of the right to forget, which should carefully be protected, as follows.
An individual has the right to be free from being forced to recall what otherwise he/she never recall against
his/her will.
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On the other hand, the consideration of the restriction of individual‘s intellectual freedom brought about by the
counter-control revolution gives recognition to the significance of the right to be forgotten. The provisional
definition of it is made as follows.
An individual has the right to be free from any use of information concerning him/her which causes harmful
effects on him/her.
The right to forget/be forgotten defined here directly relates to the management accountability of those
individuals and organisations who are responsible for development and operation of websites and/or information
systems which collect, store, process, use and share personal information. The accountability is required to accord to
information subjects‘ expectation that any kind of use of personal information adverse to their interest should be
prohibited and unnecessary, outdated personal information of them should completely be deleted from cyberspace as
well as real space.
Of course, the right to forget/be forgotten should not be an absolute right. This right never accepts the abuse of
forgetting and would sometimes conflict with other rights such as freedom of speech on the Net and the public right
to know. In this regard, the definition of the right has to be carefully elaborated hereafter not to make it harmful to
society.
Legal Protection of the Right to Forget/Be Forgotten
Even if it is proved to be wholly reasonable and socially desirable that the right to forget/be forgotten should be
protected by a legal framework, there may remain a lot of challenges to be overcome. For example, Allen (2007)
describes that the American court of law tends to assume that publicised personal information is exempt from
personal information protection laws, regardless of time passage from the moment of the publication and the
magnitude of the changes in the information subject‘s living conditions. Werro (2009) describes that in the United
States freedom of speech and press traditionally has a priority over the right to privacy and the right to be forgotten,
which is considered to be one‘s right to preclude anyone from identifying one in relation to one‘s criminal or
shameful past, whereas in Switzerland the right of the criminal to be forgotten has recently been judged to be
prioritised over the press‘ right to broadcast after the termination of the judicial proceedings. Taking an appropriate
balance between the newly proposed right and existing legal framework and social norms is absolutely necessary.

CONCLUSION
The dream of the total recall in computing has become a reality and total recall computing technology is expected to
make revolutionary products and services available to a wide range of people. Behind the enthusiasm for the
technology is the belief that the total recall is the undoubted good and the fate of forgetting should be surmounted.
However, the wholesome functioning of forgetting which relates to people‘s peace of mind, spiritually affluent lives,
sound mental growth, positive human relationship-building and autonomous establishment of personal identity
should not be underestimated. In a socio-cultural and technological environment in which the wholesome
functioning of forgetting is undermined, effective measures to regain and preserve the functioning should be taken.
The current situation where total recall computing technology has enhanced the externalisation of human
memory requires us to re-acknowledge the beneficial aspects of forgetting and to cope with the issues excessive
dependence on e-memory would cause. Conceptualising the right to forget/be forgotten is the very first step towards
preservation of the wholesome functioning of forgetting and ensuring the right way to live as a human being.
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Abstract
According to David Lyon (2003) surveillance is a two-step process: In the first step data about persons are collected
and processed, in the second step the processed data are being used to influence the behavior of people. By using a
fictional example of a self-imposed persuasive soft surveillance system it will be demonstrated that such a system
may be considered unethical even if it does not raise any privacy issues. This will be achieved by focusing on step 2
of the surveillance process (influencing people). It will be argued that even a self-imposed persuasive soft
surveillance technology might be considered unethical, in case surveillance is being employed in order to promote
compliance with the surveillance system.
PERSUASIVE TECHNOLOGIES, SURVEILLANCE, PRIVACY

INTRODUCTION
This paper is as much about surveillance as about persuasive technologies. With regard to persuasive technologies
it raises the question about the ethical limits of persuasion, especially the limits of what will be called ―persuasive
surveillance technologies.‖ By arguing that even some forms of self-imposed persuasive soft surveillance
technologies may be considered unethical the paper also aims to contribute to the ongoing discussion about the
concept of surveillance itself. In particular, it will be argued that the ethical evaluation of surveillance technologies
should not be limited to privacy issues.
As Philip Brey has pointed out in his ―Editorial Introduction – Surveillance and privacy‖ to the special issue of
―Ethics and Information Technology‖ Philip Brey (2005, p. 183) has pointed out: ―Surveillance frequently
undermines privacy because of its very purpose is to retrieve information about persons and use it to exert some
amount of control over them, and surveillance often takes place without informed consent.‖ While he states that
privacy and surveillance ―are in many ways each other‘s counterpart‖, he also reminds us, that ―not all types of
surveillance violate privacy since surveillance may be practiced in circumstances where there are no reasonable
expectations of privacy or under conditions of informed consent‖ (Brey, 2005, p. 183). In this paper I will argue that
even under conditions of informed consent surveillance may give rise to ethical issues, which are not privacy issues.
In order to demonstrate that surveillance does raise questions beyond privacy, I will point to issues of
manipulation and questionable forms of changing human behavior as part of the surveillance process. However, I
would like to stress, that I do not consider surveillance per se as unethical. Particularly within the privacy-discussion
the basic assumption seems to be: Privacy is good. Surveillance endangers privacy. Therefore, surveillance is bad.
However, if surveillance is so obviously unethical, why has surveillance become such a ubiquitous feature of
everyday life? In general, I assume that surveillance is morally ambivalent. Hence, the goal of this paper is not to
demonstrate that all kinds of surveillance is evil, but rather to point out that there is more to surveillance than
privacy issues.
Neither, do I consider changing human behavior by computers as such unethical. New technologies always tend to
bring upon changes in human behavior. The telephone rings, and humans pick up the phone. The traffic lights go
red, and humans stop moving (cf. London 1969, Nagenborg 2010a). The findings in Science and Technology
Studies as well as other fields clearly suggest that humans are not the autonomous users of tools, but that there is a
much more complicated interplay between humans and technology (e. g., Verbeek 2005, Capurro 2010). But
especially if one does accept this kind of mutual shaping, one should ask questions about the chances and risks of a
technology that is designed to bring upon changes in human behavior from an ethical perspective. Again, in this
paper I will focus on the question of the limits of persuasive technologies. But my main intent is to bring forward the
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ethical quality of this kind of technology, not to present persuasive technologies as unethical per se. Neither is
persuasion in itself unethical. Arguing from an Aristotelian perspective, one might for example claim that the virtues
person must master the skills of persuasion in order to help others to become virtuous (Rapp 2010, Rese 2003). So,
while I will focus on the negative side of persuasive surveillance, I would like to stress, that in general I do not
consider all forms of surveillance, persuasion, or persuasive technologies as unethical.
PERSUASIVE SURVEILLANCE
A fictional example
Imagine a group of people whose members have decided to live healthier by reducing their alcohol consumption. To
achieve this goal the group sets up an online service, which is based on results from the behavioral sciences.
As social psychology has demonstrated people‘s behavior is often based on their assumption about the average
behavior of others. The problem is that we often do not know what the average is. This is especially true in the case
of alcohol consumption. As studies have demonstrated people overestimate the amount of alcohol other people
drink. So, people in fact do drink more alcoholic drinks than they would do if they knew the actual numbers.
Based on the findings the group sets up an online service in a participatory fashion. It is decided to keep the
service simple and therefore privacy sensitive. Every user will get a login name and a password, but no personal
related data is being collected. Each member is requested to enter the number of drinks the person had the previous
day. By the end of the week individual feedback will be provided to each member consisting of the average amount
of alcohol consumed by the group‘s members during last week as well as the individual‘s alcohol consumption in
the last week. The group also decides to include some persuasive elements into the design of the online service: If
the individual amount of alcohol consumed is about the same or lower than the average the feedback will include a
happy smiley, otherwise the feedback will include a sad smiley.
Since this is a fictional example let us finally assume that this online service really helps it‘s user in reducing their
alcohol consumptions.
Discussion
The fictional example just given is based on two examples presented in the book ―Nudge‖ by Richard H. Thaler and
Cass R. Sunstein (Thaler and Sunstein, 2009, pp. 73–75). Although these examples originally did not include the use
of online computer services, it seems reasonable to consider the use of computers in order to influence human
decision making. In this way the example also points to the link between the discussion on influencing human
behavior and decision making in general and the idea of designing ―persuasive technologies‖ (Fogg 2003). The
fictional example is also designed to illustrate a likely link between surveillance technologies and persuasion, which
has been mostly discussed with regard to Ambient Intelligence (AmI) (e. g., Jespersen et al., 2007, Verbeek, 2009).
In the following I will focus on surveillance technologies that are designed to influence or change the behavior of
human beings, which I will call ―persuasive surveillance technologies.‖ 85 Following David Lyon (2002, p. 2)
surveillance may be defined as ―any collection and processing of personal data, whether identifiable or not, for the
purposes of influencing or managing those whose data has been collected.‖ So, according to this definition
surveillance is a two-step process: In the first step data about persons are collected and processed, in the second step
the processed data are being used to influence the behavior of people.
According to this definition the process described above is considered to be surveillance, since it includes the
collection and procession of data (in this case: collecting data about the data subject‘s alcohol consumption,
calculating the average per week, etc.) as well as the use of the data to influence the behavior of the subjects (here:
by giving feedback in a persuasive way). We might consider this as an example of ―soft surveillance‖ (Marx, 2006)
since the users of the service have given their informed consent and the surveillance process does not include any
form of coercion or punishment, but surveillance it is.
Now, since surveillance is to be understood as a two-step process, both steps may raise ethical concerns. While
step 1 (collecting the data) has been discussed quite extensively in ethics under the topic of ―privacy,‖ questions
about step 2 (influencing people) have rarely been raised in the context of (soft) surveillance.
In the fictional example concerns about privacy issues have been minimized by including participatory elements,
which also ensure that the users are well informed about the surveillance system. For example, the users are not only
aware that the system is designed to persuade them, but they are also informed about the theoretical background and
the way the data is being used. Also, the amount of data collected is minimized to what is needed and no personal
85

Fogg (2003, p. 46-49) does also discuss surveillance as one type of PT tool. However, his definition of surveillance is quite narrow and he does
focus on the computer mediated interaction between the user and the observer (Fogg 2003, p. 57).
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related data except for the data about the individual‘s drinking behavior is being collected. We may also assume that
the data is not being shared or used in any other way. Hence, if we consider this kind of collecting and processing
data as an issue of information privacy at all, it surely has to be regarded as minimal.
FREEDOM AND PERSUASION
Since step 1 of the surveillance process does not give rise to ethical concerns: How about step 2? Here the question
arises how to evaluate the use of persuasive strategies as part of a surveillance process.
Negative freedom and persuasion
With regards to ―Ambient Intelligence‖ (AmI) Philip Brey (2005) has pointed out: AmI ―has a potential to limit
negative freedom because it could confront humans with smart objects that perform autonomous action against their
wishes. … AmI also has the potential to limit positive freedom, by pretending to know what our needs are and
telling us what to believe and decide.‖ (Brey, 2005, p. 163) Since the visions of PT and AmI overlap to a certain
degree (e. g., Verbeek, 2009), we may assume that step 2 of a persuasive surveillance process is also to be
questioned with regard to its potential to limit the users‘ positive freedom.
However, I would like to argue that persuasive surveillance as well as PT in general does also limit the users‘
negative freedom. As Jean Claude Wolf (1995) in his book on I. Berlin‘s concept of freedom has suggested,
negative freedom has the function ‗to keep doors open.‘ That is to say, that we value the ‗freedom to do X‘ even if
we do not choose to do X, because it leaves the choice of doing or not doing X to ourselves.
If one looks at the PT literature (and, also, at the current literature on persuasion) one will find that often examples
are given, where persuasion is used in order to support people to live healthier (do more sport, eat and drink less,
etc.). As Peter-Paul Verbeek states, if ―the government were to force people to practice sports regularly and to
smoke and drink less by means of legislation, there would be great consternation: people are deemed able to take
responsibility for their own lifestyles‖ (Verbeek, 2009, p. 241). Therefore, he argues that it is important ―to design
democratic procedures to shape this kind of influential technologies‖. While I do agree with Verbeek about the need
for democratic procedures, I am not so sure about the fact that persuasive surveillance will be seen as similar to
‗forcing people to do X by means of legislation.‘ First of all, PTs are presented as being free of coercion (e. g., Fogg,
2003, p. 15). Also, one may consider persuasive strategies – or ‗nudging‘ – even as an alternative to legislation:
―Putting the fruit at eye level counts as a nudge. Banning junk food does not.‖ (Thaler and Sunstein, 2009, p. 6)
Therefore, one may conclude that PTs actually do enhance the users‘ negative freedom, because there might be
less legal regulations. This is especially the case since authors like Fogg (2003) or Thaler and Sunstein (2009) point
to the fact that ―persuasion … implies voluntary change‖ (Fogg, 2003, p. 15) or state that ―interventions must be
easy and cheap to avoid‖ (Thaler and Sunstein, 2009, p. 6). This might especially be true if one does employ PTs in
order to influence the user to do X instead of Y without restricting Y by means of regulation. So, the users are still
free to do Y, their negative ‗freedom to do Y‘ is not questioned.
However, since PTs are designed to lower the probability of doing Y instead of doing X, one may also argue that
they are not free to do Y without interference. Therefore PTs present a challenge to our negative freedom in the
sense that they are designed to close a door – or at least to make certain doors look more attractive and more likely
to be used.
Persuasion and self-binding
If we do agree upon that negative freedom is to be valued because it keeps doors open, we do imply that having
more choices is always better. Simply put: It‘s always better to be able to choose to do X or Y than only being able to
do X and not Y (even if we do want to do X and not Y). However, at times it might be rational to close doors as
studies in precommitment have demonstrated (Elster, 2000). E. g., we might have a choice to do X or Y. While X
helps us to achieve an important goal, doing Y is so much more fun.86 Actually, Y is very tempting. Hence, any selfimposed measure that makes it more likely that we do X may be considered as an enhancement of our freedom to do
X. In this way, PTs that help us to do X rather than Y actually can be seen as helpful in enjoying the freedom to do X.
Of course, they do limit our number of choices, since we are now (much) more likely to choose X. But – and this is
an important part in precommitment – we willingly choose to make Y less attractive in order to achieve our preset.
On the level of the individual person strategies like ‗tunneling‘ or ‗self-monitoring‘ (Fogg, 2003, pp. 34-37, 44-46)
may be considered as helpful in giving support to people, who have decided to adopt a healthier lifestyle by drinking
less or exercise more.
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E. g., X = „writing an extended abstract―, Y = „playing this wonderful new video game you got as a present at Christmas―.
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The same might be said about self-imposed persuasive soft surveillance such as described in the fictional example
at the beginning of the paper. Again, people have decided to do X (reducing alcohol consumption) and have agreed
upon self-imposed soft surveillance in order to get support in doing X.
On the limits of persuasive surveillance: Engineering consent
Fogg (2003, p. 17-19) uses the term macrosuasion to describe the ―overall persuasive intent of a product‖ (in the
example given: reducing alcohol consumption), while microsuasion is used for smaller persuasive elements that are
incorporated in PTs in order to achieve the overall goal.
In the previous sections the focus has been laid on the macro level, on the overall goal. Here it has been argued
that using persuasive surveillance might be instrumental in achieving a specific goal previously agreed upon.
However, even self-imposed persuasive surveillance may become questionable if one of the goals of the systems is
to influence people in such a way that they are more likely to use the system. Of course one may question the overall
goal as well, but we also need to look at the micro level (the microsuasive elements) for the ethical assessment of
such a system. Especially when microsuasion is being used in order to influence the users to become more
compliant, to get their consent more easily, or making it harder to opt out of the system, persuasive soft surveillance
should be considered as being unethical.
With regards to the fictional example given at the beginning of this paper one therefore can say that it does not
give rise to great concerns with regards to issues of freedom, because it does not include mircosuasive elements. But
even this might not be true: In contrast to the fictional example the US-American National Institute on Alcohol
Abuse and Alcoholism (NIAAA)‘s web site ―Rethinking Drinking‖ does offer a test on the user‘s drinking pattern,
which is based on a national survey. In this study ―low risk‖, ―at-risk‖, and ―heavy drinking‖ patterns have been
identified. One could easily imagine an online service similar to the fictional examples given, which does provide
feedback based on the NIAAA‘s findings. However, a crucial part in the persuasive design of the self-imposed
persuasive soft surveillance system is that the evaluation of one‘s own alcohol consumption is based on data
provided by the other users of the service. Humans desire to ―follow the herd‖ (Thaler and Sunstein 2009, p. 57-78)
might also explain, why Social Network Sites (SNS) like Facebook are at times considered to be examples of
persuasive technologies as well as sites, where people might be more easily persuaded (e. g., Fogg and Iizawa 2008).
Therefore, we may ask, if the specific design of our fictional example might indeed give rise to ethical questions
because it may not only persuade people to drink less, but also to use the online service itself.
Self-imposed persuasive surveillance technologies may even become more questionable, if the mircosuasive
elements make use of the data collected. In other words: Surveillance processes may be interconnected in such a
way that surveillance process A aims to influence the behavior of the subject of surveillance process B in order to
promote compliance to surveillance process B. For example, Fogg (2003, p. 43–44) stresses the importance of
intervening at the right time. Therefore, let us assume that our fictional online service is being extended. By the end
of every week all users will receive an email and a SMS message as a reminder to enter the data. One may even go
one step further and allow the system to analyze the feedback to the reminder message in order to figure out the
most effective time to receive the message. In this case the reminder system would become a persuasive surveillance
technology in itself. Of course, we may even go much further down the road by introducing a sensor system that
aims to measure the emotional state of the receiver in order to calculate the optimal point in time to send out the
message.87 While I am sure where we should draw a line, the fictional examples given suggest that making use of
surveillance in order to promote consent to surveillance is a topic worth of further exploration.
CONCLUSION AND OUTLOOK
Discussing a fictional example of self-imposed persuasive soft surveillance it has been shown that – based on David
Lyon‘s definition of surveillance as a two-step process (Lyon 2002) – such an online service may not raise privacy
issues, but still may give rise to ethical questions. It has been suggested not to look exclusively at the first step of the
process (collecting and processing data), but also at step 2 (the way people are being influenced). Using Jean Claude
Wolf‘s analysis of Berlin‘s two concepts of liberty as a starting point it has been argued that persuasive surveillance
might be considered as a limitation of negative ‗freedom to do X‘, since it makes it less likely that the users of such a
system do X. But since PTs may also be viewed as an alternative to legal regulations, one may also conclude that
PTs actually do enhance the users‘ negative liberty, because there might be less legal regulations. This might
especially be true if PTs are employed in order to influence the user to do X instead of Y while their freedom of
87

Here I am pointing the possible, yet unexplored convergence of affirmative computing and surveillance technologies (Capurro and Nagenborg
2010, p. 12).
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doing Y is not being restricted by any regulation. But, again, it might be argued that since PTs are designed to lower
the probability of doing Y instead of doing X, one may also argue that they are not free to do Y without interference.
Therefore, it has been suggested to regard self-imposed persuasive soft surveillance systems as being instrumental in
precommitment strategies, which support their users in fulfilling a long-term goal. But even self-imposed persuasive
soft surveillance may become unethical if microsuasive elements are incorporated to promote compliance,
especially, if surveillance is being used in order to promote compliance with a self-imposed surveillance system.
While such a system might not give rise to privacy issues (step 1 of the process), it might still be considered
unethical with regard to step 2 of the process. This underlines the necessity to explore further the challenges of
persuasive strategies as part of surveillance technologies.
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Japanese Seken-Views on Privacy and Robots: Before
and After March 11, 2011
Makoto Nakada
University of Tsukuba-Graduate School of Humanities and Social Sciences

Abstract
On March 11, 2011 a big earthquake and tsunami hit the Tohoku region of Japan. As a result of this catastrophic
incident over 10000 citizens died and over 15000 people are missing. The catastrophe still continues in the
Fukushima prefecture where the broken nuclear power plants are located. A lot of refugees face poverty, lack of
food, drinking water, gasoline and medicines. In my view, this catastrophe is brought about, at least partially, due to
neglecting a critical reflection on some crucial dimensions of Seken or Japanese morality by the majority of Japanese
scholars, politicians, and bureaucrats. Their minds and intellect are fundamentally rational in a narrow sense not
being able to take an ethical Seken perspective. Japanese today live in two different realms of the world, namely
Shakai, the modern and Westernized realm and Seken the traditional and indigenous realm influenced particularly by
Buddhism, Confucianism, Shintoism, Bushido (Samurai morality and ethics), traditional views on nature, orientation
toward solidarity, cultural memory, including the memories of people‘s experiences in disasters and wars. How and
to what extent do Seken-related meanings, which play as an ethical Ba (place, locus) or a set of ethical criteria for
Japanese today, remain in the minds of modern Japanese? In which ways do the fundamentally old–fashioned Sekenrelated meanings relate to various activities or fields of modern life of Japanese such as the internet, CMC, blogs,
industrialism, capitalism, highly developed technologies such as nuclear power plants and robotics? I will present
the research findings of a series of surveys on these issues done in Japan in the last 15 years and will interpret these
findings both theoretically and empirically.

Keywords: Ba, place, locus, privacy, robot, roboethics, information ethics, Seken, Shakai, natural disasters,
catastrophe, tsunami, nuclear power plants, warnings from heaven.

1. OUTLINE
In this paper I deal with the following interrelated topics. (1) Japanese ethical views on robots and privacy
measured by our researches. (2) Japanese ethical Ba (place, horizon, context) in which various issues, topics and
problems are seen from an ethical, critical and self-reflective perspective. Self-reflective means that issues are in the
process of being reconsidered with regard to their virtuous meanings. (3) The process of rediscovery of Sekenrelated meanings by previous researches. (4) Re-examination of findings of how Seken-related meanings are related
to people‘s outlook on nuclear power generation and their views on business ethics. This point is critically important
because we, Japanese, face a critical situation arising from the severely damaged nuclear power plants in Fukushima
as well as from corruption in the Tokyo Electric Power Company (Tepco). (5) How Japanese views on privacy and
social robots are located in this virtuous and self-reflective ethical Ba? By using our latest research findings, we will
show that Japanese views on privacy and social robots cannot be separated from Seken-related meanings. (6) The
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analysis of Japanese Seken as an ethical and critical Ba or place with a set of criteria for a better life and better
society, influences people‘s views on robots, privacy, business ethics, technology and even their evaluation on
Otaku (pop culture fanatics).
In this analysis on Seken, we will focus on ‗warnings from heaven‘ which is considered to be related to Japanese
ethical and critical outlooks on nature, natural disasters, human-made disasters and orientation toward better
communication among Internet users. Roboethics or ethical reflection on robots, is a new topic in philosophy, social
science and the humanities in the West as well as in Japan. I analyze the inner structure of Seken as Ba and their
relation to robots in order to see how the meanings of autonomy of robots are interwoven with this ethical Ba.
In my view, Japanese society and its life-world are characterized by two different realms, namely Shakai and
Seken. Shakai is an aspect which has been and is still under the influence of modern, Westernized and rational
world-views, while Seken concerns, on the one hand, the traditional, indigenous, and non-rational meanings of the
Japanese life-world. But, on the other hand, Seken is grounded in a certain sort of common sense and becomes a
criterion for various activities and social problems. In other words, people within Seken are usually motivated by the
orientation toward a virtuous life, searching for answers to questions such as ‗what are the meanings of a better
life?‘ as well as the pursuit of keeping good human relations, Japanese friendship and human relations being based
on a balance of distance and closeness between the people concerned. On the other hand, people within Sakai are
thought to pay attention to logical links among concepts, definitions, and causal relations between things and
problems. In this sense Seken can be considered as an ethical Ba in which things and problems are located within
ethical and virtuous links. Shakai, on the other hand, can be considered a rational Ba in which things and problems
are seen from logical and rational perspectives where people are expected to be engaged in rational discussions. In
the following sections, I will focus on Seken as an ethical and critical Ba.

2. REDISCOVERY OF SEKEN
Through my previous researches done in Japan since 1981, I continued trying to rediscover the meanings of Seken.
In my view, Seken has a connection with various aspects of life of the Japanese today. Seken influences peoples‘
interpretation of phenomena, incidents and problems, ranging from natural disasters to atomic energy use. I did the
first research relating to this rediscovering of Seken in 1981 in the Tohoku region in cooperation with other
colleagues. This region was devastated and is being devastated repeatedly by natural disasters, particularly tsunamis,
including the one of 2011 being the biggest in the last 1,000 years. The following photos show two big tsunamis,
one in 1896 killing 21,915 people and the last one on March 11, 2011 killing over 10,000 people in Tohoku region.)

Figure 1 (Houses sunk in the sea after the
in Tohoku region)

Figure 2 (Oofunato after tsunamis in 2011 ) (photo tsunami in 1896
by Matthew Bradley)

When my colleagues and I asked 800 residents in Oofunato and other adjoining towns about how they think of the
view, ‗whether someone will be killed or not by disasters is determined by his or her own destiny,‘ 35.0% of the
respondents said ‗strongly agree,‘ and 29.9% said ‗somewhat agree.‘ Similarly 44.3 % showed certain degrees of
sympathy towards the view ‗Heaven sometimes brings about natural disasters in order to give the dwellers on the
earth certain sorts of warnings.‘ And interestingly, we could find that people showing positive attitudes towards
‗disasters as warnings from heaven‘ take a positive attitude toward the ‗need for measures for immediate refuge at
the time of a disaster‘ too (Nakada 1982).
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After this research in 1981 we continued to do similar researches in Japan and succeeded in confirming that
Seken-related views including ‗destiny‘ or ‗warnings from heaven‘ remains in Japanese minds today. The following
table shows these findings.
(‗1995G‘ and the other researches were conducted by the author and his colleagues. ‗1995 G‘= research conducted in Tokyo in
1995 with 587 respondents collected through random sampling of those over 20 years old. ‗2000 G‘= research done in Tokyo
metropolitan area in 2000 with 611 respondents collected through random sampling of those over 20 years old. ‗2002
G‘=research conducted in 2002 in Japan in a survey of those in the age range from 25 to 44 years-old; 569 respondents in this
survey were selected by a research company in Japan. This survey was designed as quota sampling, and ratios of gender and age
were quoted from the 2001 World Internet Project Japan report. ‗2003 G‘=research conducted in a similar way as 2002G with
876 respondents. ‗2005G‘ was done in 2005 similarly to 2002G, selecting 500 respondents of those in the age 20-49 age range.
2007G with 1,200 respondents between 25 and 49 years old and 2008G with 500 respondents between 25 and 44 years old were
done in 2007 and 2008 similarly to 2002G. 2010S was done in 2010. The respondents were 431 university students at 3
universities in Tokyo and Ibaraki Prefecture. The respondents were students studying in the classes held by the author. )

Table 1. Sympathy with Seken-related meanings in Japan
199

Distance from nature

0

G

G

7 3 .6
%

Honest poverty
Destiny
Denial of natural

8 3 .7
8 4 .4
8 8 .5

science
Criticism of

8 5 .5

selfishness
Powerlessness
Superficial

7 1 .9
7 3 .3

cheerfulness
Belief in kindness
Scourge from heaven
Warnings from heaven

200

5

6 2 .7
-

-

200
2

200
3

200
5
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G
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82.

79.

82.

6

0

2

81.

84.

80.

82.

5

4

3

6

79.

77.

76.
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0

9

0

8

88.

90.

88.

89.

2007

2008

G

G

-

79.

81.

8 9 .5

2
-

86.

7

7

8

90.

90.

84.

3

0

3

8

64.

69.

62.

62.

8

2

0

4

65.

70.

62.

60.

6

8

7

4

68.

73.

71.

73.

84.

77.

1

1

5

8

3

2

-

-

-

-

-

-

-

-

63.

67.

1

4

-

8 4 .7

0

3

5

7 7 .0

8
84.

88.

49.

2010S

-

8 9 .1

2
90.

6 2 .8

2
73.

6 2 .9

4
71.

5 0 .8

0
8 2 .3

3 8 .1

1) Table 1 shows the percentages of the respondents who said ―agree or somewhat agree‖ to Seken -related statements. These statements include:
―Within our modern lifestyles, people have become too distant from nature‖(Distance from nature); ―People will become corrupt if they become
too rich‖(Honest poverty); ―People have a certain destiny, no matter what form it takes‖(Destiny); ―In our world, there are many things that
cannot be explained by science‖(Denial of natural science); ―There are too many people in developed countries (or Japan) today who are
concerned only with themselves‖ (Criticism of selfishness ); ―In today‘s world, people are helpless if they are (individually) left to themselves‖
(Powerlessness); ―In today‘s world, what seems cheerful and enjoyable is really only superficial‖ (Superficial cheerfulness); ―Doing your best for
other people is good for you‖ (Belief in kindness); ―The frequent occurrence of natural disasters is due to a scourge from heaven‖ (Scourge from
heaven); ―Occurrences of huge and disastrous natural disasters can be interpreted as warnings from heaven to people‖(Warnings from heaven).
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3. SEKEN AND CRITICAL ATTITUDES TOWARD NUCLEAR POWER AS WELL AS
TOWARD BUSINESS ACTIVITY
One of the important things about Seken is that Seken-related meanings are considered to be the basis for critical
views on technology, CMC, ICTs, privacy violation on the Internet and the like. The following tables show part of
these findings about the relations between Seken-related meanings and critical views on certain sorts of social
problems. ‗2006AF‘ research was conducted in Fukui Prefecture in 2006 with 269 respondents collected through
random sampling of those over 20 years old.
The findings in the following tables show these relations. Seken-related meanings have strong or fairly strong
correlations with critical views on nuclear power energy generation and with negative attitudes towards corruption
in business. We Japanese have an old proverb ‗fukusui bon ni kaerazu,‘ i.e., ‗It is no use crying over spilt milk.‘ I
know the meanings of this proverb. But I cannot but regret that the majority of Japanese scholars, authors,
politicians, technicians and businessmen had not been aware of these critical meanings of Seken. The Tokyo Electric
Power Company (Tepco) and other enterprises dealing with nuclear power plants should have known these findings.

Table 2. Correlations between ‗Seken-related meanings‘ and ‗attitudes
t o w a r d s a t o m ic e n e r g y a n d scie n ce ‘（d a t a :2 0 0 6 AF）( N=2 6 9 )

I agree with the view, ‗Nuclear accidents

Scourge

Warnings

from

from

heaven

heaven

0 .2 3 6 **

Destiny

Po we r le ssness

0 .1 8 7 **

0 .1 2 8 *

0 .2 5 8 **

0 .2 2 4 **

0 .1 4 4 **

ns

0 .2 4 4 **

0 .2 9 2 **

0 .2 6 8 **

0 .2 2 8 **

0 .2 6 9 **

0 .2 6 2 **

0 .1 8 4 **

0 .1 3 4 *

0 .1 8 0 **

ns

ns

ns

ns

are human-made disasters.‘
I can‘t trust the opinion, ‗nuclear power
generation is safe.‘
I feel that atomic radiation is weird and
dreadful because it is invisible.
I feel that it‘s very dangerous to put
too much confidence in science and
technology.
I feel that higher development of science
makes us human beings happy.
1 ) **= p <0 .0 1 , *= p <0 .0 5 , n s= n o n ( st a t ist ica lly ) sign ifica n t

Figure 3 (Fukushima Nuclear Power Plant in 1975) Figure 4 (Fukushima Nuclear Power Plant in
(Photo by the Ministry of Land, Infrastructure,
2011) (Photo by DigitalGlobe-Imagery)
Transport and Tourism of Japan)
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Table 3．Correlations between Seken-related meanings and business ethics
(data:2008G)(N=500)
Distance

Honest

from

Destiny

poverty

nature

Denial of
natural
science

Warnings
from
heaven

.3 0 3 **

.1 3 5

.2 0 8 **

.1 5 2 **

Japanese firms or companies should try
to stabilize employment by their efforts

.3 1 9 **

.2 6 5 **

.2 3 2 **

.3 1 8 **

.3 0 9 **

.3 6 5 **

.3 6 9 *

.2 7 8 **

.3 6 6 **

.2 7 6 **

to reduce informal employment and so
on.
Japanese firms or companies should be
blamed if they try to follow the
American style of capitalism and to obey

.1 5 0 **

the principle of competition as well as
free (unbridled) market mechanisms
without question.
The firms or companies which just seek
profits and don‘t provide employees
with

any

occasion

for

character-

.3 8 5 **

.1 7 2 **

formation or self-improvement can‘t get
socially high evaluation in the long run.
Japanese firms or companies should
actively try to contribute to the regional

.3 5 0 **

.3 2 8 **

.2 0 2 **

communities where they are located.
1 ) **= p <0 .0 1 , *= p <0 .0 5 , n s= n o n ( st a t ist ic a lly ) sign ifica n t

4. JAPANESE ETHICAL VIEWS ON PRIVACY
The following figures of Table 1 and Table 2 show the results of our researches done in 2008 (2008G) and 2010
(2010S). The aims of these researches were to know people‘s outlooks on privacy and social robots in the Japan‘s
information society.
Table 4．Views on privacy in Japan (data:2008G and 2010S) (What are your thoughts about various views on
privacy shown in the following list?)
Agree or somewhat
agree ( 2 0 0 8 G) ( N= 5 0 0 )

Agree or somewhat
agree ( 2 0 1 0 S) (N=4 3 1 )

Cr im e p r e v e n t io n ca m e r a

5 5 .4 %

5 0 .6

Google

6 4 .4

6 6 .6

Violation of privacy among friends

5 2 .4

5 2 .7

Privacy as basis of democracy

6 1 .4

7 8 .5

Poor consciousness about privacy in Japan

5 9 .2

-

Respect for collectivism rather than privacy

3 9 .6

3 4 .4

Pr iva cy ‘s b a d in flu e n ce o n

4 8 .2

fr ie n d sh ip

2 5 .8

Privacy protection by mass media
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6 0 .4
-

Need for information on privacy of victims

3 1 .2

3 9 .4

Need for information on privacy of culprits

4 5 .2

2 7 .6

Openness of personal information

4 6 .8

6 4 .8

Problems of showing a photo of one‘s face

-

5 2 .9

Reluctance to showing photo of face

-

7 5 .2

Need for information on the parents of culprits

-

2 8 .3

1) Table 4 shows the percentages of the respondents who said ―agree or somewhat agree‖ to various views on privacy. These statements include:
―Watching people through crime-prevention-camera (security camera) in the streets is very important to keep public order‖ (Crime prevention
camera); ―Collecting someone‘s personal information through search engine like Google without his being aware of it is a controversial issue
because this information is used without permission‖(Google); ―To ask someone about his income, occupation, family in detail might be regarded
as violation of privacy even among personal friends‖ (Violation of privacy among friends); ―Respect for privacy is among the most important
presuppositions for building a free and democratic society‖ ( Privacy as basis for democracy); ―The fact that firms and companies in Japan are not
so careful about protection of privacy or personal information shows the relatively lower level of Japanese consciousness about privacy‖ (Poor
level of consciousness about privacy in Japan); ―Too much respect for personal privacy might not harmonize well with virtues in collective life
culture which emphasize shame, modesty, consideration for others‖(Respect for collectivism rather than privacy); ―When we worry too much
about privacy, we can‘t honestly and frankly talk about matters with our good friends.‖(Privacy‘s bad influence on friendship); ―When the
newspapers or TV report on crimes, they should pay careful attention to privacy of the culprits or suspects in order not to violate it‖(Privacy
protection by mass media); ―Detailed reports on victims of serious crimes like homicide including victims‘ occupations, human relations, life
history or personality which are sometimes presented in the newspapers or on TV are important and necessary in some cases in order to know the
meaning of the incidents‖(Need of information on privacy of victims); ―Photos or real names of culprits of crimes under 20 years old which are
sometimes presented illegally on the Internet might be important information in some cases, although these items of information are
controversial‖(Need of information on privacy of culprits); ―To disclose part of my afflictions of illness or failure to my friends sometimes makes
our relations closer and better‖ (Openness of personal information); ―To provide the photos of one‘s face to other persons in SNS or blogs is
problematic from privacy-protection perspectives‖ (Problems of opening of one‘ photo of face); ―Even if there is no danger for privacy-violation,
to show a photo of one‘s face in SNS or blogs is a matter associated with a feeling of reluctance‖ (Reluctance to showing a photo of one‘s face);
―Mass media‘s reports on words of apology by the parents of culprits of serious crimes are sometimes important in order to know the meaning of
the incidents‖ (Need for information on the parents of culprits).

Table 4 shows that Japanese people have conflicting attitudes towards privacy. 52.7% of the respondents think that
“To ask someone about his income, occupation, family in detail might be regarded as violation of privacy even
among personal friends.” But on the other hand, 64.8% of the respondents think that “To disclose part of my
afflictions of illness or failure to my friends sometimes makes our relations closer and better”(in the case of 2010S).
In my interpretation, Japanese people‟s views on privacy are always in a process of constantly inquiring: what is the
ideal distance of human relations for them, if good human relations can be measured by „closeness‟ and
„remoteness‟? It is clear that the majority of Japanese respondents have ambivalent attitudes toward problems about
privacy.
In order to know the relations between Seken-related views and views on privacy, a factor analysis was done on
the Seken-related meanings and views on „individualism.‟ By using 2008G research data, we could get 4 factors
shown in Table 5.

Table 5. Factor Analysis (principal factor analysis, Varimax rotation) for ‗Seken-related views‘ and ‗individualism‘
(data:2008G)(N=500)
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Factors

Contributing Values and Factor Loading

Orientation

To do one‘s job as a kind of destiny or divine duty is important for a good person, no

Toward

matter what the results are. (.790)

non-rationality People have a certain destiny, no matter what form it takes (.717)
and sense of
destiny
Denial of
modern
civilization

In our world, there are many things that cannot be explained by science. (.613)
People will become corrupt if they become too rich (.558)
In today‘s world, people are helpless if they are (individually) themselves .(.641)
In today‘s world, what seems cheerful and enjoyable is really only superficial (.611)
There are too many people in developed countries (or Japan) today who are concerned
only with themselves (.590)
Because human power is limited, we can‘t prevent damage by natural disasters, no matter
how much we try. (.565)

Orientation
toward
sincerity
Orientation
toward

Sincerity enables us to understand each other, no matter what kind of person the other is.
(.752)
Doing your best for other people is good for you (.547)
Decision depending upon one‘s own views without relying on others‘ opinions is the best
way to do a good thing. (.629)

individualism To assert one‘s demands and desires is very important for social life. (.480)

As we have seen in the previous section, Seken-related meanings are considered to provide people with certain sorts
of criteria for evaluating or criticizing social problems. And in the case of privacy, we could see similar phenomena.
Table 6 shows us that Seken-related meanings have strong or fairly strong correlations with critical or ethical views
on privacy. It is very interesting that ‗individualism‘ has almost no correlation with views on privacy.
Table 6. Correlations between ‗Seken-related meanings‘ and ‗various views on privacy‘
(data:2008G)(N=500)
Cr im e
ca m e r a

Google

Violation of

Privacy and

privacy

democracy

among

Poor level of
consciousness
about privacy

friends

Openness of
Respect for

personal

collectivism

information

Orientation
toward
non-rationality

.262**

.220**

.183**

.221**

.256**

.159**

.222**

.294**

.217**

.207**

.320**

.346**

.136**

.099*

ns

.115*

ns

.100*

ns

.235**

.289**

ns

-.111*

ns

ns

ns

ns

ns

and sense of
destiny
Denial of modern
civilization
Orientation
toward
sincerity
Orientation
toward
individualism

5. JAPANESE ETHICAL VIEWS ON ROBOTS
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The following figures in Table 7 show the results of our researches done in 2008 (2008G) and 2010 (2010S). One of
the main purposes of these researches is to know people‘s outlooks on social robots in Japanese information society.

Table 7．Views on robots in Japan (data:2008G and 2010S) (What are your thoughts about various views on robots
shown in the following list?)
Agree or somewhat
agree
( 2 0 0 8 G) (N=5 0 0 )

Agree or
somewhat
agree
(2010S)(N=431)

42.2%

58.6

33.8

62.4

25.2

32.3

9.4

13.5

Problems of care by robots
Sympathy for virtual creatures
Learning by virtual realities
Rights for robots
21.4

29.6

19.6

35.7

Robots as moral patients
Positive attitudes toward robots‘ care for
children
Need for robot‘s own emotional

31.4

27.6

25.8

32.5

12.4

22.1

22.6

30.5

36.4

41.3

14.6

27.6

40.2

44.9

31.2

41.9

expression
Strong sympathy for avatar
Need for humanoid appearance of robot
Fake communication with robots
Robots as assistants to school teachers
Positive attitudes toward robot-soldiers
Positive attitudes toward use of robots at
home
Positive attitudes toward use of robots as
shop assistants

1)Table 7 shows the percentages of the respondents who said ―agree or somewhat agree‖ to various views on privacy. These statements include:
―To leave handicapped or elderly persons in the care of robots worsens their isolation from societies even though this idea seems to be
appropriate at first glance‖(Problems with care by robots); ―It is very natural when children have sympathy or some kind of affection toward
virtual creatures like Tamagotchi‖ (Sympathy for virtual creatures); ―It is good for children to know the meanings of life through their taking care
of virtual creatures like Tamagotchi‖(Learning by virtual realities); ―Robots should be given similar rights in the future as fetuses or patients in a
coma without consciousness or awareness‖ (Rights for robots); ―Robots are expected to be a subject of affection or consideration in the future
just as the earth, mountains, rivers are treated so, even though they have no life‖(Robots as moral patients); ―To leave children in the care of
robots would be better than to leave them alone without any care‖(Positive attitudes towards robots‘ care for children); ―To provide robots with a
capability for expression of their emotions such as pain would be good in order to prevent (avoid) cruelty or maltreatment for them‖ (Need for
robot‘s own emotional expression); ―It is natural for some people to get mad when their avatars are insulted, because they feel that the avatars are
part of themselves‖(Strong sympathy for avatar); ―Most people would avoid maltreating robots if the robots are created to be very similar to
ourselves‖(Need for humanoid appearance of robot); ―Friendly robots like pet robots for the purpose of human-robot communication are just
fake because they have no real minds or feelings‖(Fake communication with robots); ―It would be very good to use robots for the purpose of
educating children at schools in order to promote the effects of education‖(Robots as assistants to school teachers); ―To use robots on the
battlefields would be good because we can reduce the number of causalities in warfare‖(Positive attitudes toward robot-soldiers); ―To use robots
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to do domestic chores would be good because we can lessen the burden on family members‖(Positive attitudes toward use of robots at home); ―It
would be very good to develop new robots which have a lot of knowledge and are also human-friendly for use as shop assistants‖(Positive
attitudes toward use of robots as shop assistants).

Table 7 shows that Japanese people have both positive and critical attitudes toward the use of robots and the other
related topics concerning social robots.
Table 8 endorses this interpretation. Table 8 shows the result of factor analysis on the data of Table 7(2010S). We
could get 4 different factors. And this means that people have various views on the use of robots in our society. In
the case of the data of 2008G, we could get a similar set of 4 factors, i.e., ‗interest in usefulness of robots‘, ‗interest
in emotional interaction between robots and humans‘, ‗interest in robots as virtual creatures‘, ‗criticism of use of
robots‘ (Table 9). This seems to be understood thus: despite ambiguous attitudes toward robots on the surface level,
people try to classify the human-robot relations into several typical types of meanings. I think that there is a certain
sort of latent Ba which gives people criteria for unknown or unfamiliar problems such as human-robot interaction.
As the findings of Table 8 and 9 as well as Table 10 suggest, this latent Ba is considered to have certain sorts of
potentially critical or ethical criteria. In my view, Seken-related meanings have to do with these potentially critical or
ethical criteria for human-robot interaction. Table 10 shows the findings of correlations between Seken-related
meanings and people‘s views on robots. By examining the relations between these different factors and meanings,
we could see that Seken–related meanings work as critical or ethical criteria in this case too.
Table 8. Factor Analysis ( p r in cip a l fa ct o r a n a ly sis , Va r im a x r o t a t io n ) on ‗v a r io u s v ie w s o n
r o b o t s‘ (data:2010S)
Factors

Contributing Values and Factor Loading

Interest in

Positive attitudes toward use of robots as shop assistant (.720)

usefulness of robots

Positive attitudes toward use of robots at home(.716)

Interest in
Rights for robots (.726)
morality and rights of robots Ro b o t s a s m o r a l p a t ie n t s.( .7 0 3 )
Interest in robots

Sympathy for virtual creatures (.675)

as virtual creatures

Learning by virtual realities (.559)

Criticism of use of robots

Problems of care by robots (.455)

( ‗Co n t r ib u t in g v a lu e ( s) ‘ m e a n t h a t e a ch fa ct o r co n sist s o f t h e se it e m s ( v ie ws) .)

Table 9. Factor Analysis ( p r in cip a l fa ct o r a n a ly sis , Va r im a x r o t a t io n ) for ‗v a r io u s v ie w s o n
r o b o t s‘ (data:2008G)
Factors
Interest in
usefulness of
robots

Contributing Values and Factor Loading
Positive attitudes toward use of robots at home.(.834)
Positive attitudes toward use of robots as shop assistants (.796)
Robot as assistants to school teachers (.585)
Positive attitudes towards robots‘ care for children (.511)

Interest in

Rights for robots (.720)

emotional

Robots as moral patients (.687)

interaction

Need for robot‘s own emotional expression (.659)
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between robots Strong sympathy for avatar (.520)
and humans
Interest in

Learning by virtual realities.(.846)

robots

Sympathy for virtual creatures (.617)

as
virtual creatures
Criticism of use Problems of care by robots (.551)
of

Fake communication with robots (.434)

robots
( ‗Co n t r ib u t in g v a lu e ( s) ‘ m e a n t h a t e a ch fa ct o r co n sist s o f t h e se it e m s( v ie ws) .)

Table 10. Relations between Robot factors and Seken-related meanings as well as Independency (data:2008G)
Interest in
usefulness of
robots

Interest in

Interest in

emotional interaction

robots

between robots

as

and humans

Criticism of use of
robots

virtual
creatures

Distance from nature

ns

ns

ns

.2 4 9 **

Honest poverty

.1 2 4 **

ns

ns

.2 2 7 **

Destiny

ns

.1 1 9 **

ns

.1 9 2 **

ns

ns

ns

.2 6 3 **

.1 7 2 **

ns

ns

.2 8 7 **

Powerlessness

.1 2 1 **

ns

ns

.1 6 1 **

Belief in kindness

.0 9 3 *

ns

ns

.3 4 3 **

Warnings form heaven

ns

.1 3 2 **

ns

.1 3 2 **

Independence

.0 9 4 *

ns

ns

ns

.1 1 4 *

.1 2 6 **

ns

ns

Denial of natural
science
Criticism of
selfishness

Self-assertion

1 ) **= p < 0 .0 1 , *= p < 0 .0 5 , n s= n o n ( st a t ist ic a lly ) sign ific a n t

These findings shown in this and in the previous sections are fundamentally a continuity of those examined in my
previous papers. We could see that Seken-related meanings have strong or fairly strong correlations with evaluations
on various social problems and social phenomena in this and in the previous sections.We examined the relations
between Seken-related meanings and people‘s outlooks on privacy and roboethics. Concerning the findings of
correlations between Seken-related meanings and people‘s views on various social problems in Japan today, see my
previous papers and other related papers (Nakada 2005,2007a,2007b, 2008,2010a, 2010b; Nakada & Tamura 2005;
Nakada and Capurro 2009; Nakada et al. 2004; Capurro 2005)

6. WHERE DO SEKEN-RELATED MEANINGS COME FROM?
Where do the critical aspects of Seken-related meanings come from? In order to find the answer to this question, we
did an analysis combining ‗multi-regression analysis(step-wise manner)‘ and ‗factor analysis (principal factor
analysis, Varimax rotation),‘ using 2006G research data. 2006G research was done in 2006 in Japan with 500 men
and women between 20 and 49 years old as survey monitors selected by a research company in Japan. 2006G was
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done in the same way as 2002G, 2003G, 2005G and 2008G. 2006G is a different study from 2006AF which we dealt
with in the previous section. Using ‗multi-regression analysis‘ as a statistical method for extracting a set of factors or
research items (independent variables) relating to a certain target item (the dependent variable), we could abstract a
set of items or factors relating to ‗warnings from heaven‘ as one of the dominant views of Seken-related meanings.
As potential independent variables, we used such factors or items as: ‗use-time of the Internet,‘ ‗outlooks on media,‘
‗views on family,‘ ‗views on society,‘ ‗degree of interest in politics,‘ ‗degree of interest in environmental problems,‘
‗important social problems for each respondent,‘ ‗important things as aims of life,‘ ‗public and private
consciousness,‘ ‗perspectives on privacy,‘ ‗outlooks on CMC,‘ ‗outlooks on individualism,‘ ‗perspectives on interhuman-relations (Kanjin-syugi),‘ ‗views on destiny,‘ ‗outlooks on Otaku(fanatic or addict),‘ and ‗outlooks on
nature.‘ (Concerning ‗Kanjin-syugi‘ see Hamaguchi 1993, 1998; Hioki 1993). And as the next step we did a factor
analysis using a set of items or variables gained by multi-regression analysis as the first step. As a result, we got the
findings shown in Table 11.
Table 11. Items relating to ‗warnings from heaven‘ （data:2006Ｇ）
Fa ct o r 1 Fa ct o r 2 Fa ct o r 3 Fa ct o r 4
Pr o d u ct io n o f fo o d b y a ge n e m a n ip u la t io n a n d
b ir t h o f a clo n e a n im a l b y a h u m a n h a n d a r e a p r o fa n it y o f
n atu re.

0 .1 2 9 7 6
1

-0 .0 8 9 1 5

0 .5 4 6 1 6 0 .0 4 1 2 4
De st in y

4
0 .5 4 6 1 5

De n ia l o f n a t u r a l scie n ce

7

2
-0 .0 1 1 2 9

0 .3 2 0 7 1 0 .0 5 8 3 6
Ho n e st p o v e r t y

5

I r e a d p o st in gs o n m a t t e r s im p r e ssin g co m m u n ica t io n p a r t icip a n t s o n t h e In t e r n e t .

2

0 .1 2 3 7 7 0 .3 9 0 2 1 0 .0 5 5 8 3
8
-0 .0 0 6 3 3

3

2

3

0 .0 7 8 3 2 0 .0 3 4 8 8
1

2

0 .0 4 5 0 6 0 .0 6 6 0 7 0 .0 9 0 3 3
9
-0 .1 3 9 9 4

0 .0 1 1 7 3 0 .6 2 9 5 8 0 .0 1 0 7 1
9

Fa ct o r 5

7

1

3

0 .2 0 7 6 8 0 .1 0 3 9 3
9
-0 .0 5 6 7 3

6
0 .0 8 4 1 1
9

0 .0 7 3 8 4 0 .6 1 1 4 1 0 .0 5 3 7 9 0 .0 4 6 2 9 0 .0 6 0 3 9
By p o st in g o n t h e In t e r n e t , I ca n u n d e r st a n d m y r e a l fe e lin gs.
In m y e v e r y d a y life , I a lwa y s r e ga r d it a s a v e r y im p o r t a n t
t h in g

3

9

0 .3 1 5 2 2 0 .2 4 4 6 7 0 .2 1 8 7 6
5

t o p le a se o t h e r s a r o u n d m e .

9

6

2

3

7

-0 .0 4 7 8 5 -0 .0 0 9 7 5

0 .1 9 7 0 5 0 .0 2 4 1 7 0 .0 4 6 3 8 0 .2 7 0 4 4 0 .3 6 1 0 1
I r e ga r d e co -fr ie n d lin e ss a s a n im p o r t a n t a im in life .

7

9

4

1

8

0 .2 5 5 0 1 0 .0 7 1 8 2 0 .7 0 9 4 1 0 .2 7 5 3 8 0 .1 4 7 9 5
Be lie f in k in d n e ss

4
0 .1 2 0 8 6

In Se k e n t o d a y h o n e st p e o p le a lwa y s su ffe r a lo ss.

1
0 .3 0 2 8 7

In t e r e st in glo b a l e n vir o n m e n t a l p r o b le m s

4

I t h in k t h a t a t o p ic r e la t in g t o p o lit ics is n o t a go o d o n e fo r
co m m u n ica t io n o r t a lk s a m o n g fr ie n d s a n d fa m ily m e m b e r s.
I t h in k t h a t Ot a k u -fa n a t icsim co m e s fr o m a lo ss o f a im in

0 .0 4 9 3 9
3

3

4

-0 .0 3 6 4 2 -0 .4 7 5 1 1
0 .1 2 5 6 4

0 .0 1 6 0 0 0 .0 5 0 2 6

0 .1 2 7 3 1
2

3
-0 .0 9 3 7 3

0 .0 8 8 8 1 0 .0 9 6 5 2 0 .5 4 6 1 2
9

-0 .0 4 1 3 5 -0 .0 7 2 4 8

life fo r in d ivid u a ls a n d fo r t h e Ja p a n e se a s a wh o le .
8
9
1）The figures in this table show „factor loading‟ as „degree of strength of relation with each factor.‟

8

-0 .1 1 7

6
0 .0 7 0 4 7
2
0 .5 9 2 4 4
9

6
-0 .4 2 5 5 6
-0 .0 4 1 0 7

We can interpret how ‗warnings from heaven‘ works as a critical criterion for evaluating various phenomena and
problems by examining this table. And similarly, we can interpret how Seken-related meanings work as a
comprehensive Ba (place) in which meanings and evaluations of various important phenomena and incidents as well
as of unknown and unfamiliar problems. The factors in Table 11 imply the range of this comprehensive Ba. Factor 1
includes ‗Doing your best for other people is good for you‘ and ‗to please others around me‘ as well as ‗destiny‘ and
‗denial of natural science.‘ This factor is considered to be related to a certain sort of ‗service to others.‘ Factor 2 is
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interpreted as ‗orientation toward communication with others‘ because this factor includes items relating to
communication on the Internet. Factor 3 is clearly related to ‗orientation to kindness and honesty.‘ Factor 4 is
thought to imply ‗negation of modern civilization based on a certain sort of selfishness or anthropocentrism.‘ Factor
5 is related to ‗positive interest in politics and environmental problems.‘

7. CONCLUSION: THE URGENT TASK IN THE NEAR FUTURE
Getting back to the crisis which continues in Japan, it is an important question for us:‗ Are Tokyo Electric Power
Company (Tepco) and other enterprises involved with nuclear power generation not aware of the importance of
Seken-related meanings?‘ Concerning this point we can use the findings of our previous researches. Table 12 shows
the findings relative to this question. These findings in Table 12 are based on the data from 2007A research. This
2007A research was done in 2007 with 599 survey respondents. We selected the survey respondents from the
employees and employers working for enterprises or companies involved with nuclear power generation.

Table 12. Outlooks on ‗warnings from heaven‘ and Seken-related meanings by employers and employees working
for enterprises and organizations relative to nuclear power use (data:2007A)
To t a l

Disa st e r s a n d e n v ir o n m e n t a l p r o b le m s a r e wa r n in gs fr o m h e a v e n .
Hu m a n -m a d e d isa st e r s su ch a s ca t a st r o p h ic ca su a lt ie s a r e wa r n in gs fr o m
h ea ven .
Hu m a n -m a d e d isa st e r s su ch a s e n v ir o n m e n t a l p o llu t io n a r e wa r n in gs
fr o m h e a v e n .
Te r r ib le t h in gs will h a p p e n wh e n we p u t t o o m u ch co n fid e n ce in
t e ch n o lo gy .
Ho n e st p o v e r t y

St a ff

St a ff

p ro-

p r o -p u b lic

t e ch n o lo gy

in fo r m a t io n

5 0 .1 %

4 7 .4

5 4 .4

2 9 .2

2 7 .3

2 3 .0

4 2 .9

4 0 .2

4 8 .0

7 6 .7

7 9 .0

7 2 .1

7 8 .3

7 9 .5

7 4 .2

1) Percentage is addition of „agree‟ and „somewhat agree‟ to each view or opinion.

This table shows that staff working for business and enterprises involved with nuclear power generation have
generally similar Seken-related views to those of other respondents or citizens. It is rather surprising for us to know
that they have fairly negative attitudes towards technology itself. But on the other hand, concerning the safety of
nuclear power plants, they have contradictory views. 68.4% of them said yes to the opinion ‗A nuclear power plant
cannot be absolutely safe because human beings are not perfect.‘ And, interestingly, 97.5% of them said yes to ‗We
can feel safe with nuclear power generation because there are several safety measures.‘ We might say that through
this gap in views, comes the catastrophic situation making us so afraid at present. But this contradictory situation is
not confined to workers and technicians engaged in nuclear power plants as their own business or job. We have
similar contradictory situations in cases of political and financial situations as well.
In conclusion it can be said that the majority of Japanese today believe in critical Seken-related meanings. They have
generally positive and active attitudes toward politics and social problems. But despite this belief and active
attitudes, we have difficulty in solving serious political problems such as reforming the governmental bureaucratic
system, which falls into functional paralysis, as well as financial problems. How can we use Seken-related meanings
as an ethical and critical Ba (place) for this reform? How can we transform this ethical and critical Ba (place) into a
different Ba which provides us with concrete criteria for measuring the usefulness of such reforms as well as a basis
for fundamental social reform? This is an important and urgent question for us. In order to find answers to this
question, we have to know more about our Seken. Seken is a far more complex horizon or dimension than we might
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imagine. ‗Warnings from heaven‘ are considered to be related to various problems and phenomena including
human-robot interaction and privacy. This is a fact. But we don‘t know where this fact comes from.
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Cracking Down on Autonomy: Three Challenges to
Design in IT Law
U. Pagallo, Law School, University of Turin

Abstract. The paper examines how technology has blurred conventional borders of national legal systems as
information on the internet has an ubiquitous nature that transcends such boundaries and questions the notion of the
law as made of commands enforced through physical sanctions. Whereas many of today‘s impasses on jurisdiction,
international conflicts of law and diverging interpretations of statutes can be addressed by embedding legal
safeguards in ICT and other kinds of technology, to overcome the ineffectiveness of state action by design entails its
own risks, e.g., threats of paternalism hinging on the regulatory tools of technology. Rather than modeling people‘s
behavior by design, the article suggests that design policies should respect individual and collective autonomy by
decreasing the impact of harm-generating behavior (e.g., security measures and default settings for data protection),
or by widening the range of people‘s choices (e.g., user friendly interfaces).
Keywords: Autonomy, Data Protection, Design, Digital Rights Management, Information Technology Law,
Paternalism, Privacy by Design, Self-enforcement Technologies

1. Introduction
In The Ethical Aspects of Autonomous Systems, Herman Tavani has recently stressed the difficulty to define the
concept of ―autonomy.‖ Some equate it with such different notions as liberty, dignity, responsibility, and self
knowledge of one‘s interests (Dworkin, 1988). Others link the concept with notions such as privacy, voluntariness,
and free choice (Faden and Beauchamp, 1986). Besides, over the past years, scholars have debated whether artificial
agents can be autonomous as George A. Bekey claims in Autonomous Robots (2004). Following the criteria singled
out by Floridi and Sanders (2004), for example, we could properly talk about autonomous artificial agents (AAs), in
that AAs: (i) respond to stimuli by changing the values of their inner states, (ii) are capable both of modifying these
states without external stimuli, and (iii) of improving the rules through which these states change. Some scholars
claim, however, that this view is inadequate, since AAs do not meet the necessary and sufficient conditions required
for autonomous behavior such as consciousness, free will and intentionality (Himma, 2009). In the light of this
debate, the article proposes a stricter view of autonomy, by adopting Kant‘s definition of ―the property that the will
has of being a law to itself‖ (Kant, 1795).
More particularly, by focusing exclusively on human agents and their autonomy, the paper aims to point out three
challenges to design in Information Technology (IT)-Law. In section 2, I take into account the impact of the
information revolution on current legal systems from the viewpoint of jurisdiction: the first challenge to design in IT
law has to do with the incapacity of state action to protect people‘s ―property of being law to themselves‖ on the
internet. In section 3, I examine the way law-makers and private companies have addressed the impact of the
information revolution through technological measures and IT architectures: the second challenge to design in IT
law concerns the ethical stakes of embedding legal safeguards in technology. In section 4, I consider some ethical
issues in connection to the use of self-enforcement technologies as DRM and some versions of the principle of
―privacy by design‖: the third challenge to design in IT law regards the overcoming of the ineffectiveness of stateaction in digital environments, yet averting threats of paternalism that hinge on the regulatory tools of technology.
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The conclusion of the paper suggests that many of today‘s troubles about jurisdiction, international conflicts of law
and diverging interpretations of statutes can be tackled by applying design properly if, and only if, design policies
respect individual and collective autonomy. Rather than the use of allegedly perfect self-enforcement technologies,
the aim of design should be to widen the range of people‘s choices or, alternatively, to decrease the impact of
harmful conduct through new ‗digital air-bags.‘

2. Law on the internet
Technology has blurred the conventional national boundaries of contemporary legal systems: in fact, information on
the internet has an ubiquitous nature that transcends traditional legal borders and calls into question the notion of the
law as made of commands enforced through physical sanctions. While virtually all events and transactions have
―border-crossing effects‖ in the new environment (Post, 2002), citizens of nation states are often affected by conduct
that the state is unable to regulate (e.g., spamming). Remarkably, since the mid 1990‘s, law-makers have addressed
the new generation of IT-cases as computer crimes, digital copyright, data protection, and more, with the settled
principles and traditional tools of international law. Jack Goldsmith‘s remarks in Against Cybernarchy (1998) make
the point clear: IT law-cases would be ―no more complex and challenging than similar issues presented by
increasingly prevalent real-space events such as airplane crashes, mass torts, multistate insurance coverage, or
multinational commercial transactions, all of which form the bread and butter of modern conflict of law‖ (op. cit.)
Yet, spamming is a good example of the ineffectiveness of state-action, because it is par excellence a transnational
business that, although illegal, does not diminish despite harsh criminal laws (as the CAN-SPAM Act approved by
the U.S. Congress in 2003). According to David Post‘s criticisms of the idea that ―activity in cyberspace is
functionally identical to transnational activity mediated by other means, such as mail or telephone or smoke signal‖
(Goldsmith, 1998), we should pay attention to a peculiarity of cyberspace: the extraterritorial effects of people‘s
behavior that were the exception in all the previous legal frameworks of both private and public international law,
represent today‘s ―core of that system.‖ Like in other fields of scientific research such as physics, biology, or
engineering, scale indeed matters: ―A world in which virtually all events and transactions have border-crossing
effects is surely not ‗functionally identical‘ to a world in which most do not, at least not with respect to the
application of a principle that necessarily requires consideration of the distribution of those effects.‖ (Post, 2002)
The ubiquitous information of the internet has not only magnified the incapacity of state action to protect people‘s
autonomy in the new environment, e.g., spamming, but it has led to the illegitimate condition where states claim to
unilaterally regulate extraterritorial conduct by imposing norms on individuals who have no say in the decisions
affecting them (therefore jeopardizing the democratic rule of law). For example, in the Document 5035/01/EN/Final
WP 56 from May 30th, 2002, the European privacy commissioners, i.e., the Working Party art. 29 argue that even
when a ―US web site puts a cookie on the personal computer of individuals in the EU in order to identify the PC to
the web site in view of linking up that information with others,‖ EU law should be applicable. Hence, in accordance
with the thesis on the principle of sovereignty and ―a nation‘s right to control events within its territory‖ (Goldsmith,
1998), the WP29 claims that ―a survey of international law suggests that States have a tendency to use several
alternative criteria for determining extensively the scope of application of national law‖ (see again Document
5035/01/WP56). However, in accordance with Post‘s view (2002), the WP29 affirms that the aim of applying a
traditional principle of international law such as ―territoriality‖ is legitimated by the protection of individual rights:
―The objective of this provision in Article 4 paragraph 1 lit. c) of Directive 95/46/EC is that an individual should not
be without protection as regards processing taking place within his country, solely because the controller is not
established on Community territory. This could be simply, because the controller has, in principle, nothing to do
with the Community. But it is also imaginable that controllers locate their establishment outside the EU in order to
bypass the application of EU law‖ (§ 2 of the Document).
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Some scholars have of course insisted on some inconsistencies of this conclusion (Kuner, 2003). After all, the
WP29‘s thesis would end up in a paradox once you admit that cookies in your PC do represent ‗equipment‘ pursuant
to art. 4(1)-c of the European directive on data protection (D-46/95/EC). When a US citizen is accessing a US web
site during, say, our next meeting in Turin, Italy, it would follow that the enforceable norms are the EU laws on data
protection! More convincingly, in the Opinion from July 25 th, 2007, the European data protection supervisor
(EDPS), Peter Hustinx, by recalling the decision of the European Court of Justice (ECJ) in the Linqvist case (C101/01), argues that ―this system, a logical and necessary consequence of the territorial limitations of the European
Union, will not provide full protection to the European data subject in a networked society where physical borders
lose importance (…): the information on the Internet has an ubiquitous nature, but the jurisdiction of the European
legislator is not ubiquitous.‖ (Hustinx, 2007) As a result, the difficulty of state action to regulate people‘s behavior,
so as to protect rights of individuals on the internet, has suggested law-makers (and private companies) to
increasingly adopt a number of technological measures such as codes (Lessig, 1999), architecture (Katyal, 2003),
and design (Yeung, 2007). Although such measures are not necessarily digital, e.g., the installation of speed bumps
in roads as a means to reduce the velocity of cars, the information revolution has obliged us to forge more
sophisticated ways to think of legal enforcement. Consider the case of data protection, where design should aim to
ensure the minimization and quality of the data, its controllability, transparency, and confidentiality. Likewise, in the
field of copyright and intellectual property, self-enforcement technologies as digital right management (DRM)devices enable right-holders to monitor and regulate the use of their copyright protected works. As a solution to the
incapacity of traditional state action to discipline social behavior on the internet, both private companies and
governments have therefore leaned all the more on the regulatory tools of technology, the goal being to prevent a
novel generation of conflicts concerning jurisdiction and law enforcement in digital environments. Let me examine,
in the next section, a first example of the regulatory tools of technology via self-enforcement mechanisms.

2. Enforcement by design
Since the mid 1990‘s, companies and big business have tried to find a remedy for the inefficacy of state-action in
protecting private rights. In the field of copyright and intellectual property, for example, most of the efforts focused
on how to enforce such exclusivity rights through the development of self-enforcement technologies as DRM. By
enabling right-holders to strictly regulate the use of their own copyright protected works, companies would have
prevented unsolvable problems concerning both the enforceability of national laws and the conflicts of law at the
international level. While, in his Thoughts on Music (2007), Steve Jobs conceded that DRM compliant systems raise
severe challenges of interoperability and, hence, antitrust issues, the use of DRM techniques ultimately impinges on
people‘s autonomy because a kind of infallible self-enforcement technology collapses ―the public understanding of
law with its application eliminating a useful interface between the law‘s terms and its application‖ (Zittrain, 2007).
Furthermore, as a response to the inefficacy of state-action, the use of DRM technology risks to severely curtail
freedom and individual autonomy, since people‘s behavior would unilaterally be determined on the basis of
technology, rather than by choices of the relevant political institutions.
Still, law-makers have proposed and, sometimes, requested private companies to employ technical and
organizational measures in order to guarantee the enforcement of the law. In the 2010 Report on the ―Application of
D-2004/48/EC,‖ that is, the EU copyright directive, the European Commission affirms that ―despite an overall
improvement of enforcement procedures, the sheer volume and financial value of IP rights infringements are
alarming. One reason is the unprecedented increase in opportunities to infringe IP rights offered by the internet‖
(SEC-2010-1589 final). In order to stop such illegal activities, the European co-legislators suggest that the internet
service providers (ISPs) should adopt a set of provisions that, nonetheless, would severely impact on current
obligations of the internet intermediaries by obliging them to install ―a system for filtering all electronic
communications‖ and, especially, peer-to-peer (P2P) applications. Besides, the EU Commission is supporting a new
generation of injunctions that should be taken against ISPs, regardless of their liability, with the goal to prevent
―further infringements‖ even in the event of extra-territorial effects. Regardless of whether we should amend today‘s
―safe harbors‖ of the law and clauses of legal immunity for ISPs, such as art. 15 of the EU directive on e-commerce
(D-2000/31/EC), it follows that the second challenge to design in IT law concerns the ethical stakes of embedding
legal safeguards into technology. For example, would it be morally acceptable to embrace the idea of the Ontario‘s
Privacy Commissioner, according to whom personal data should be automatically protected in every IT system as its
default setting, so that a cradle-to-grave, start-to-finish, or end-to-end lifecycle protection would ensure that privacy
safeguards are at work even before a single bit of information has been collected? (Cavoukian, 2010)
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All in all, there are two reasons why such an approach to design seems highly controversial: on one hand, there is
evidence that ―some technical artifacts bear directly and systematically on the realization, or suppression, of
particular configurations of social, ethical, and political values‖ (Flanagan, Howe and Nissenbaum, 2008). While
specific design choices may result in conflicts between values, vice versa, conflicts between values may impact on
the features of design. Even though legal systems help us overcome a number of conflicts between values (Flanagan,
Howe and Nissenbaum, 2008), it is likely that the use of self-enforcement technologies in fields as, say, data
protection, would make conflicts between values even worse, due to specific design choices, e.g., the opt-in vs. optout diatribe over the setting for users of information systems. On the other hand, design approaches to privacy as
―automatic control‖ appear even more problematic than the use of DRM technology for the protection and
enforcement of digital copyright, because data protection does not represent any automatic ―zero-sum game‖
between options of access and control over information in digital environments. Personal choices play in fact the
main role when individuals modulate different levels of such access and control, depending on the context and its
circumstances (Nissenbaum, 2004). Besides, there is the technical difficulty of applying to a machine concepts
traditionally employed by lawyers, through the formalization of norms, rights, or duties, in that informational
protection safeguards present highly context-dependent notions as personal data, security measures and data
controllers, that raise a number of relevant problems when reducing the informational complexity of a legal system
where concepts and relations are subject to evolution (Pagallo, 2010). Not only issues of jurisdiction considered in
the previous section can hardly be reduced to a software engineering-debate, but ten years of efforts on platforms for
privacy preferences show that ―the P3P specification is not yet mature enough in terms of element definitions to
handle many legal subtleties cleanly‖ (Jutla, 2010). To the best of my knowledge, it is impossible to program
software so as to prevent forms of harm generating-behavior even is such simple cases as defamations: such
constraints emphasize critical facets of design that lie behind the use of allegedly perfect self-enforcement
technologies. Consider three aspects of the problem:
First, there is the risk of updating traditional forms of paternalism, since people‘s behavior would unilaterally be
determined on the basis of automatic techniques, rather than by individual choices on levels of access and control
over information: ―the controls over access to content will not be controls that are ratified by courts; the controls
over access to content will be controls that are coded by programmers‖ (Lessig, 2004).
Second, attention should be drawn to the difficulties of achieving such total control. Doubts cast by ―a rich body of
scholarship concerning the theory and practice of ‗traditional‘ rule-based regulation bear witness of the impossibility
of designing regulatory standards in the form of legal rules that will hit their target with perfect accuracy‖ (Yeung,
2007).
Third, in the case of data protection, we should stress the problems of embedding privacy safeguards in
technology, for people may enjoy privacy in the midst of a crowd and without having total control over their
personal data, whereas total control over that data does not necessarily entail any guarantee of privacy (Tavani,
2007).
Accordingly, after the troubles of state action with the protection of people‘s autonomy on the internet (challenge
1), and the ethical problems raised by the prospect of embedding legal safeguard into technology (challenge 2), the
next section examines the third challenge to design in IT law. Let me focus on the feasibility to overcome the
ineffectiveness of state action in digital environments, averting threats of paternalism that hinge on the regulatory
tools of technology.

3. The ethical stakes of design
The concept of design can be understood as the act of molding the shape of objects: we actually determine the form
of products and processes, together with the structure of spaces and places, so as to comply with regulatory
frameworks. The impact of design on social relationship and on the functioning of legal systems concerns a number
of relevant aspects such as privacy and universal usability, informed consent and crime control, social justice and
reputation mechanisms. In their work on The Design with Intent Method, Lockton, Harrison and Stanton (2010)
describe 101 ways in which products can influence the behavior of their users: in this context, it is enough to stress
three different aims design may hove. Besides the modalities of design that prevent social behavior from occurring
via the use of self-enforcement technologies (see previous section), design may aim at decreasing the impact of
harmful conducts or, alternatively, encouraging the change of people‘s behavior.
As an illustration of this latter aim of design, i.e., the change of people‘s conduct, consider Facebook‘s issues with
data protection laws as confirmed on May 26th, 2010. On that occasion, the social network announced to have
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―drastically simplified and improved its privacy controls‖ which previously amounted to 170 different options under
50 data protection-related settings. Likewise, reflect on the free-riding phenomenon of P2P networks, where most
peers tend to use these systems to find information and download their favorite files without contributing to the
performance of the system. Although this selfish behavior is triggered by many properties of P2P applications like
anonymity and hard traceability of the nodes, designers have proposed ways to tackle the issue through incentives
based both on trust (e.g., reputation mechanisms), and trade (e.g., services in return). Whilst this latter scheme
implies a sort of digital barter, as in the ‗tit-for-tat‘ model of Bit Torrent or the credit system of Emule, the idea is to
set up new business models, so that ―the receiver can recompense the provider immediately, during or after the
service provision, or she can promise a service in return‖ (Glorioso et al., 2010).
Whether dealing with a client-server architecture such as Facebook‘s or a P2P ―servent‖ system, that is, nodes of
the network that are clients and servers at the same time, what these examples are suggesting is to focus on a
different kind of design policies. Rather than self-enforcement technologies and automatic systems for filtering all
electronic communications, such as those proposed by the EU Commission in the 2010 Report on the copyright
directive, design may not only encourage people‘s change of conduct as we do with the aforementioned P2P
reputation systems or with user friendly interfaces for social network services. What is more, design mechanisms
can decrease the impact of harm-generating behavior by setting the default configuration of the system so as to
widen the range of individual choices, while ensuring minimization and quality of personal data. In this latter case,
by definition, the purpose of design policies looks ethically and legally ―neutral‖ in how they embed values in
artifacts, because their function is similar to traditional airbags for cars that increase people‘s security. In both cases,
design choices do not impact on individual conduct and ways, say, people drive their cars on the highways (lest
airbags suggest people to drive even more safely). In both cases, in fact, the goal is to increase security by
decreasing the impact of harmful behavior rather than, say, changing people‘s way of behaving. Among different
kinds of today‘s ‗digital airbags,‘ it is enough to mention the processing of patient names in hospitals via
information systems that keep patient names separated from data on medical treatments or health status.
Furthermore, it is feasible to program video surveillance systems, in such a way that faces of individuals cannot be
recognized. Likewise, in accordance with the principle of controllability and confidentiality of the data to be
processed, biometric identifiers ―should be stored in devices under control of the data subjects (i.e., smart cards)
rather than in external data bases‖ (WP29, 2009a). In a nutshell, by embedding data protection safeguards in ICT or
by designing spaces, processes and products, this sort of ‗digital air-bags‘ look particularly fruitful because the aim
is to prevent the informational entropy of the ―infosphere‖ (Floridi, 2003).
However, how about the third challenge to design in IT when the aim is to change (rather than encouraging the
change of) people‘s behavior? As the editorials in The Economist often stress, as well as scholars who have been
criticizing the European data protection policies (Kuner, 2003), there is indeed a risk of modeling people‘s conduct
because governments would not only guard the citizens‘ wellbeing against all harms but even against their own will.
In Kantian terms, this amounts to paternalism (Kant, 1795). Consequently, we should further examine how it is
feasible to prevent such a threat, when making state action effective in digital environments.

4. Changing behavior
In the 2009 Document on ―The Future of Privacy,‖ the EU Working Group art. 29 declared that global problems of
enforcing people‘s rights should be addressed by embedding data protection safeguards in ICT, so that the principle
of privacy by design should be binding for ISPs (WP29, 2009b). Ever since the first European directive on data
protection, law-makers have affirmed that their intention was to embed ―appropriate measures‖ in ICT ―both at the
time of the design of the processing system and at the time of the processing itself‖ (according to the recital 46 of D95/46/EC). What European data protection authorities and privacy commissioners are thus suggesting is a stronger
legal responsibility for ISPs to ―advise users‖ that ―pictures or information about other individuals should only be
uploaded with the individual‘s consent‖ (WP29, 2009a). Among the 101 forms in which products can influence the
behavior of their users (Lockton, Harrison and Stanton, 2010), there are two opposite ways to understand and
evaluate the aim of design to change the behavior or conduct of users.
The first way brings us back to the threats of paternalism mentioned in the previous section. Although legal
systems help us overcome a relevant number of issues, because designers ―need to take into consideration the
sometimes detailed guidance of legal doctrine or explicit regulation‖ (Flanagan, Howe and Nissenbaum, 2008), it
may be argued that some legal rules can simply be ―bad.‖ According to Richard Volkman, for example, the
European legal framework ―is clearly and deeply flawed as an account of what informational protection is all about‖
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because ―restrictions are so sweeping that many perfectly legitimate business models are de facto outlawed by such
a law‖ (Volkman, 2003). Accordingly, we should previously test the goodness of data protection laws in order to
prove the goodness of aiming to change people‘s behavior via technology: projects in security measures illustrate
this twofold connection between values and design. Once we are interested in establishing the reliability and
technical meticulousness of the project, e.g., security measures in the informative system of an atomic plant, design
seems legitimate since the goal is by definition to decrease the entropy of the system. Still, a lot of problems emerge
when determining the ―harmful‖ nature of conducts or events design should try to decrease, e.g., the ―alarming‖
surge of IP infringements that have suggested the EU Commission to adopt ―a system for filtering all electronic
communications‖ and, especially, P2P applications (see the introduction and the first section of this paper).
Yet, there is a second way to evaluate the aim of design to change people‘s behavior. Needless to sympathize with
Brussels, to follow the EU Working Party‘s proposal according to which the principle of privacy by design should
be implemented in a bottom-up way, that is, grounded on the autonomous choices of individuals through selfregulation and competition among private organizations (WP29, 2009b). If the goal of ensuring compliance with
regulatory frameworks through data protection safeguards in ICT may end up in modeling of individual behavior, a
bottom-up approach prevents this threat of paternalism by widening the range of users‘ choices. This is the case of
the aforementioned P2P reputation mechanism as well as incentives and services in return, e.g., bond schemes that
involve forms of digital money like Kazaa‘s ‗Alnet‘s points‘. Likewise, despite issues of data protection and minors,
consider the privacy controls of the interfaces of, say, Facebook, so that ―friends‖ are no longer automatically
included in the flow of information, whilst platform applications, such as games, social widgets, and the like, can be
now turned off by their aficionados. Rather than directly changing people‘s behavior, in other words, design may
aim to encourage people‘s change of conduct. From this further viewpoint, a stricter approach to design mechanisms
seems to be sound because the goal, by definition, is to enrich the flourishing of the ―infosphere‖ and its
informational objects (Floridi, 2003).
On this basis, we can thus tackle the third challenge to design in IT law. Whereas the incapacity of states to protect
people‘s autonomy in digital environments can be addressed by design (challenge n. 1), we should pay attention to
the ethical problems of embedding legal safeguards into ICT (challenge n. 2), so as to avert threats of paternalism
that hinge on the regulatory tools of technology (challenge n. 3). By widening the range of people‘s choices in the
―infosphere,‖ rather than modifying or determining individual conduct through self-enforcement technologies, this
purpose seems as good as the digital ‗air-bags‘ mentioned in the previous section. While traditional airbags and their
digital counterparts, e.g., ICT security measures, do not impact on individual conduct and, say, how people drive
their cars on the highways, additional options for people‘s car interfaces, user-friendly setting options, and the like,
suggest how to protect rights on the internet by the means of individual autonomy and self-regulation. The duty for
ISPs both privacy commissioners and law-makers are putting forward, i.e., to embed legal safeguards in technology
by design (WP29, 2009b; Cavoukian, 2010), goes hand in hand with some of today‘s ―best practices‖ such as
YouTube‘s users flags or Amazon‘s reputation mechanisms, in that companies providing services on the internet
encourage people‘s change of conduct by broadening the set of options available.
Still, even self-regulation, competition and, generally speaking, a bottom-up approach to design policies have
their limits, because the use of methods of empirical evaluation and verification of design projects ultimately depend
on the soundness of legal provisions in balancing different rights and interests. This is what typically happened on
June 26th, 1997, in Reno v. American Civil Liberties Union, when the U.S. Supreme Court declared unconstitutional
part of the Communications Decency Act ―due to the particular nature of the means,‖ i.e., the internet. The
―indecency provisions‖ of the statute did not allow parents to decide for themselves what material was acceptable
for their children, thereby impinging on the right to free speech protected by the First Amendment. Similarly,
matters of legal balance are constantly discussed before the European Court of Human Rights in connection with the
principle of proportionality, and before the European Court of Justice, e.g., the Promusicae v. Telefónica de España
case from January 29th, 2008, where the judges in Luxembourg stressed that the interpretation of the EU directives
on data protection and copyright ―allows a fair balance to be struck between the various fundamental rights
protected by the Community legal order‖ (§ 70 of the decision). Likewise, matters of legal balance are at stake with
the aforementioned 2010 proposal of the EU Commission to adopt systems for filtering all electronic
communications so as to decrease the surge of IP infringements on the internet. In fact, the proposal does not simply
concern the protection of copyright under current international legal frameworks, i.e., the WIPO treaties from 1996:
moreover, in the phrasing of the Universal Declaration from 1948, design policies should consider the human ―right
to freely participate in the cultural life of the community‖ as well (art. 27). Let me examine this particular challenge
to design in IT law, i.e., the design of legal balances, in the conclusions of the paper.
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5. Conclusions
Over the past years, the state‘s inability to protect the rights of internet users has increasingly been tackled by
embedding legal safeguards in ICT and other types of technology, e.g., video surveillance systems that make faces
of individuals unrecognizable, information systems in hospitals that keep patient names separated from data on
medical treatments or health status, security measures employed by controllers and processors of personal data, etc.
However, there is a number of applications where the ethical stakes of embedding legal safeguards into technology
are particularly high: to try to prevent harmful conducts from occurring via self-enforcement technologies is of this
kind, because it would impact on people‘s autonomy either by enabling other individuals to monitor and regulate the
use of their allegedly exclusivity rights, or by eliminating every mediation between the law‘s terms and its
application. Luckily enough, we have seen that other types of design mechanisms allow us to avert such threats:
many of today‘s issues of jurisdiction, international conflicts of law and diverging interpretation of statutes can
fruitfully be addressed by embedding legal safeguards in ICT, insofar as the aim is to diminish the entropy of the
system, e.g., security measures that decrease the impact of harm-generating behavior, or that foster the flourishing of
the system, e.g., user friendly interfaces and default settings in order to widen the range of options available.
Moreover, different interpretations of artifacts that embody values are counter-balanced by methods of evaluation
and verification of the project, which include the robustness, reliability, and usability of design (Pagallo, 2009).
These methods allow us to further understand the ―neutrality‖ of design projects, that is, how they embed values in
artifacts, because ―verifying the inclusion of values is likely to draw on strategies and methods not dissimilar from
those applied to other design criteria like functional efficiency and usability‖ (Flanagan, Howe and Nissenbaum,
2008).
Still, we should consider hard cases where embedding legal measures in ICT concerns matters of balance, e.g.,
copyright vs. privacy rights in the aforementioned ECJ decision in Promusicae v. Telefónica de España. Whereas
the context-dependent viewpoints on privacy show the crucial role people‘s autonomy plays when individuals
modulate different levels of access and control over personal data (Grodzinsky and Tavani, 2010), how about this
balance when embedding legal safeguards in ICT involves another legal field such as intellectual property and its
digital protection? In fact, most of the time, matters of copyright have been presented as a sort of ―zero-sum‖ game,
that is, as the author‘s exclusive right to exploit the benefits of her work, so that such a monopolistic condition
entails that every form of sharing would necessarily be a blatant form of theft, lest authors consent to such sharing
(Xiaohe, 2006). After all, this is what private companies have actually done over the past 20 years, by developing
and employing all the more self-enforcement technologies in order to protect their own ―exclusivity rights.‖
Although the use of self-enforcement technologies may exceptionally be legitimate under certain circumstances in
some fields as computer crimes, child pornography, or to prevent fraud in e-commerce, there are two reasons why
we should be cautious when applying this type of design mechanism so as to strike a fair balance between different
interests and rights.
On one hand, there is the technical difficulty of modeling highly context-dependent normative concepts like fair
use, security measures, or data controllers, whereas people‘s behavior would unilaterally be determined on the basis
of automatic techniques, rather than by individual choices on levels of access and control over information. On the
other hand, in the case of copyright protection, most of the approaches to design policy simply ignore that copyright
does not necessarily entail a ―zero-sum‖ game. While production and distribution tend to migrate from traditional
business activities to the public via social sharing, e.g., P2P networks, new ―win-win‖ models between allegedly
opposite interests have emerged with the information revolution. In the light of today‘s debate on ―personal copies‖
vs. ―digital piracy,‖ new copyright approaches such as creative commons, extended collective licenses, open accesspolicies, novel P2P business models sponsored by the EU and even Apple‘s private sharing schemes for its iTunesclosed system should be mentioned. What is common to all these approaches to design is the aim to encourage the
change of people‘s behavior and, on this basis, to decrease the impact of ―harm-generating‖ conducts, rather than
preventing such harmful conducts from occurring through the use of self-enforcement technologies. A stricter
approach to design in IT law seems then wise in order to tackle the three challenges examined in this paper, that is,
the effectiveness of states to protect people‘s autonomy in digital environments (challenge 1), the ethical problems
of embedding legal measures in ICT (challenge 2) and, more particularly, threats of paternalism that hinge on the
regulatory tools of technology (challenge 3). In the name of ―the property that the will has of being a law to itself‖
(Kant, 1795), design policies should be devoted to decrease the entropy of the environment, e.g., digital airbags, or
to enrich the flourishing of the system and its informational objects through a bottom-up approach. At the end of the
day, the goal should be to reinforce people‘s pre-existing autonomy, rather than building it from scratch.
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An Instrument of Measure:
Identifying Unethical Personal Identity
Information (PII) Privacy Violations Committed by
IS/IT Practitioners‘ – A Comparison to Computing
Moral Exemplars
Mark H. Rosenbaum

Abstract
Purpose – To develop two new scales of measurement that will determine the willingness of IS/IT practitioners are
to commit privacy violations to Personally Identifiable Information (PII). The first instrument will measure three
separate levels of unethical PII privacy violations based on the severity of the violation. The second instruments‘
design, which includes portions of the first instrument, is intended to establish a personality profile for those IS/IT
practitioners that are more and less will to commit privacy violations to PII.
Goal – To utilize both instruments ―The Pre-Survey Scale (PSS) & The IS/IT PII-Privacy Violations Survey (IS/IT
PII-PVS‖) as independent measures to compare and contrast Huff, Barnard, and Frey‘s (2008a, 2008b) computing
moral exemplars, who theoretically should be less willing to commit PII privacy violations.
Objective – This research aims to establish a limited virtue ethics personality profile of non-moral exemplar IS/IT
computing practitioners.
Originality – Much has been written regarding the unethical nature of IS/IT practitioners‘. Many have conclusively
demonstrated that these practitioners‘ are willing to commit privacy violations to PII, yet no research has been
undertaken that identifies by personality profile which of these practitioners ware more willing to commit these
types of violations. Nor has research identified by the levels of severity to PII violations, which practitioner profile
are more willing to commit these violations, and then draw conclusions based on these frames of reference to
computing moral exemplars.
Practical Implications/Strategic Value – Among other possibilities this research presents three immediate, and as
of yet unrealized implications. This research has the potential to determine which IS/IT practitioners‘ may be better
suited to respect and protect societies digital PII without it becoming susceptible to intentional disseminations that
could cause negative psychological and, or financial harm to organizations and, or individuals within society.
Further value comes from its attempt to validate what previous researchers have claimed. Information
Systems/Information Technology practitioners lack the theoretical and applied conceptual and developmental
knowledge and understandings required to understand their unique Role Specific Obligations (RSOs), and
Intermediate Concept Measures (ICMs) that are required for the protection to PII. Because of this claim, researchers
have cited a need for this type of research. Lastly, Huff et al. (2008a 2008b) have create a four component
theoretical model called PRIMES. PRIMES states PeRsonality characteristics guides moral action based on the
Integration of Morality (IM) into the self-system, thus shaping moral action by the context of ones‘ surrounding
Moral Ecology (ME), and facilitates moral action with morally relevant Skills (S) and knowledge, (thus the
PRIMES acronym). The model seeks to explain the daily performance of moral action of computing professionals
and to illuminate ways that computing professionals might be trained to be more active, ethically committed, and
ethically effective in their daily performance, across the lifespan of their careers. Should this research validate the
Huff et al. (2008b) claim that computing moral exemplars are theoretically less willing to commit unethical privacy
violations to PII, support would demonstrate that exemplary (virtuous) based personality profiles present one of the
keys determinants that is needed in identifying which types of IS/IT practitioners are better suited to protect societies
PII.
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Evaluating RFID Security and Privacy Issues
Associated With E-Healthcare
Zakaria Saleh
MIS Department, Yarmouk University, Irbid, Jordan

ABSTRACT
Healthcare is experiencing a dramatic transformation in information exchange, which is driven by the technology.
The deployment of Radio Frequency Identification (RFID) is changing the delivery of healthcare as it affects the
patient and the healthcare professional. Unfortunately, RFID produces a number of security and privacy threats. In
this paper, we have examined the capability of the RFID technology, and evaluated the security and privacy
problems in RFID-enabled healthcare serves. A summary is also provided on the issues related to the potential
security problems that this technology inevitably brings in its current stage of development, and the privacy
concerns that E-healthcare systems could be presenting.

KEYWORDS: RFID, E-Healthcare, Security, Privacy

1. INTRODUCTION
The emerging Information Technology (IT) and wireless communication systems lead to a concept known as
known as E-healthcare. E-healthcare has gained strong support from government agencies and various healthcare
service providers as well as system developers and designers. Meanwhile, RFID is becoming increasingly common
and sophisticated. The technology has been used in many different businesses and library applications. Lately, it has
received considerable attention within the healthcare industries, as healthcare service providers seek to move
towards an integrated IT-enabled healthcare delivery, the use of RFID in healthcare services is being increasingly
adopted. Developments in RFID technology continue to yield larger memory capacities, wider reading ranges, and
faster processing. The technology is being used to track hospital supplies, medical equipment, medicine and
patients‘ personnel information. However, there are some worry that it also has a tendency to be accessed by
unauthorized users (or hackers), who could steal personal information during a transaction (Baard, 2009). While
some popular RFID devices perform cryptographic operations, there are too weak to afford protection against
determined attackers (Juels, 2006) . This study will evaluate the security and privacy aspects of RFID, and evaluate
the RFID security and privacy risks when used in healthcare.

2. SIGNIFICANCE OF THE STUDY
The emerging Information Technology (IT) and wireless communication systems lead to a concept known as known
as E-healthcare. E-healthcare has gained strong support from government agencies and various healthcare service
providers as well as system developer and designers. Increasing adoption of RFID technology opens a new frontier
for data threats and data security measures, and there is a growing concern by consumer and privacy activist that
governments and marketers might use the RFID on purchased merchandises to ―secretly‖ monitor shoppers and
their buying habits (Baard, 2009). Technology is being created every day, and it sounds like future healthcare
service is moving the medical record away from a paper-based format to an electronic format (Andress, 2004) .
Nevertheless, these small chips and systems, which usually broadcast compact snippets of information, open a door
to potential security breaches and risks (Scannell, 2006). The problems of RFID security and privacy are to some
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extent interdependent (Juels, 2006) . An unauthorized reading of a tag is an important security issue in RFID
systems, which violates the privacy of its holder. Responding to the concerns over RFID's security and potential for
privacy invasions, manufacturers claim that critics of RFID technologies are just making noise and technology
executives should not fear RFID's capabilities, and insist that newer products and the older ones are more secure
than most people think (Watson, 2006). The healthcare market must respond to security, privacy concerns, and
therefore the RFID technology needs to respond to such needs. It is important to maintain and protect the privacy of
e-patients and the confidentiality of data transmitted against the need to for access to data (Andress, 2004) .

3. LITERATURE REVIEW
Healthcare is an increasingly cooperative business that is involving with a lot of individuals and organizations
(Malamateniou et al., 1998). With the fast development of the information technologies, it is convenient and
efficient to provide good healthcare service. The E-healthcare is supported by electronic processes and
communication, and provides a way for medical information to be delivered. Due to the popularity of e-healthcare,
most of the healthcare organizations have already been employing some techniques to help improve the efficiency of
their services (Dickson et al., 2004). RFID is one of the communication technologies used in e-healthcare, and
lately, it has received considerable attention within the healthcare industries.

Figure 1: Sample RFID enabled E-Healthcare Devices
The use of RFID technology in large application and several functional areas has justified by many advantages
associated with the technology such as such as field reading, where the tags can be read in harsh environments such
as fire, ice, noise and different temperatures (Azevedo and Ferreira, 2009). Thus, RFID technology enables
healthcare facilities to improve overall operational efficiency, such as the supply and demand in hospitals and
healthcare, where RFID tags are attached to medical personnel (doctors and nurses), and patients, to facilitate and
identify supply and demand among them. Hospitals already have strong RFID applications which include asset and
medical device tracking to promote patient safety and increase operational ( Reiner and Sullivan, 2005). Some of
the RFID enabled devices are illustrated in figure 1.
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Figure 2: Simple Configuration of RFID Systems

RFID is a data collection technology similar to barcodes, but instead of scanning a barcode, the technology provides
the ability to exchange data between a terminal and an electronic tag attached to an object, via radio waves, for the
purpose of identification and tracking. The RFID components illustrated in figure 1 works with existing hospital
information systems (HIS) to provide patient identification; location of patients, staff and assets; and information
delivery at the bedside point-of-care (Islam, 2010). RFID enabled patient bracelets contain a subset of the patient's
electronic medical record, medical history, insurance information, allergies, physician contact data and current
medications. The bracelet communicates automatically with the hospital's information system, eliminating the need
for manual scanning, and making the flow of data transparent to patients and the healthcare organization. In
addition, RFID technology can improve the tracking of drug usage throughout the clinical-phase testing protocols
(Reiner and Sullivan, 2005). The system is built around the RFID tags, RFID readers, host computer, and Windows
based software. Each tag sends its data periodically. The RFID reader will cross-reference the tag's data within its
self-contained database. After the reader receives new data, it will send the data to the host. The readers and the host
communicate through a secure wireless link.
The RFID tag contains three major components: (1) the antenna, (2) the integrated circuit, (3) printed circuit
board/substrate. The antenna is responsible for transmitting and receiving radio waves (and sometimes collecting
the energy from radio waves if the tag is a passive tag). The integrated circuit (IC) is responsible for transmitting the
tag‘s identifier. In addition, the printed circuit board (PCB) is responsible for holding the tag together (Thornton et
al., 2006). An RFID reader is used to activate passive tag with RF energy and to extract information from the tag.
Figure 2 illustrates a simple configuration of RFID systems. The tags provide medical professionals with
information about what treatments a patient should receive. It can also keep track of when nurses and doctors have
checked in with that patient and when, and each time the tag is scanned, the information about who scanned it and
when is transferred to a database. In addition, The RFID are used by some hospitals in patients who are put "on
hold" such as those with drug overdoses, and when these patients attempt to leave the hospital, a tracking sensor will
detect their movement and activate an alarm (Azevedo and Ferreira, 2009).
There are two types of RFID readers, read-only readers and read/write readers. A read-only reader only can read
tag‘s data. A read/write reader can read tag‘s data and also write data to tag if the tag contains a read/write memory
(Thornton et al., 2006).The readers can receive a signal with a fixed location as well as portable ones, where an
RFID tags would be read while an item is in motion, in a concept commonly referred to as automatic identification,
automatically and uniquely identify objects. And in the future, inventories could be done on a whole shelf of
materials within seconds, without any item ever having to be taken off the shelf (Wadham, 2003). The technologies
offer efficiency improvements over the traditional healthcare systems, and also open up possibilities of new
healthcare service as well as current service enhancement. However, the design of E-health systems comes with a set
of newly emerged challenges due to requirements for accuracy, security and privacy of electronic health
information. Privacy supporters complain about the risks of RFID introducing new privacy and security risks.
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4. SECURITY

AND PRIVACY ISSUES

For a start, all technologies that identify location, present privacy issues and involve three basic location privacy
processes: (1) location identification, (2) data processing, and (3) value-added use of the location information, and
the issues can be placed into one of three categories along a spectrum: (1) active use (the individual is a willing
participant), (2) passive (lacks individual‘s knowledge or permission), and (3) flexible (covers devices whose use
has the unintended consequence of tracking location information) (White, 2003). In addition, Security issues are
critical elements of implementing E-healthcare system. Using RFID technology in healthcare poses unique privacy
and security concerns because tags can be read without line of sight, and without evidence that they are being read
(Lee and Kim, 2006),(Eschet, 2004). These privacy and security threats have made privacy and civil right groups
protest against RFID acceptance (Privacyrights.org. 2003). Boycotts have targeted organizations like Benetton
(Starrett, 2003). In addition, a number of Privacy Enhancing Technologies (PETs) have been developed with the
hope of addressing these privacy concerns (Juels, 2006). Privacy Enhancing Technologies started with David
Chaum (1981) in his research where he outlined a method for the anonymous delivery of messages using a network
of nodes, and suggested that each node within a network would strip off all identifying information before passing
the message on to the next node. Furthermore, the Health Insurance Portability and Accountability Act (HIPAA)
establishes standards for electronic transaction with regard to the privacy and security of patient health information
and requires the Department of Health and Human Services (HHS) to establish national standards for e-health care
transactions. HIPAA regulation lists a set of specifications for privacy at the federal level and defines the regulatory
requirements with override capabilities at the state level (Appari et al., 2009).
The Office for Civil Rights enforces the HIPAA Privacy Rule and HIPAA Security Rule. The HIPAA Privacy Rule
protects the privacy of individually personal health information at the federal level and gives patients a set of rights
with respect to that information, and the same time, it is well-adjusted so that when personal health information is
needed for patient care, it permits the exposure of that information for such purposes. The Security Rule specifies
sets national standards for the security to protect the e-health information and provides a series of technical
safeguards to insure the confidentiality, integrity, and availability of e-health information. However, HIPAA
regulations introduced great challenges for the complex e-health environment (McGraw et al., 2009).
Second Level
First Level

Spoofing
Threats of
Application Layer

RFID Threats

Threats of
Communication Layer
Threats of
Physical Layer

Replay
Tracking
Resynchronization
Virus
Collision
RF Eavesdropping
Jamming
Cloning

Figure 3- Taxonomy Model of RFID Security Threats (Zhen-hua et al., 2008)

An RFID system is being considered as a distributed data processing system, and thus, RFID security threats are
confidentiality, availability, and integrity (Schaberreiter et al., 2008). A taxonomy model of RFID security threats
has been developed by Zhen-hua et. al (2008) . The model consists of two levels, where there are three layers in the
first level (threats of application layer, threats of communication layer, and threats of physical layer), and the second
level, presents the types of system-specific attacks associated with each layer. Figure 3illustrates the taxonomy mode
of security threats.
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The information would then be encrypted with a public key, and so on, until its final delivery at the intended
recipient node. Thus, access control is a crucial part of E-healthcare service and applications. An important features
of systems is the protection of the data and services against unauthorized disclosure(Capitani di Vimercati et al.,
2007). In addition, Fair Information Practices (FIP) and government regulations, are aimed at protecting
individuals‘ privacy. FIP principles are considered one of the most widely-used guidelines for both industry selfregulation and government regulations (Xu et al., 2010). Gostin and Sharyl (2009) indicate that by concentrating on
FIP principles, patients would gain strong privacy protection. Baumer et al. (2004) summarized a comparison
between the laws that that are aimed at protecting individuals‘ privacy in the United States , the European Union,
and the Online Privacy Protection Act (OPPA), see table 1.
It is very hard for people to achieve privacy in the RFID ―world‖ because of the necessity for quick, automated data
transfer. In addition, it is not easy for healthcare providers to come up with universal guidelines for RFID privacy
because many people have different interpretations of what privacy should be. Table 2 illustrates the Embedded
Concept of Privacy. National and international organizations such as OPA (OPA, 1998-2010) and OECD (OECD,
2010), respectively, have set up guidelines for the collection and maintenance of data. Also, There are a few current
access control models such as, Chinese wall model, Role-based Access Control (RBAC), Task-based Access
Control (TBAC), Context-based security model, and others. Since E-healthcare involves different units in the
organization such as hospital clinic, pharmacy, health department and medical insurance company. Critics blast the
privacy risks of RFID; but industry executives say that, as privacy risks go, RFID is more controllable than some
(Watson, 2006), however, it is not easy to balance the competing goals of collaboration and security.

Table 1: FIP Coverage Summary (Baumer et al., 2004)
FIP
Notice /
Awareness

U.S. Law
None in general but there are
requirements in the GLB Act
and HIPAA regulations that
require notice.

OPPA
Hyperlink to privacy policy that
notifies the user as to who is
collecting PII, what PII is
collected, how PII is used, and
what information is transferred
to third parties.

Choice

Industry specific - Websites
that fall under the provisions
of COPPA, HIPAA or GLB.

Websites must provide a
meaningful and simple online
process for users to consent to
(or limit) disclosure of PII for
purposes unrelated to those for
which the PII was obtained.

Access /

None

Websites must provide (upon
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EU Directives
Hyperlink to
privacy policy
that notifies the
user as to who is
collecting PII,
the purpose for
collecting PII,
categories of
third parties who
receive the PII,
and the right to
access and the
right to rectify
PII.
EU law generally
requires that
users be given a
choice before
their PII is used
for any other
purpose than
completing a
transaction.
Websites must

Participation

Security /
Integrity

None – however, common
lawsuits based on negligence
are a potential consequence
of not using commercially
reasonable measures to
protect the integrity of data

Enforcement
/ Redress

FTC and state attorney
generals can file unfair trade
practice suits for websites
that do not adhere to
promises made in their
privacy policies.

request of user)
i) a description of types of PII
collected and transferred to a
third party,
ii) reasonable procedures for
the user to obtain PII.
Requires websites to establish
and maintain reasonable
procedures to protect the
confidentiality, security and
integrity of personal
information it collects or
maintains.
For violations of OPPA state
attorney generals are
empowered to file suits for
injunctions and damages unless
the FTC decides it wants to file
a nationwide claim.

provide users
access to PII and
conditional
procedures to
modify incorrect
PII.
Must take
appropriate
technical and
organizational
measures to
safeguard
security of its
services.
There are no
private rights of
action but
enforcement
takes place
through
information
regulatory
agencies in each
member nation.

Some Security issues with RFID are reported during the use, and the issues can be divided into two categories: (1)
Technical problems with RFID, where RFID scanners are very portable, and the tag cannot tell the difference
between one reader and another. and (2) Privacy and ethics problems with RFID, the tags can be read without being
swiped or scanned, therefore, the RFID tags can be read without the tag owner knowledge (Islam, 2010).In addition,
placing covert readers at specific locations creates two types of privacy threats. First, tag-carrying users can be
monitored and their location revealed. Second, a tagged object's location - regardless of who is carrying it - is
susceptible to unauthorized disclosure (Lee and Kim, 2006).

Table 2: Embedded Concept of Privacy(Camp and Osorio, 2003)
Concept of
Privacy
Autonomy:
watched people
are not free
Seclusion:
right to be left
alone
Property:
data are valuable

Implications
Surveillance
Core issue

Transparency
Right to
examine code

Acceptable,
as long as no
contact
Must be fair
exchange

Only the
outcome
matters
Competition is
adequate for
oversight

Switching Costs
Free action
requires
switching
Ability to end
contact

Distinct Issues
May not shop on
the Internet

Expected
business practice

Will trade data for
convenience
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Not seeking
relationship

Due to the security issues, privacy is another concern of patients and the biggest impediment to E-healthcare
deployment. The security and privacy issues are summarized in table 3. In addressing privacy issues, patient‘s
requirements must be taken into account. One such requirement is efficient and effective response to medical
emergencies. However, ensuring the security and privacy of patients' medical records encounters a number of
challenges, which includes: (1) achieving the confidentiality and integrity of patients' information; (2) the security
of RFID ―wireless body area network‖; (3) the privacy and unlink ability of patients' health status, the location
privacy of patients; (4) the fine-grained access control of patients' medical record; (5) and the mutual authentication
between patients and hospitals. In some instances, a blocker tag can be used to help.
The blocker tag is a specially configured RFID tag that prevents unauthorized scanning of tag (Juels et al., 2003).
Rather than relying on public RFID readers to enforce privacy protection, users might instead carry their own
privacy-enforcing devices for RFID. One company has created a stainless steel fabric wallet to protect contents
from RFID hackers (Spiegel, 2007). Another industry-level solution has been proposed by RSA Security, Inc.,
which would provide a system for tag reading to be blocked in specified "privacy zones"(Juels et al., 2003), where
the user could use a blocker tag whenever they want to prevent the tag from being read. If, at a later time the users
need to have the tag read, they could remove the blocker tag from the presence of the RFID reader so that data
could be read normally.

Table 3: Security and Privacy Issues Associated with RFID Technology
Issues Associated with RFID Technology

Privacy Threat Type

Tag holders may not be aware of locations of readers

Notice/Awareness

Security
Threat Type
None

Tags may be used to establish an individual‘s presence at
a specific place and time, or track a person‘s movements

Choice/Consent

Authenticity

Tags may be read by those other than intended, i.e. hackers

Access/Participation

Authenticity

Tags may get cloned could by an intruder

Enforcement/ Redress

Confidentiality

Some RFID devices perform cryptographic operations, but
there are too weak to protect against determined attackers

Access/Participation

Authenticity

Tags with unique identifiers can be easily associated with
a person's identity, presents highest privacy threats for
users
Eavesdroppers may only monitor the forward channel
(reader-to-tag) communication without detection

Choice/Consent

Confidentiality

Notice/Awareness

Availability

Eavesdroppers can tap in on the communication, gain
valuable information about the tag, including encryption
methods,
Gaining valuable information about the tag can be used for
unauthorized access to the tag, change the data and identity
theft
while readers may only read tags from within the tag
operating range, the forward channel broadcasts a signal
strong enough to be monitored from long range

Notice/Awareness

Confidentiality

Choice/Consent

Integrity

Access/Participation

Authenticity

5. CONCLUSION
This study identifies a number of privacy issues, which suggests that RFID technology has the potential to be used
in ways that conflict with each of the fair information practice principles, and Common threats among the RFID
applications presented in Table 3. This study may help present an understanding of how using RFID in healthcare
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while can support hospitals and healthcare provides strategies, it still has potential privacy issues which may violate
the fair information practice principles.
Although loosely defined, privacy is widely held to be a personal and constitutionally protected ―right‖ (DeCew,
2006), (Garfinkel et al., 2005). Control over one‘s personal information is an intrinsic component of the right to
privacy (DeCew, 2006). However, RFID technology comes with several attributes that make it a potentially easy
target for abuse of information privacy rights of the patients.
Privacy should be understood as three distinct rights: a right of autonomy, a right to seclusion and a right to property
(Camp and Osorio, 2003). The security of the information inside RFID tags can be measured in terms of the
strength of the cryptography employed, the processing speed of the tag and the amount of time it takes to establish a
secure channel of communication with that tag. While some popular RFID devices perform cryptographic
operations, there are too weak to afford protection against determined attackers (Juels, 2006) , making wireless tag
communications subject to capture and analysis. Therefore, the possibility that a healthcare provider could lose
control of the privacy of its information is one of the largest risks associated with RFID. Furthermore, the fact that
tags with unique identifiers can be easily associated with a person's identity, presents highest privacy threats for
users (Garfinkel et al., 2005).
The unique attributes of RFID technology, including updateable tags, unseen readers, and non-line-of-sight
communication, together with powerful information technologies capable of collecting personal data, may represent
potential abuse of patients‘ personal information and privacy.

The FIP principle of integrity requires that collectors of consumer data ensure that the data is accurate and secure. If
a tag that contains patients‘ personal information can be read by unauthorized parties, that personal information is
not secure. Therefore, Patients should be given options to influence how information about them will be collected
and used as being stated in the FIP principle. RFID tags, shell be governed by a ―kill switch‖, or else, identifiable
information should not be written to RFID tags without patients consent.
The assumed security and privacy problem with RFID when used by the healthcare providers is that if an
―intruders/eavesdroppers‖ taps in on the communication, they can gain valuable information about the tag, the
information on the tag, the encryption methods, and the reader. All that information can later be used for
unauthorized access to the tag, identity theft (or substituting identity codes on hospital items or equipments),
tampering with the data. In addition, eavesdroppers may only monitor the forward channel (reader-to-tag)
communication without detection(Lee and Kim, 2006). The backward channel (tag-to-reader) is relatively much
weaker, and may only be monitored by eavesdroppers within the tags shorter operating range. It should be noted that
the use of RFID tags allows readers to communicate with passive tags at short distances (less than 10m), semipassive tags at medium distances (less than 100m), and active tags at large distances (up to 1km) (Engels, 2003),
and while readers may only read tags from within the tag operating range, the forward channel broadcasts a signal
strong enough to be monitored from long range ( perhaps 100 meters).
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Abstract
Philosophy has much to offer as a partner in interdisciplinary research. Its tradition of systematic inquiry combines
critical thinking and rigorous analysis with breadth of consideration and depth of evaluation. Content of scholarship
within the tradition provides conceptual infrastructure on which other disciplines can build. Attention to ethical
considerations provides a set of values on which to base judgment. In reviewing work where these practices are
violated, a grounding in philosophy supports knowledgeable evaluation.
The discipline of computing faces daunting challenges, of which two are addressed in this paper: from within the
discipline, obstacles posed by the unrelenting presence of complexity in developing software; from without, the
multiplicity of magical thinking proposals for 'machine' (i.e. hardware controlled by software) capability. For the
former, this paper documents the role played by philosophy in one track of my ongoing research dealing with
complexity (philosophy has provided a framework to examine, understand, and explain students' experience in
encounters with deeply challenging content). For the latter, an analysis is made of the ‗SuperIntelligence‘ proposal:
the possible (or, depending on the source, very likely, or definite) future creation of machines with general
intellectual capabilities far beyond those of humans, and that could subjugate humanity by virtue of its intellectual
superiority. Philosophy as systematic inquiry guides the analysis (drawing on previous application to my research),
in particular how to identify and assess implications of the inconsistent assumptions, vague definitions, and lax
reasoning found there.
Keywords
interdisciplinary, professional responsibility, complexity, magical thinking, systematic inquiry, ethics, engagement,
learning, discipline-authentic, discipline-inauthentic, computing science, reflectiveness, defensiveness

INTRODUCTION
Philosophy has much to offer as a partner in interdisciplinary research. Its tradition of systematic inquiry combines
critical thinking and rigorous analysis with breadth of consideration and depth of evaluation. Content of scholarship
within the tradition provides conceptual infrastructure on which other disciplines can build. Attention to ethical
considerations provides a set of values on which to base judgment. In reviewing work where these practices are
violated, a grounding in philosophy supports knowledgeable evaluation.
The discipline of computing faces daunting challenges, of which two are addressed in this paper: from within the
discipline, obstacles posed by the unrelenting presence of complexity in developing software; from without, the
multiplicity of magical thinking proposals for 'machine' (i.e. hardware controlled by software) capability. For the
former, this paper documents the role played by philosophy in one track of my ongoing research dealing with
complexity (philosophy has provided a framework to examine, understand, and explain students' experience in
encounters with deeply challenging content). For the latter, it presents philosophy-based analysis of one such
proposal.

Dewey's Call: a recovery of philosophy
In 1917, John Dewey wrote about the historical importance of philosophy and its value as a discipline, but expressed
doubts about the genuineness, under the present conditions of science and social life, of the problems [currently
being addressed by it]. He finished the essay, Faith in the power of intelligence to imagine a future which is the
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projection of the desirable in the present, and to invent the instrumentalities of its realization, is our salvation. And
it is a faith which must be nurtured and made articulate: surely a sufficiently large task for our philosophy (Dewey,
1917; p.5, p.69). Although philosophy appears to have been little employed in considerations of complexity and
software quality, for the computing discipline, 'managing complexity' certainly qualifies as a 'desirable in the
present'. Dewey's call legitimates applying philosophy's ethics awareness and intellectual sophistication to the task.

Complexity and Magical Thinking
In keeping with the theme of the conference, "Ethics in Interdisciplinary and Intercultural Relations", I advocate for
a particular relationship between computing science (my discipline) and philosophy; one motivated by ethical
considerations and relying on the power of philosophy as an established method of inquiry. In this relationship,
philosophy plays a dual role, one related to the development and implementation of software - how it happens; and
one related to magical thinking about the functionality of software - wishes for what (despite all evidence to the
contrary) it could or should do. The former concerns problems authentic to computing, because they involve
fundamental, open questions; specifically, (managing) complexity. The latter concerns proposals which, while they
may affect the discipline, remain inauthentic to it, because magical thinking simply disposes of its fundamental,
open questions.
Fred Brooks, director of the IBM's O/S 360 project, identifies complexity as the defining characteristic of
software, the one -- and only -- attribute common to all software (Brooks). Many promises are made by software
providers that far exceed their -- or software's -- capabilities, raising software quality -- where (managing - or not)
complexity plays a dominant role -- as an ethical issue. Bringing philosophy to bear on complexity serves to explore
its mechanisms (how it happens), and to better understand the human experience in encountering the demands it
imposes.
Alan Turing wrote: We shall do a much better programming job provided we approach the task with a full
appreciation of its tremendous difficulty, provided that we respect the intrinsic limitations of the human mind, and
approach the task as very humble programmers (Turing). Many claims for software, completely disconnected from
the reality of difficulties involved, are made by individuals without training or expertise in computing -- raising such
claims -- where magical thinking plays a dominant role -- as ethical issues. Bringing philosophy to bear serves to
explore their origins, motivations, and implications. and to better understand the conditions such claims are
formulated, and what they might mean to policy makers and the lay public.

Origins and Background
This paper was initiated in response to the reception and attention accorded a magical thinking proposal known as
'SuperIntelligence' and its evangelical-flavored companion term, the 'Singularity'. When interpreted in the realm of
computing science, SuperIntelligence means that the quality of software produced by automated generation for
arbitrary applications is improving monotonically, and that it will (without doubt, or -- depending on the version -possibly, or very likely, or ...) soon reach and then surpass the quality of software produced by human beings.
Singularity refers to the point in time at which the shift occurs.
The term software crisis entered the computing lexicon at the 1968 NATO software engineering conference
(NATO). The persistence and scale of software quality problems make a compelling case that 1) We don't know
how to reliably develop good quality software as a matter of course, and 2) Practicing -- and learning -- what skills
we do understand poses deep challenges.

Organization of the Paper
The paper extends beyond a critique of the proposal, and is intended to educate the reader to perform her own
evaluation. The second section contains an excerpted literature background -- primarily phenomenology and
transformative learning theory -- used for research into student learning. Some data and results from that research
are found in the third section. The fourth section is devoted to the proposal, the fifth to discussion, the sixth to
future work, and the seventh to conclusions.
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FOUNDATIONAL LITERATURE AND CONCEPTS
As a computing educator committed to students' acquiring skills to manage complexity, one track of my research is
directed toward questions of how to support learning deeply challenging content. The research begins with an
epistemologically prior examination into what happens when people encounter deeply challenging content. It is
organized around a theme of universal human patterns in encounter with and response to the existentially unfamiliar.
This section introduces and explains the concepts, originating in that research, that are employed in the paper's
analytical components. They draw primarily on literature in phenomenology and transformative learning theory.
The material is presented somewhat tersely here, due to space constraints. For a fuller treatment, see (Schwartzman
2008 or 2009).

Elements of Explication
Meaning
Meaning amounts to a coherent representation of experience, an interpretation that occurs both prelinguistically and
through language ... by processes involving awareness (Mezirow p4). Meaning arises out of experience, it cannot
be arbitrarily imposed. Saliency of a group of data so that this group emerges and segregates itself from the stream
[of experience] is a feature not introduced into the stream, but yielded by the stream itself (Gurwitsch 1964 p31)
citing (James). Dewey believes that the exercise of intelligence requires the existence of meaning; to grasp meaning
constitutes the nerves of our intellectual life. For Dewey, individual learning may be defined as making meaning;
what one can interpret effectively, one understands both differentiated from and in relationship with its surrounding
context (Dewey 1991 pp116,117)

Meaning Frames
Meaning-making takes place under an orienting frame of reference, a structure of assumptions within which one's
past experience assimilates and transforms new experience, ... a habitual set of expectations. I use the term
meaning frame for such structures, which embody the categories and rules that order new experience, shaping how
we classify our encounters with the world: what we take in and how we act. They also dictate what we notice and
what we ignore by selectively determin[ing] the scope of our attention ... informed by an horizon of possibility, ... to
simplify, organize, and delete what is not salient in sensory input ... and provide the basis for reducing complex
inferential tasks to simple judgments. Thus, they function as both lions at the gate of awareness and the building
blocks of cognition (Mezirow pp49,50). Thomas Kuhn (1996) introduced the term paradigm to describe the
analogous structure(s) within scientific communities of scholarship: a collection of unspoken expectations for,
assumptions about, and model of relevant aspects of the world.
Dewey states that [e]xplicit thinking goes on within the limits of what is implied or understood, and describes the
role of these 'premises', the grounds or foundations, in reasoning: the premises contain the conclusions and the
conclusions contain the premises. The importance of coherence as an organizing principle is embodied in that
relationship (Dewey pp81,215). Meaning frames operate below the level of awareness, as an unarticulated,
unconscious system of ideas. They inhabit the realm of the unseen, taken-for-granted: The old, the near, the
accustomed, is not that to which but that with which we attend (Dewey 1991, p222). Meaning frames exist as
dynamic entities. In the normal course of our encounters with the world, meaning frames undergo continual
refinement; one's selective and conceptualizing faculties are persistently at work (Gurwitsch 1964, p30).
Encounters with the world also occur outside that normal course: Dewey observes that any aspect of the world, no
matter how well known, may suddenly present an unexpected and incomprehensible problem (Dewey 1991, p120.
The rest of this section lays groundwork for understanding the consequences when meaning frame refinement does
not suffice.

Awareness and Organization of Consciousness
Meaning frames refer to what one brings within oneself to engage in and interpret an encounter with the world. The
work of Aron Gurwitsch enables reference to those aspects of the world that one takes in or one acts upon through
the meaning frame. He asserts that every field of consciousness, regardless of content, exhibits a universal, formal
pattern of organization comprising three domains or dimensions: the thematic focus or theme, upon which one's
mental activity concentrates; the thematic field, aspects of the world co-present with the thematic focus and having
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relevance to it; and the margin, aspects of the world co-present with the thematic focus but irrelevant to it
(Gurwitsch 1964 p56).
Meaning frame operation and field of consciousness organization exist interdependently. Meaning frame dictates
what aspects of the world one's awareness encompasses at any given moment, which elements among them have
direct significance (corresponding to what occupies the thematic focus); which have significance by association, i.e.,
relevance (corresponding to content of the thematic field (Gurwitsch 1964 p341); and which have little or no
significance (corresponding to marginalia).
Booth summarizes Gurwitsch's work: The structure of awareness may be thought of as a dynamic relationship
between oneself and the object of one's consciousness. One brings the totality of one's experience and awareness to
the perception or consideration of some aspect of that object. The object is said to 'present' itself in that awareness;
how it does so determines the thematic focus to emerge from it, and the attendant elements of relevance constituting
the thematic field. A shift in one's awareness to another aspect of the object brings a corresponding shift in the
thematic focus and thematic field. In contemplation of an object, one shifts one's awareness alternately among its
different aspects. Each attendant shifting organization of the dimensions of one's consciousness may be enacted by
delineation of a different element from the thematic field into thematic focus (Booth 1997 pp141,146).
Two critical implications follow from this relationship: The more differentiated one's view of an object (the more
aspects one can bring awareness to), the richer the set of elements in the thematic field associated with it and the
more varied the set of elements that can serve as a thematic focus during contemplation of the object; thus, the
deeper one's understanding. In contrast, a sparsely populated – or empty – thematic field leaves little possibility for
deep understanding.

Etiology: a phenomenological analysis
Heidegger describes a pattern of encounter with and response to the existentially unfamiliar that he calls the dynamic
of rupture. Segal's explication of the dynamic (Segal 1999), (Heidegger 1927) lays groundwork for a functional
definition of rupture and phenomenological analyses of reflectiveness and defensiveness, their origins, differences,
and similarities. The dynamic takes the form of a three-step sequence: rupture, explicitness, response – either
reflective or defensive (Segal also refers to the response types as alternative forms of explicitness). I draw on the
literature to examine each step in turn, as well as several underlying concepts on which they're based.

Dynamic of Rupture: Setting the Stage
Segal, citing Bauman, distinguishes between two kinds of differentness or otherness: the oppositional (in shorthand,
enemy) and the unknown (in shorthand, stranger). The oppositional is defined according to the same rules as
oneself, but oppositely. Defining the other in opposition, as enemy, confirms one's view of the world; questioning of
one's own or the other's behavior has no place. Enemies oppose each other but have a common appreciation of the
terms on which they meet; [they] function in the space of the existentially familiar ..." Recognizing the other as
unknown, as stranger, evinces the inadequacy of one's worldview; questions, but no real answers, abound.
Strangers have no common understanding of the terms on which they meet. [They] give rise to the existentially
unfamiliar ... [T]here are no ways of reading [such] a situation that can be taken for granted. ... The anxiety of
strangeness is experienced not only in the face of the stranger but in the face of strange and unfamiliar situations –
in any situation in which we cannot assume our familiar ways of doing things (Segal 1999 p76) citing (Bauman
1990 pp143-145).

Troublesome Knowledge, Rupture in Knowing
Anomaly refers to experience or observation that violates the expectations carried in one's meaning frame.
Troublesome knowledge denotes an anomaly that cannot be avoided, ignored, or made to conform, leading to a
rupture in knowing. Not all anomalies rise to a level of troublesome knowledge; persistence and significance, at a
minimum, are required. Rupture in knowing (my terminology) arises when what is known and what must be
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understood ... conflict (Mezirow 1991 p163) citing (Loder 1981). It is created by a conflict or mismatch between
one's comprehension of relevant aspects of the world and one's encounters with or observations of those aspects.
It should be noted that anomaly and troublesome knowledge are defined entirely in relation to one's meaning
frame, and occur as a violation of expectations carried therein. The frame is required to bring the anomalous nature
of a phenomenon to light, but inadequate to resolve the problems raised by its existence (Kuhn 1996 p122). In the
absence of an extant meaning frame, by definition, neither anomaly nor troublesome knowledge exists.

Reflectiveness and Defensiveness
Within the phenomenological framework of these foundational concepts, reflectiveness and defensiveness are
defined in phenomenological (not psychological) terms as part of a universal human pattern of encounter with and
response to the existentially unfamiliar: Reflectiveness means taking on the challenges of uncertainty and its
affective components, through engaging with the unknown as unknown; as can happen, for example in taking on
complexity when developing software. It constitutes the ground for reformulation of meaning frame, which
corresponds to transformative learning (see (Schwartzman 2008) for fuller treatment of this point). Defensiveness
means avoiding the challenges of uncertainty, through turning away from the unknown; as for example, implicitly
denying complexity in a software development context. According to Segal‘s explication of the dynamic of rupture,
this is done by casting unknown otherness as enemy otherness, and displacing responsibility for one‘s uncertainty
and unease onto it. An example anonymous end-of-term evaluation illustrates how that may be expressed, and how
uncertainty is banished.
(Student_A6):
what did I get from this class? honestly, nothing ... Homework is assigned in pieces – not
reviewed. ... I believe [the instructor] is purposefully creating undefined homework in an effort to force extreme
thought [and] define an abstract. This I think could be done in a more less [sic] frustrating way. ... [My
suggestions for improvement]: clearly define the objectives of each week what learnings do / should I extract from
each week & and of course define how the learnings will roll up into an overall learnings for the class. ...

COMPUTING-AUTHENTIC PROBLEM: CODING VS. COMPLEXITY
This section documents an effective application of philosophy in my research on educating students into skills for
developing good quality software; specifically, an exploration of what happens when people encounter deeply
challenging content, and how to support their learning through it. Data is excerpted from end-of-term interviews in
an advanced undergraduate software engineering and design course, based on the work of David Parnas (2001), that
students typically find quite difficult. Data analysis is based on the foundational literature and concepts presented in
the previous section.

Content of and Reasoning about Student Data
Analysis Before and During the Semester: only coding
The group project is scheduled in weeks 10-14 of a 14-week term. coding is disallowed throughout the course until
week 13 (until then, all assignments are structured as design and preparation work). End-of-term interviews
illustrate that virtually all students found it extremely challenging - if not impossible - to begin the project without
coding. Actually, this difficulty was manifested by virtually every student in every assignment throughout the
semester.
Q: What did you find most difficult in the project?
(S_m107): Trying to change my way of thinking about approaching a software development project; it was difficult
not sitting at a computer, I want to sit at a computer right away and code. You're doing something different than
you've done in all your other courses.
(S_m104): The coding [laughter] ...
Q: Because you went to the coding right away?
Yes ...
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Any one student's consistent behavior of this kind indicates his / her inability to hear instructions specifying noncoding approaches. Such 'deafness' evidences the power of an established meaning frame to effect selective
awareness. Virtually every student in the course behaved this way, signifying a virtually universal 'before' meaning
frame: "It's all about code". Analyzed from the perspective of Gurwitsch's work, feedback data demonstrates that
when the act of developing software is held as the object of consciousness, a pre-existing field of consciousness
comprised the following content among its three domains (corresponding, by definition, to shallow understanding):
- code occupies the thematic focus
- the thematic field is sparsely - if at all - populated
- all else within awareness is relegated to the margin

Analysis 'After' the Semester: motivation, alternatives
Two factors appear to play a major role in transforming students' practice from that described above: an enveloping
context of quality (and the problematic consequences of poor quality software) as an ethical issue; and the capability
to decompose the software development process in a way that manages complexity. The former enables them to see
the problematic nature of an 'only coding' approach, and motivates them to consider other approaches. The latter
makes alternative approaches possible. For many students, the two factors are deeply intertwined, with the
acknowledgement (often explicitly stated) that what they knew -- 'only coding' -- does not work.
Q: What will you take away … from the course?
(S_v101) ... one thing I did learn in the course that I never even thought of before was that there were ethics behind
computer science, and I didn’t realize how many people out there abuse it. ... It just makes it so easy to deceive
people sometimes, especially with the attitude people have now that technology can do everything. ... It can do a lot
of cool stuff, but it can’t do everything.
Q: Looking back over the course, does it appear different to you at the end of the semester than at the beginning or
middle? If so, how?

(S_v103): Yeah, it’s different from beginning to end; ... Initially, [I believed that] anything can be done.
If we get the job, it can be done. But thinking about Parnas’s papers, why it can’t be done ... [With a
problem at work, I see such a difference between a] band-aid and fixing the real problem. … [For
example,] I gave some reasons on homework about why we could use [SDI] without a full nuclear war.
But the more I think about it [Parnas’s work], the more it just made sense, the more I believed it, the
more I saw it in my mind’s eye [that SDI could not be sufficiently tested before actual use].

Q: What will you take away with you from the course?
(student_S4): Analyzing problems, analyzing software, and ways to go about developing software. I used to code
software offhand without going off and thinking about it [first] ... I'm not afraid anymore to program, I know that.
The real duty behind software development isn't code, code equals a small percentage. Really: it's sitting down and
really thinking it out… [N]ow I don't think about program in terms of lines of code, how many functions. Problems
don't seem as big as they used to, they're simplified.
Analyzed from the perspective of Gurwitsch's work, feedback data demonstrates an end-of-term field of
consciousness comprising the following content among its three domains (corresponding -- by definition -- to a
reformulated meaning frame, and thus to the understanding that follows transformative learning):
- complexity occupies the thematic focus
- the thematic field is richly populated: including concerns for software quality, attention to societal (ethical)
implications, and ideas of how to effectively manage complexity;
- coding has shifted to the margin

A Long -- Mostly Invisible -- Shadow
Additional (and unexpected) information emerged from two students who volunteered almost identical puzzling
statements at interview's end:
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(S_v103): [Hearing the teacher repeat throughout the course] ―It’s not trivial‖ [to develop software] … It just …
drove home to me how difficult it is to really develop robust software. [I didn’t know it before].
(S_v102): The reason [this course] is so tough is because it is not easy to develop good quality software. That’s [a]
huge [realization].
How could they not have known the serious difficulty posed by software development? Neither student could
explain further. Review of the data with that question in mind strongly suggests that complexity was not to be found
in any student's 'before' field of consciousness; it resided outside awareness. From early in students' practice of
developing software, complexity appears to cast a long shadow that falls just below the level of their awareness. For
these two, and others speaking more obliquely, transformative learning led to their becoming explicitly aware of it;
it became the thematic focus of 'after' consciousness.

Summary
Philosophy, as conceptual infrastructure, is providing access to what happens outside awareness, through the
explanatory power of Gurwitsch's representational conceptual construct for patterns of the organization of
consciousness and the dynamic meaning-making structure of meaning frames, supplemented by Segal's explication
of Heidegger's dynamic of rupture.
The shift in students' understanding of how to develop software can be described by reference to differences in the
content of their three dimensions of the field of consciousness, which in turn illuminates their corresponding
meaning frames: Initially, no possibility of managing complexity is found in any dimension; for some students,
concern for quality is not found in any dimension, and for the others, concern for quality is relegated to the margin.
Furthermore, the students had no sense of a development process; coding occupied the thematic focus as a prime
element, to be addressed only by relentless effort, not decomposition and forethought. At semester's end, both
quality and conceptual approaches for managing complexity loom large in the (now well-populated) thematic field,
each intermittently occupying the thematic focus. For students who fully completed all other group project
assignments prior to coding, code was relegated to the margin; for those who did not fully complete them, code
resides as one element among others in this rich thematic field.
Distinct meaning frames are illuminated by Gurwitsch's construct: expressed initially by a student's restrospective
comment, [I'd thought] "it's all about code"; expressed at end-of-term by a student's comment The real duty behind
software development ... [i]s sitting down and really thinking it out. The radical difference in understanding
between the two indicates a reformulation of meaning frame has occurred. Segal's explication connects that
reformulation to transformative learning, and explains how it can occur only in response to experience of anomaly -with all the attendant implications for education into and practice of software development.

INAUTHENTIC TO THE COMPUTING DISCIPLINE: A MAGICAL THINKING
PROPOSAL
Introducing 'Superintelligence'
No extensive extensive body of scholarly literature is associated with this proposal. This section draws from
speeches and writing by its two most visible proponents: Nick Bostrom, professor of philosophy at Oxford
University; and Ray Kurzweil, a 'futurist' with a background in signal processing and pattern recognition (Kurzweil
1996).

Definitions
SuperIntelligence is framed as a consequence of the increasing computational power of computers over time.
Bostrom defines it as any intellect that is vastly outperforms the best human brains in practically every field,
including scientific creativity, general wisdom, and social skills. He refers to the possible future creation of
machines with general intellectual capabilities far outstripping those of humans ... [with the implication that] the
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superintelligence may become unstoppably powerful because of its intellectual superiority and the technologies it
could develop[. Therefore,] it is crucial that it be provided with human-friendly motivations (Bostrom 2003).
Kurzweil cites Moore's Law as the foundation of SuperIntelligence: [by] providing us the infrastructure in terms of
memory, computation, and communication, to embody all of our knowledge and methodologies and to harness them
on inexpensive platforms (Kurzweil 1996). [author's note: Intel Corporation co-founder Gordon E. Moore predicted
that the number of transistors held on a computer chip will double approximately every two years, due to advances
in hardware engineering and technology.] Kurzweil describes the Singularity as a future period during which the
pace of technological change will be so rapid, its impact so deep, that human life will be irreversibly transformed
(Kurzweil 1996).

Predictions
In 2006, Kurzweil stated I believe computers will pass the Turing Test by 2029 [with the implication that] by the
2040s our civilization will be billions of times more intelligent (Kurzweil 1996). [author's note: The Turing test
refers to a computer interface that may lead the user to think he is actually interacting with a human being through
the computer.]
In 1998, Bostrom presented the case for believing that we will have superhuman artificial intelligence within the
first third of the next century. In March, 2008, he added a less than definitive postscript, ...I do think there is great
uncertainty about whether and when it might happen, and that one should take seriously the possibility that it might
happen by [2033]... (Bostrom1998). A few excerpts from Bostrom's publication titled ―How Long before
Superintelligence?‖ indicate the nature of his argumentation (no citations are given for these assertions): [M]aybe ...
other learning modes ... are yet to be discovered. It does seems plausible... to assume that only ... as few as two or
three [different learning rules] are operating in the human brain. ... [I]t is difficult to estimate how long [before]
the brain's neuronal architecture and ... learning algorithms [can be] replicate[d] in a computer of sufficient
computational power. A wild guess [sic]: something like fifteen years. The section titled 'Software' takes the form
of a compressed literature review on cortical plasticity.

Absence of Rigor and Precision
Regarding Bostrom's cautionary note: how does one 'provide' a machine with particular motivations? Even if it
could be done, presumably 'unstoppable power' entails autonomy with respect to 'motivations'. Regarding
Kurzweil's prediction: such sleight of hand as the Turing test bears little on the capability to generate good quality
software. He does not indicate what constitutes civilization's becoming 'billions of times more intelligent', nor how
it occurs in the span of 35 years by virtue of an increased count of transistors on a silicon chip. More generally, the
wide-ranging scope, vague definitions, and lax reasoning that characterize Bostrom's and Kurzweil's writing don't
support analysis addressing issues underlying the proposal.

Ethical Considerations
The proponents‘ words give rise to several ethical issues.

Diverted Resources and Societal Consequences
Poor quality software exacts significant costs in many aspects of life on the planet. Financially, billions of dollars
are spent on non-deliverable software annually in the USA. Resources internal to the computing discipline -administrative, educational, and financial -- that are allocated to a magical thinking proposal are lost to the
fundamental, critical, open questions facing the discipline; in particular, those related to (educating into) the skills
required for developing good quality software. Resources external to the discipline that are allocated to a magical
thinking proposal would be far better spent on educating policy makers and the lay public with respect to technology
decisions affecting their lives.

Avoiding Accountability
Machines - and software - are created as human artifacts; they do not emerge from the void fully formed, they are
not inherently possessed of intention, and any capabilities associated with them originate wholly from us. The
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notion of software as autonomous agent does not conform with reality. However -- troublingly -- if problems arise
from execution of a software system (invariably a casuality of incompletely managed complexity), casting it as
autonomous offers the provider a possibility to avoid accountability.

Magical Thinking vs. Gedanken Experiment
Magical thinking proposals should be distinguished from gedanken (thought) experiments, In the latter, a valid form
of scholarship, an explicitly imaginary scenario serves a discipline-authentic purpose: making more accessible
selected aspects of a particular issue for attention. For example, in researching software development,
SuperIntelligence posed as a gedanken experiment offers a venue for thoughtful exploration into the nature of
agency and accountability. However, presenting SuperIntelligence / the Singularity as a near-future reality (as is
being done), poses problematic ethical questions.

A Preliminary Critique: philosophy honored in the breach
Reframing the Proposal
As can be seen from the examples above, neither a carefully defined paradigm nor a coherent tradition of scholarly
work in superintelligence exists. The discipline of computing science, which holds a central place in the
development -- or not -- of superintelligence, suggests a more narrowly framed scope and precise specification:
Automated software generation results in better quality software than that produced by humans.

Foundational Inconsistency
The proposal is founded in structural inconsistency: The scarcity (or non-existence) of incontestably good quality
software illustrates that the state of the art in the discipline has not yet reached a point of reliable production of good
quality software. Therefore, automating good quality software development means automating a process that we
neither understand explicitly nor can do through tacit knowledge; by definition an impossibility. In addition, the act
of automating itself takes the form of software development ... exactly the unreliable process meant to be
supplanted.
Further, automated generation of good quality software requires that we develop software to reliably generate
software that executes correctly for its respective arbitrary applications. Such development in turn requires that we
exercise the capability to evaluate for correct execution of the to-be-generated arbitrary software in advance of its
actually being generated; a capability even more advanced than developing good quality software ... exactly the
unreliable process meant to be supplanted.

ANALYSIS AND DISCUSSION
Setting the Scene
Additional Student Data
Students in the software design and development course (from which feedback data was gathered) were given
weekly assignments leading to inescapable and explicit encounters with complexity. The encounters violated their
extant relevant meaning frame, according to which they would have simply coded past the ambiguities and
unknown. They found these assignments difficult but eventually came to view them as necessary to learning.
Students' comments reflect their pre-occupation with -- and focus on -- process at least as much as content for
software development.
Q: Looking back over the course, does it appear different to you at the end of the semester than at the beginning or
middle? If so, how?
(S_v102): Much different. [S]oftware design is … definitely more about the process than the coding.
(S_m105): On the first assignment, I saw no reason why software engineers should care about two squares and
[their] relationship. ... I was very disappointed in that assignment. ... I changed my mind ... I realized we were
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getting prepared, setting up a base and background. [It was] very different from other courses; they go immediately
to the solution. Here, we take much time – more than I expected – to carefully examine all the options; you were
coaching us always to think about this approach, that approach.
(S_v103): Yeah, it’s different from beginning to end; I guess the difference really comes in a fuller comprehension of
the material or the subject matter. ... To be honest, I wasn’t impressed [at the beginning], I was skeptical of ...
[Parnas’s] messages. At the midpoint, I started to realize there was truly some reality ... in the papers and in
developing good quality software. ... [Before,] I thought [the best approach to take] was sheer persistence ... [After
this semester,] I don’t think it’s the best way.

Q: What will you take away with you from the course?

(student_S4): … [Now,] I'd take a project, break it down to its core elements, and really focus on that...
[I go off and think about:] What is the underlying problem, what underlying job needs to get done?
Break down the problem into pieces, each piece has its own duty or task, functionality. Instead of a big,
round ball, [it becomes] things more like blocks.

Further Reframing the Proposal
Given the dismal state of software, to propose only that the quality of software produced by automated generation
exceed the quality of that produced by humans (the initial reframing) sets too low a standard. To better reframe the
proposal: Automated generation produces good quality software. It can be analyzed by considering the
epistemologically prior question: What is required to bring about good quality software?

Examining the Proponents
Engagement and Discerning Judgment
Student feedback data relevant to this section conforms to findings by seminal figures in the field (Parnas 2001),
(Dijkstra 1972), (Weizenbaum p9): Managing software's inherent complexity requires establishing conceptual
manageability, a task overshadowing all else in good quality software development (Brooks 1981), (Dijkstra 1972).
Without an understanding of the deep structural issues involved in a software system, a coherent theory and
explanation cannot be made of the system as a whole; in which case, it becomes a chaotic aggregate of subsystems
that influence each other in unpredictable and uncontrollable ways (Weizenbaum 1976, p119). Functional
decomposition -- when done well -- provides the primary means of reducing complexity, and should be done at the
outset of design. Doing it well requires engagement in a careful and rigorous process, and the exercise of discerning
judgment (Dijkstra 1972), (Wirth 1995). It is based in contextual meaning, and must, by definition, occur in the
content domain (the locus of meaning -- and functionality); it cannot be done in the computation domain (the locus
of software execution -- which is restricted to symbol manipulation).

Magical Thinking and Disengagement
In contrast to students' deep engagement in identifying and responding to the challenges of developing software (as
evidenced by feedback data), Bostrom's and Kurzweil's writing is distinguished by its lack of reference to work
required to instantiate 'superintelligence'. Neither appears to take on (reflectiveness) -- or turn away from
(defensiveness) -- uncertainty engendered by complexity. Not only are they disconnected from evidence
contradicting the proposal, their magical thinking insulates them from experiencing such evidence as anomalous to
their world view and respective meaning frames. Magical thinking banishes anomaly -- because it banishes
engagement in experience. The universe of magical thinking contains no possibility of engagement with the real
world, no defensiveness, no reflectiveness, no engagement whatsoever. Weizenbaum draws a detailed portrait of
what he calls the compulsive programmer, with striking similarities to superintelligent proponents: He has nothing
he can analyze or synthesize ... His grandiose projects must therefore necessarily have the quality of illusions,
indeed, of illusions of grandeur... [A]ny contradinction between experience and one magical notion is explained by
reference to other magical notions (Weizenbaum 1976, p118, p124).
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Shallow (at best) Understanding
In Gurwitsch's conceptual construct, for proponents of superintelligence the thematic focus consists of grandiose
visions: [S]uperintelligence ... would be the most important invention ever made [Bostrom 2003); and the thematic
field is effectively empty -- because the proposal is devoid of any mechanisms of instantiation, a context in common
with the real world. This configuration of the field of consciousness correspondends to (at best) shallow
understanding, an unreliable foundation for addressing -- or even identifying -- important considerations including:
criteria to ascertain program correctness; evaluating the saliency -- and the content -- of elements abstracted from the
real world problem domain to some incomplete representation for computation; and preparation for recovery from
arbitrary errors or failures, which requries comprehensive, advance knowledge of generated software's effects.

Examining Proposal Content
Computers as Human Artifact
Herbert Simon notes that science disciplines derive from the natural world and human experience in it: immediate
experience provides the foundation for understanding (e.g., gravity keeps one anchored to the earth); hypotheses can
be tested against experimental results. In contrast, no experience -- and no phenomena -- in the natural world
grounds computing software or hardware; they are produced as human artifacts (Simon 1996). Therefore, proposals
for computer (i.e., software executing on hardware) capability really constitute claims for human capability to create
and control. Proposals imbuing computers with enormous powers are based on assumptions that cannot be
evaluated against natural world phenomenon. Many such proposals have been made, and gained considerable
traction. The few thoughtful critics taking a deeper, theory-based look at them include Joseph Weizenbaum (a
computer scientist), and philosophers Hubert Dreyfus and Robert Searle.

A Theory-Based Look
Weizenbaum (1976) writes a theoretical analysis of the relationship humans have with computers. One chapter
centers on the fact that when writing a piece of software (entirely a human artifact), one has absolute power over its
contents, which often leads to the belief that one has absolute control over its execution, and, by extension, that one
(or someone else) has the power to make a computer do anything. Such beliefs do not take into account (in my
terms) complexity or (in Weizenbaum's language) the fundamentally different natures of humans and computers.
Weizenbaum argues that these impose on humans peculiar -- and even incomprehensible -- rules for representation
and execution, preventing the intended control. Much data illustrates the uncontrolled, often destructive effect of
unintended consequences of (the inevitable) failed efforts at control.
Searle (1980) designed a gedanken experiment, the Chinese-speaking room, to demonstrate that external activity
(symbol manipulation, the fundamental operation in software execution) does not equal internal process
(understanding, the fundamental operation in humans' activity in the world). In Dreyfus's critique (1979) of
assumptions underlying claims for artificial intelligence, he notes the impossibility of automating a capability to
distinguish between relevant and irrelevant contextual information applicable to arbitrarily many situations.
Lacking discerning judgment, automated evaluation is restricted to checking the respective set of conditions defining
each situation. As the count of conditions grows, so does the count of sets; eventually outgrowing the data storage
capacity of any finite machine or network of machines. Thus, an effective abstraction procedure from arbitrary
content domain to computation domain cannot be automated -- and the problem will not solved by increased
memory size or greater process speed.

Inherent Contradictions
Two inherent contradictions in proposal content and formulation prevent the possibility of its coming into existence.
One, a foundational inconsistency, was listed at the end of the fourth section: the proposal depends on software
produced by human beings to overcome the limitations of software produced by human beings. The other derives
from Dreyfus' recognition that automating the capability to distinguish between relevant and irrelevant contextual
information requires -- for arbitrary situations -- evaluating unboundedly large (effectively infinite) amounts of data,
a problem that will persist no matter how large the data store and how fast the processor speed of hardware becomes.
The absence of such capability prevents effective automated functional decomposition, an inherent guarantee of
conceptual incoherence -- and unreliability -- in generated software.
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A View from within the Discipline: professional practice and responsibility
An understanding of professional practice and a sense of professional responsibility inform this paper. They are
expressed in several assumptions regarding software providers and users, and a working definition for good quality
software.

Underlying Assumptions Relating to Good Quality Software
The following are included among the assumptions about expectations on the provider of good quality software:
- The provider knows definitively what the software does (its functionality) and how the software does it (its
implementation).
- The provider can determine unambiguously, in advance of execution, what constitutes 'correct' results, for any
given combination of input and initial machine state.
The following are included among the assumptions about user expectations regarding good quality software:
- Designated functionality is well-defined.
- The system implements exactly the designated functionality; nothing more, nothing less
- Actual results of the software's execution for any given combination of input and initial machine state conform to
that which is determined as 'correct' in advance of execution.
- A component of existing functionality can be removed without compromising correct execution of other
functionality components.
- A component of new functionality can be added without compromising correct execution of other functionality
components.
- When an error occurs, its origin and the flow of control leading to it can be identified, and it can be repaired
quickly -- without compromising correct execution of other functionality components.

Good Quality Software: definition from a developer-perspective
As a mark of the discipline's immaturity, no developer-perspective definition for good quality in software exists. A
working definition used in the software design and development course is confirmed by seminal figures in the field,
including Dijkstra (1972). It specifies the conditions (over which the developer has control) that are to be satisfied
by good quality software: a) It provides the designated functionality. b) It has a conceptually manageable form; this
means that for each component of functionality, the locations and flow of control (i.e., the algorithmic relationship)
among component parts implementing that functionality can be well understood with reasonable effort. c) It can be
modified with an amount of work proportional to the amount of change in functionality requested, a small amount of
change requires a small amount of work; and the modified version satisfies conditions a), b), and c).
Due to space constraints, it is stated without proof (perhaps awaiting future work) that for a system meeting the
conditions of this definition, user expectations listed above hold true; and expectations on the provider hold true as
well.

FUTURE WORK
Credence without Critical Thought
The notions of Superintelligence and Singularity are founded in magical thinking, as illustrated through the
reasoning in this paper. Nonetheless credence is lent it from sober academic quarters, both individual and
institutional, which implicitly grants it legitimacy: Stanford University (2006) held a 'Singularity Summit' on May
13, 2006 where leading thinkers were gathered to explore ideas such as our model of the world breaks down after it
predicts the rise of smarter-than-human intelligence. An experienced, pragmatic, and thoughtful colleague whom I
hold in high regard recently told me that s/he "knew of no theoretical limit to the possible improvement" of software
generation by machines.
Among people who in so many facets of their lives exercise discerning judgment and thoughtful consideration, the
question of what compels unthinking acceptance of a proposal as flawed as 'SuperIntelligence' deserves further
attention.
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Crafting Effective Responses
Magical thinking proposals may originate either internally or externally to the discipline. While they all share
questionable substance, productive responses to them differ according to their source and their audience. The
question of how to craft effective, productive responses to the range of sources and audiences deserves further
attention.

CONCLUSIONS
Professional Irresponsibility: seduction by technology
Assumptions underlying the proposal clash sharply with the obligations on the provider listed above. Bostrom and
Kurzweil eagerly anticipate a software system where correctness -- or not -- cannot be evaluated; and where neither
precise functionality nor implementation details can be understood in human terms. Under these circumstances,
errors cannot be recognized, much less corrected; in short, a call (suggesting unthinking acquiescence to the
seduction of technology) for abdication of professional responsibility.

A Better Alternative: heeding Dewey's call
John Dewey calls on us to stand with David Parnas and apply philosophy's tradition of systematic inquiry
and ethical consideration to the discipline‘s professional responsibilities; to stand with Aron Gurwitsch
and cultivate conceptual infrastructure for stepping into the unknown and taking on its inherent
uncertainty; to stand with Joseph Weizenbaum for grounding computing in reality, both within and
outside the discipline; and to stand with Alan Turing for respecting the inherent limitations of the human
mind while cultivating its possibilities. Dewey's call argues for the intelligence and hard work of human
learning.
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Abstract
Privacy on the battlefield? A bizarre thought at first glance – but is it really that far-fetched? In this study we look at
modern conflicts, such as the war on terror, and dig deeper into what privacy means to a soldier engaged in such a
campaign. With the ever-increasing amount of technology used for troop command and control, there is less room
for an individual soldier to act without being watched. An open question is how the soldiers will react to all this
surveillance. It is a long established fact that excessive workplace surveillance may result in negative performance
consequences for the affected employees. We believe it is fair to raise the same question about emerging technology
for the modern battlefield, and to critically assess this technology from a privacy perspective. Our study does not
reveal any hard evidence of ongoing privacy violations, nor of the actual significance of privacy in modern warfare.
We do however provide a model for studying how soldier performance relates to the fulfillment of various needs,
and examine where attributes such as privacy fits in to the equation. We also call for the research community to pick
up the thread and conduct empirical studies on the matter.
Keywords: Battlefield, privacy, military, ICT, C2, PET, surveillance, performance

INTRODUCTION
Following the 9/11 2001 terror attacks in New York and Washington D.C., the U.S. significantly strengthened its
security procedures, within sectors such as transportation and critical infrastructure. Legislation such as the Patriot
Act (2001) has given departments and agencies from the federal government a broadened mandate to gather citizen
data, such as by use of video surveillance or by monitoring of private voice and data communication (Ball, 2004).
However, these actions have not been without controversy. A hot debate of the balance between the needs for
societal security and individual privacy has been ongoing in parallel (Rotenberg, 2007; Wright, 2008; Bajoria,
2010), and many critics have pointed out that excessive security measures threaten to severely limit civil liberties,
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such as privacy. In Europe the development has been similar, but perhaps a bit slower (Bigo, Shapiro and Fedorov,
2004). Although countries like UK, Spain and Sweden have also been targeted by terror attacks (Richburg, 2004;
Left and Oliver, 2005; Jamieson, 2010), many smaller countries still do not regard similar acts of violence within
their borders as a plausible threat. While common laws such as the Data Retention Directive (European Parliament,
2006) have been passed within the EU community as a reaction, these have been highly controversial and politically
sensitive. For instance, Sweden has still not implemented the directive into national legislation even though the final
deadline was in 2007 (Ricknäs, 2011), preferring heavy fines and trial by the European Court of Justice (European
Commission, 2011) to risking a storm of opinions like the ones created by the passing of the controversial FRA
signals intelligence law of 2008 and the implementation of the anti-piracy IPRED EU directive of 2009 (Deibert,
Palfrey, Rafal and Zittrain, 2010). The hot debate on privacy versus security has also resulted in the formation of
new privacy-advocating political parties, some of which have gained seats in national parliaments as well as the
European Parliament (Kravets, 2009).
The December 11 2010 suicide bombings in central Stockholm (Jamieson, 2010), and the narrowly thwarted terror
attack against a Danish newspaper following Christmas a few weeks later (Sandels and Stobart, 2010) have made
the issue of anti-terrorism countermeasures a medial and political hot topic. Citizens of these countries have started
to realize that they are not immune to the events in the surrounding world and according to recent polls the
acceptance rate for government surveillance of private communication, such as Facebook, has increased to
exceptionally high levels. Among young people in Sweden, including those in relevant ages for becoming military
recruits, there is an 85 % acceptance rate of video surveillance aiming to prevent serious crime, and a 74 %
acceptance rate of general Internet monitoring with the goal of preventing acts of terrorism (Pernemalm and
Lindgren, 2011). This stands in contrast to previous studies (Tavani, 2008; Nissenbaum, 2005) that have shown the
importance of privacy to the individual and society alike.
However, the general opinion on privacy seems to vary with context; for instance in workplaces and public areas
the need for privacy is generally considered lower than it is in private homes, and it is also recognized that some
work forces, such as the police, are expected to endure a higher infringement on their privacy (Miller, 2005). As
previously noted by Schneier (2008), this may not come as a surprise. As a result many communities have come to
accept, and even expect, a high degree of surveillance, even at times when they are not fully certain of its existence.
Still, it is apparent that there is a limit to the level of monitoring they will accept, which became obvious after the
announcement of the ‗iPhone tracker bug‘ (Allen and Warden, 2011) which launched a massive unrest among users
worldwide, and received lots of media attention for a short while. While Google-sponsored mobile operating system
Android was accused of the same privacy infringement (Eriksson, 2011), it got off the hook easier since it informed
the user about the data collection and provided an opt-out option (Fried, 2011). This could be considered a sort of
informed consent, although Malek (2005) would probably not agree that the consent the users were asked to give
was completely informed.
In the military, the command and control (C2) capability has increasingly come to rely on the use of potentially
privacy-infringing Information and Communication Technologies (ICT) such as Blue Force Tracking (i.e. keeping
track of friendly forces and assets), health monitoring and video feeds. These systems are designed to increase troop
performance. A question that has not received very much attention though is that of what level of privacy
infringement it causes; How much more surveillance can the society demand that soldiers accept before the lack of
privacy becomes a problem? Is it perhaps already a problem?
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Security technology, especially related to ICT, has become increasingly important during the last decade,
contributing to the global struggle against environmental threats, cross-border organized crime, currency
speculation, pandemic diseases and terrorism. This paper focuses on emerging ICT for the defense sector, and how it
may come to change conditions for professionals tasked with protecting our society from various threats. The
paper‘s contributions are mainly the identification of some unforeseen ethical and possibly economic drawbacks
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battlefield workplace and the proposed concept of applying privacy enhancing technologies in future defense ICT
systems in order to avoid or mitigate the effects of the anticipated ethical pitfalls. To highlight and exemplify some
of the challenges that lay ahead we use the case of emerging technology within military voice-and-data radio
communications systems. These systems, such as the U.S. Joint Tactical Radio System (JTRS), based on mobile
infrastructure-less ad-hoc networking, represent state-of-the-art technology within its area, are likely to be the
dominant military communications technology within 10-15 years (Sigholm, 2010; Howard, 2010; Woo, 2008).
Further down in this paper, we will investigate the JTRS system and two military application services that use ICTs
to communicate with the surrounding world.
Although the debate of security versus privacy has been accused of sidetracking the discussion from the more
important issue of safeguarding society against threats of tyranny and terror (Granick, 2006), as well as having
received critique for being a completely false debate (Schneier, 2008), it may still be relevant for our causes to put
them in relation. In this way we can try to identify the main characteristics of having, or lacking, security or privacy
in the context of a military operation. Figure 1 shows the relation between privacy and security in the context of a
military operation, and the cell labels describe the main orientation of the operation and attributes illustrate
characteristics. As we can see, there are several opposing attributes, where the worst-case represents a dysfunctional
system where both levels of security and privacy are low. The utopian scenario, where security and privacy are
strong, is characterized by efficiency and consistency between rules and culture. This should reasonably be the goal
of every military operation, although traditional military operations are perhaps more likely to fall under the controloriented category. In order to make a move towards the upper right hand of the figure, we need to analyze the
meaning of privacy and its relevance in a military context.
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One of the oldest known definitions of privacy is that of Warren and Brandeis (1890), commonly cited as ‗the
right to be let alone‘. This definition is valid in many contexts, but for this study it is not sufficient. Surely we cannot
accept soldiers to demand the right to be let alone at all times. Possibly it could be applied during off-duty time, but
even that is questionable. Instead we turn to Aiello and Klob (1996) who define privacy as ‗the ability for an
individual to control the use of their own personal data, wherever it may be recorded‘. This definition seems to suite
well with the domain of our study and corresponds to a need that the soldier on a battlefield might still want to have
fulfilled. The matter of privacy becomes even more interesting once soldiers become subject of surveillance and
monitoring, such as can be expected from emerging ICTs supporting advanced C2 systems.
To investigate what privacy problems the ICTs might infer on the battlefield we first turn to research on workplace
surveillance. Workplace surveillance has existed since the beginning of the industrial revolution and is
predominantly used by the employer to verify that the employees carry out their assigned tasks. Technology
progression has made modern workplace surveillance more effective and easier to perform, and it also allows for
higher levels of detail. This has led to many cases where employees have experienced that their personal privacy has
been invaded, which in turn had a negative effect on their performance, such as reduction of employee self-esteem
and creativity (Kizza and Ssanyu, 2005). However, when it comes to certain employee categories, such as first
responders, military or crisis management, there are still many questions to be answered. In the military, especially
during field duty, the soldier may find him/herself in the same physical environment both on and off duty. On the
battlefield, monitoring and surveillance is essential both for C2 and security; C2 systems are used to keep track of
the location and movement of own and enemy units, to help the commander use his/her resources more optimally
which will increase the level of security for all soldiers in the force. In case of emergency, the soldiers‘ lives may
even depend on how well they are monitored, as in how fast you can be provided with reinforcements, medical
support, or accurate intelligence information. Since this direct relationship exists between monitoring and survival,
the troops generally accept it as they regard security as a need overtrumping that of privacy.
At the same time there are also other situations during military missions where privacy requirements are more
plausible. This may be during off-duty hours in private quarters of the camp or in situations when performing
personal hygiene. Furthermore, military resources may be the only ones available for communication, which can
result in employees being reliant on the employer‘s resources for private correspondence. As ICT systems evolve,
paying attention to possible ethical consequences becomes even more important (Stahl, Heersmink, Goujon, Flick,
van den Hoven, Wakunuma, Ilkonen, and Rader, 2010). Adoption of emerging ICT, such as Software Defined Radio
(SDR) and Mobile Ad hoc Network (MANET) systems, where the same equipment and infrastructure is used for
many purposes, will even further emphasize the problem. In the military context, this can be represented by the same
communications systems that are employed in a battle situation may also be utilized while off-duty back at base,
used for personal communication with family and friends in the evening, or for private correspondence with lawyers
or journalists. This fact raises questions of the emerging ethical implications of communications surveillance in
these lines of work, where the importance of contextual integrity (CI) as described by Barth, Datta, Mitchell and
Nissenbaum (2006) becomes apparent. CI focuses on explaining why some, seemingly identical, patterns of
information flow can have different effects on privacy depending on whether the associated ‗informational norms‘
are maintained or not. As an example, information that a soldier is HIV positive may be considered relevant
information to a field surgeon before performing an operation, but may not be appropriate information to be spread
among the general population of the mission.
Another recent research paper (Holbrook, 2010) compares privacy in the public workplace with that of the military
workplace from a legal perspective, and reflects on the question of whether the unique realities of military service
justify diminished privacy expectations in everything from garrison barracks to e-mail accounts. Although the law
may give armed forces rights to carry out actions which limit the privacy of servicemen and women, such as nonconsensual inspection of private living quarters and intrusive body cavity examinations, the ethical issues might be
more complex. For instance, insecurity over privacy relating to medical information can have negative health
impacts. Soldiers who have returned from military duty overseas may hide symptoms of post-traumatic stress
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Furthermore, it is relevant to question if the motivation for breaking privacy can vary between different military
scenarios. As an example, consider a peace-time military exercise, and compare it to a disaster response scenario
and finally a peace enforcement operation under war-like circumstances. These different scenarios may require
different views on how the personal privacy of military personnel should be considered. In some cases breaking
privacy, even though it may cause harm, might be the right choice, in others not. How can something that is
ethically unjustifiable be acceptable in some cases and not in other cases? The natural response is that it depends on
the circumstances and how you balance the consequences of the alternatives to the considered ethically questionable
action. The rationale is thus based on utilitarian or consequentialist grounds, since the result would arguably be a
greater good (or least harm). Equally, a greater wrong would be committed if the action would not to be carried out.
This reasoning could also be supported by deontological reasoning, i.e. that morality is determined by actions not
results. We cannot evaluate morality based on consequences or results because we do not know the full scope of
those results, which are based on the sum of all future effect. We must thus base our moral decisions primarily on
the actions themselves and not on the possible outcomes.
We do not have a general framework for determining when and why privacy intrusions are ethically justifiable.
Based on a deontologist standpoint, each extreme situation would have to be analyzed on a case-by-case basis, in
order to weigh the seriousness of the particular situation from different standpoints. In the case of privacy-affecting
security technology, civilian applications (e.g. for public video surveillance) are commonly subject to scrutinization
by regulatory agencies, as well as media and the general public, ensuring legal and ethical tenability. Security
technology intended for military use (e.g. tactical communication surveillance), on the other hand, is usually not
designed with privacy protection as the main objective. Although this is comprehensible during times of war or in
emergency situations, the problem arises when security technology from the military domain is introduced in
everyday society with the same stance towards privacy and identity protection, such as by government security or
intelligence agencies in the name of national security or the war on terror.

SOLDIER PERFORMANCE
In order to determine what effects privacy, or the lack of privacy, may have on the battlefield we need a model that
links privacy as a contextual attribute to how well the soldier functions in his or her environment. We have chosen to
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use the classic Kano model (Figure 2) as a basis, a theory originally developed to improve product development by
reflecting customer satisfaction as a function of need-fulfillment (Kano, Seraku, Takahashi and Tsjui, 1984). To
better suit our goals, the model has been adapted to show how soldier performance, rather than satisfaction, is
dependent on the fulfillment of various needs. The performance of the individual soldier in a given context (e.g. a
war-like peace enforcement mission or a peace-time exercise) may thus be seen as a result of how well his or her
needs are met, defined by various circumstance-related attributes. In the model, these attributes can be categorized
as being basic, standard or advanced.
As previously established, soldier needs while performing his or her duties may vary greatly depending on the
context. Furthermore, different attributes play separate roles in fulfilling these needs; some with a powerful relation
to a certain need-fulfillment, others playing a smaller role. A basic attribute may be the availability of sufficient
food rations or having other essential physical needs met. Basic attributes match needs that will not significantly
contribute to increasing the soldier performance if met, but if these needs are not adequately fulfilled, the negative
impact will be substantial. Standard attributes include efficient weaponry, transportation, intelligence and C2. These
attributes may contribute positively as well as negatively to soldier performance, depending on how well they meet
the needs. Since needs associated with these attributes are fairly well-known and predictable, the extent to which
they are fulfilled is often a question of resource availability. Advanced attributes are those which, for the most parts,
match needs which are unforeseen by the soldier. They may lie outside of normal routines or previous training, and
thus do not contribute negatively to performance if the related needs are not met. However, if the needs are in fact
met, the result may be a great increase of performance. In the original Kano model, the product attributes leading to
fulfillment of advanced needs are those who help customers discover needs that they never thought about before.
Analogously, advanced circumstance-related attributes are those that, if fulfilling a need, may result in exceptional
soldier performance and thus provide a significant strategic advantage over the adversary.
The Kano model offers insight to the drivers behind soldier performance. A soldier may perform reasonably well
by only relying on needs fulfilled by basic and some standard attributes. However, in order to achieve extraordinary
results, the soldiers need to have needs met which they themselves may not be aware of, spurring creativity and
promoting new use of available assets. Creativity, individual initiatives and freedom of action are the foundation of
the Mission Command doctrine (also known by its German name: Auftragstaktik), employed by many armed forces
around the world, promoting a decentralized military command style. As combat situations are commonly
characterized by being complex and dynamic, soldiers are forced to act while maintaining a high tempo, basing
decisions on incomplete or low-quality information. Unforeseen problems must be handled quickly, using the
resources at hand. Simultaneously, sudden valuable opportunities, which may lead to high-effect results, must be
taken and adequately exploited. This leads us to theorize that well-designed C2 systems could provide a great
advantage to the units, acting as an advanced attribute. However, privacy is to be regarded a basic attribute as it
does not render significant advantages in combat but it could potentially reduce the troops‘ creativity if not fulfilled
in the same manner as Kizza and Ssanyu reported for office workers (2005) and Miller for police (2005). An ICT
that increases C2 capability but infringes privacy to the level where a soldier feels discomfort is not guaranteed to
have a positive effect on performance; in fact it may even be negative (Kizza and Ssanyu, 2005) depending on how
the soldier reacts to the violated privacy.

SOME EMERGING MILITARY ICTS
When evaluating the adoption of a certain security technology one needs to be aware of the full consequences of
using that technology, not only for the organization but also for the individual users and possibly also in a larger
perspective for society as a whole. The consequences of not using the same technology should also be investigated,
and used as a reference for comparison. Security technology for military use is often designed for the situation
which requires the most of the system, predominantly a situation of conflict or war. This has several implications

261

when the same system is used in another context. An invasion of privacy that might be acceptable in a war-time
scenario might be ethically questionable during a peace-time exercise.
Blue Force Tracking (BFT) is a military technology used to track location of friendly units (Lawler, 2003;
Conatser and St. Claire, 2003). Ultimately this technology allows for tracking each and every soldier in the friendly
forces to prevent accidental friendly fire. The technology was designed for war-like conditions and is not as likely to
be used in peace-time scenarios. However, even in war, soldiers have time to go off-duty and recover. A question
then
arises;
shall
the
troops
still
be
tracked
with
the
BFT system for their own safety while going off-base during their rest and recreation phase, regardless if the leave
is sanctioned or not? An example of such an incident is the case of the U.S. Army soldier Ahmed Kousay al Taie
who was kidnapped while sneaking off base in Iraq in 2006 and still remains MIA (Gamel, 2011). While it is not
clear that a BFT system would have been able to help this particular soldier, there is at least a possibility. However,
if such a system would have been available to soldiers in a similar scenario, it is still quite unlikely, for obvious
reasons, that they would want to make use it while sneaking off base.
A second example is the Joint Tactical Radio System (JTRS), which is being put forward as the future tactical
communications platform for all of the U.S. armed forces. Many other countries, including Sweden, are developing
their own versions of this system in close collaboration with the United States. JTRS seeks to benefit from Software
Defined Radio (SDR) technologies to implement a tactical IP-based mobile ad hoc network (MANET) as a platform
which should fulfill all future military communication needs (Sigholm, 2010). All types of communication, ranging
from the sending of tactical messages between units on the battlefield to private web surfing during a peace-time
exercise, are supported by the system. In these MANET-based networks, data is transmitted from one node to
another, by letting other nodes on the path between the sender and receiver relay the message one hop at a time. This
allows for creating large networks which need not rely on any fixed infrastructure, such as cell towers in mobile
telephony systems.
However, there are several challenges with this type of network setup which may lead to ethical pitfalls. For
instance, the task of selecting the optimal path for information flow is more difficult and requires knowledge about
unit locations. As in the example of BFT above, this may lead to detailed tracking of soldiers carrying this
equipment. Another potential ethical problem is that the system requires better defense against node
compromization, meaning adversary control over the radio unit either physically or by use of some malware (e.g.
computer virus or Trojan horse software). To protect against this, special surveillance code can be placed in the units
to guard against irregular communication. This may at first glance seem like a legitimate cause, but if all
communication is monitored, albeit for security purposes, there is still a risk of valid correspondence incorrectly
being flagged as anomalous, and subsequently being intercepted and surveyed. This risk was also one of the main
concerns in the discussions surrounding the Swedish FRA signals intelligence law and the implementation of the
anti-piracy IPRED EU directive mentioned earlier. As seen in polls, most people would agree to communication
surveillance aimed at exposing terrorist schemes, while the prospect of having one‘s own lawful correspondence
checked by mistake is a commonly a source of unease for a majority of the population. It would probably also hold
true in a comparable military scenario.
Yet another example is the use of head-mounted cameras to provide live feeds to reach-back centers. An example
is the raid on Osama bin Laden (Harden, 2011) that was allegedly being watched in real-time by the White House in
Washington D.C., albeit with some technical issues according to CIA (Swinford, 2011). Using such video feeds
means that anyone watching is directly able to judge and question every move made. This is an extreme case of
workplace monitoring, that no doubt will cause an infringement of privacy, but the question is to what level it affects
the troops. It is reasonable to believe, although not certain, that during said raid the soldiers did not think much of
the cameras as they were preoccupied with their mission. However, any mistake they made would be broadcasted
directly to the highest authority. The mere awareness of that broadcast could possibly have affected soldiers as the
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mission went on, or even caused anxiety among soldiers afterwards, not knowing whether their mistakes and
mishaps were being observed by the president or not.

Data minimization

Variable amount of collected data and variable storage times

Transparency

The clients (users) are aware of when they are being monitored

Personal data safeguards

Protection of user data that is being stored or transferred

Anonymity

Variable level of detail, i.e. the possibility to group users

Pseudonymity

Possibility to replace actual user name with an alias

Access control

Access to personal data only on a need-to-know basis

PRIVACY
TECHNOLOGIES
Table 1. AENHANCING
collection of Privacy
Enhancing Technologies relevant to the privacy of battlefield
communication
C2 systems. (PETs) are technical solutions which contribute to maintaining or enhancing
Privacy
Enhancingand
Technologies
privacy in systems managing personal information, such as security ICT systems, with the goal of not limiting the
systems‘ functionality or efficiency (Raguse, Langfeldt and Hansen, 2008). PETs achieve this by minimizing the
amount of privacy-related information stored in the system, and by preventing or limiting access to this information.
An overview of suggested PETs which could be relevant for future military communications and C2 systems is
shown in Table 1 above. These technologies are not mutually exclusive, but each come with pros and cons that make
them more or less usable in different military scenarios. Each will be described in detail below where we will use the
term subject to denominate the soldiers exposed to privacy infringement by the system, e.g. the soldiers on the
battlefield. We also refer to the examples given above as to when each PET might be especially appropriate or
applicable.
Data minimization is the principle of making sure that only data that is absolutely needed is also collected, and that
it is discarded when no longer needed. This PET is designed to minimize the time and extent of the exposure, but not
remove it. While limiting the extent is certainly positive, it is not certain that shortening the time is actually helping
since the subjects may feel violated immediately just by knowing that they are exposed. In regard to localization
technologies, a data minimization PET can be applied to limit storage times of position data and the level of detail
stored. When sending live video feeds the PET could be used to ensure that streaming is only enabled when deemed
appropriate.
The idea of transparency is to make the subjects always know when they are being exposed to the possible privacy
infringement. The purpose is to develop trust so that the subjects do not have to feel insecure when they are not
monitored. The main drawback is that by knowing they are exposed they may already feel exposed and as a result
performance drops, just as Kizza and Ssanyu reported (2005). In the cases of technology which locates individual
soldier, such as BFT systems or location-based routing JTRS units, transparency mechanisms allow the soldier to
know when he or she is being located or tracked, or when communication is being monitored. Without mechanisms
for transparency, the soldier immediately loses all control over personal data being collected, and therefore also
loses his or her privacy according to the definition of Aiello & Knob (1996).
Several mechanisms can be used to create personal data safeguards. These are required to protect personal data at
rest, or in motion, against compromise by upholding the basic computer security properties confidentiality, integrity
and availability. The safeguards should also guarantee that, if transparency cannot be maintained, subjects are made
aware in retrospect who accessed their data, what parts of it that was read and for what purposes. This ensures later
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control by the user and helps facilitate legitimate use of the security technology. In the case of monitoring of JTRS
communication, personal data safeguards should be put in place to ensure that data is protected to the full extent of
available technology. If legal interception of communication is performed, the user should be informed of this after
the investigation has ended.
The concept of anonymity is that of removing any information that can tie the data to a specific individual.
Anonymity is useful when for instance group behavior is studied and the actual identities behind data do not matter.
In scenarios where identity does matter, anonymity is not applicable. However, in scenarios with massive data
collection it can be hard to guarantee anonymity as multiple anonymous data sets can be used to render profiles
which in turn can re-identify subjects, which has been shown by e.g. Benoist (2008). When BFT systems are used
anonymity PET could be employed to vary the resolution of the unit being tracked depending on the need and
context. In some cases it might for instance only be necessary to track units on platoon or company levels, and not
down to the individual soldier.
Pseudonymity is related to anonymity in the sense that the idea is to de-identify persons. With pseudonymity
however, the link is still kept to the original subject through use of a unique identifier. This solves the problem of
anonymity in scenarios grouping data from one source is vital for it to make sense, but the actual identity of the
subject is not important. It does so however, at the cost of a higher risk for re-identification as it simplifies the
profiling process mentioned above. Pseudonymity can be a very useful PET, especially in combination with access
control described below. By removing the identity of the subject which is being surveyed, and allowing only people
with special clearance or in certain roles to authorize a re-identification, appropriate privacy levels may be upheld
while still allowing for precise identification in cases where it is absolutely needed. Transparency may also give the
subject knowledge of the current level of pseudonymity.
Access control is probably the most commonly used PET as it is easy to implement in controlled environments.
The concept is that data may be extensively captured and stored, but only viewed by authorized people and only
when it is needed. The main problem with access control is that ‗when needed‘ is subjective. The subjects may not
agree to the reasons for being under surveillance, or even be aware of that their data is being accessed. This can
cause a sensation of unrest, even if the data is in fact never actually examined. Access control is an important PET
and may be used in all examples above. It is also important in order to uphold the personal data safeguards.
It should be noted that none of the PETs mentioned above are absolute in the sense that their existence means they
always have to be employed. There is nothing that contradicts the systems to implement several of these
technologies, allowing them to be configured specifically for the purpose they are being used at a specific time.
However, the ‗human factor‘ must not be neglected and the subjects may therefore have issues trusting a system
with the potential to infringe on their privacy if not properly configured.

DISCUSSION
In this paper we have studied the concept of battlefield privacy and how emerging military ICTs may come to affect
the conditions for the professionals tasked with protecting our society from various threats. During our work we
have discovered that the area of military privacy contains very limited amounts of previous research. We have thus
made use of established privacy research within the civilian society as a baseline. There we have seen that the issue
of privacy can not only at times be politically sensitive, but that it may also vary substantially depending on the
context. It appears that when we feel threatened, privacy seems less important to us than when we feel secure. The
need for privacy also seems to be something highly individual; where some treasure their privacy greatly, others
seem not to care as much.
We have further established that excessive privacy invasion, such as workplace surveillance, may have a severe
negative impact on the self-esteem, creativity and performance of employees. Depending on the situation, privacyinfringing surveillance may also be morally unjustified according to basic ethical principles. This leads us to
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presume that privacy issues may also be relevant in the ‗military workplace‘, which has increasingly come to rely on
the use of potentially privacy-infringing ICTs. These systems are designed to increase troop performance, but could
it instead be the case that lack of privacy could actually decrease the soldiers‘ performance in some situations?
In order to enable theorizing, and to give some preliminary insight as to how privacy affects warfighter
performance, we have provided a novel model which illustrates performance as a function of need fulfillment given
by various attributes. The model has not yet been verified empirically, but we believe it will be a good reference
point for future theories on the effects of military ICTs. We regard privacy as a basic attribute, but it is important to
stress that results should be considered for a specific, given context.
We have pointed out the option of implementing PETs in emerging ICT-dependent systems, in order to reinforce
and strengthen privacy on the battlefield, to avoid or mitigate the effects of the anticipated ethical pitfalls, and to
shift emphasis of missions from being control-oriented into being more characterized by consistency between rules
and culture. We have also tried to pinpoint a few different scenarios where emerging ICT technology put the soldier
in risk of being exposed to privacy infringement. We argue that military technology developers should start thinking
in terms of PETs to limit the negative consequences of the new technology, since even if the negative impact on
performance cannot be proven, there may still be an ethical issue as the privacy infringement may also cause anxiety
among solders long after the actual incident.
Another relevant question to ask is if infringing soldiers‘ privacy is perhaps justifiable. There is surely a valid
argument in that soldiers will face much worse circumstances in combat, which may also cause anxiety and posttraumatic stress disorder later on. We believe the answer to this question of justifiability lies in investigating the
options. If the only other alternative is to not have these technologies and expose the soldiers to a greater risk of
getting killed, then there is no doubt that privacy is a small price to pay for security. However, if PETs can reduce
the privacy infringement while keeping the safety capability, then can we morally defend not to use them? As so
often in ethics, it becomes a tradeoff, in this case to find the perfect balance between security and privacy.
This study does not present any data showing evidence of privacy violations causing performance limitations on
the battlefield. Yet, backed with results from privacy research within the civilian sector, we allow ourselves to
define two hypotheses: (1) extensive use of emerging military ICTs gathering personal data, without proper PETs
employment, will lead to soldiers‘ privacy being violated, and (2) these violations will result in an observable
performance drop. We now call upon the research community to verify or reject these two hypotheses. In the
meantime, we urge defense procurement agencies to keep privacy aspects in mind when acquiring ICTs for their
troops. We believe that neglecting the privacy perspective, while ICT continues to evolve unrestricted for troop
command and control, could result in consequences which are not easy to grasp in advance.
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ABSTRACT
Is e-trust rational? Take a limiting case of e-trust, as trust between pure virtuals, who have no offline knowledge of each
other. When we talk face-to-face, one of the ways in which we get a sense for a person is through the physical signs and
communication that accompany speech. This helps build trust (or equally, distrust). Sceptics about e- trust have often
argued that because this dimension of communication is obscured when online, so rational e-trust is not possible. There
is an obvious response to this, however: technologies of communication are rapidly developing, and there has been a
prominent research programme for decades aimed at mediating the physical dimensions of communication across time
and distance. This is the possibility of telepresence. My thesis is that telepresence will not render e-trust rational. This is
not because it cannot yield good evidence for another’s trustworthiness. Rather, it is because pure virtuals will not want
to communicate telepresently. The problem is that telepresent communication is too revealing, not that it fails to reveal.
This is not to say that e-trust is irrational, but that the possibility of rational e-trust will not be secured by telepresence. I
conclude by reflecting on the value of the research programme of developing technologies of telepresence: it will not
deliver the silver bullet sometimes supposed.
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Abstract
In this paper I will attempt to clarify what I take to be the strengths and limitations of Information Ethics (IE) as an
approach to problems in computer ethics. I will argue that IE is an extremely powerful tool for analyzing certain
aspects of an ethical problem, those that do not essentially involve mental states, and that it only becomes the absurd
theory that some critics take it to be when it is applied to cases where mental states play an important role. I further
argue that this calls for more clarification of when mental states are of significant importance to problems in
computer ethics, and that the answer to that question will determine the appropriate role and importance of
Information Ethics in computer ethics. I will do so by discussing the kinds of questions that can be answered by IE
when it comes to privacy, well-being, moral status of information objects, and ascription of responsibility. Part of
the purpose of clarifying the strength and limitations of IE is also to thereby dispel a number of recurring
misunderstandings, and defend it as an important part of a necessarily pluralist approach to computer ethics.

Keywords: Information Ethics, Floridi, Philosophy of Mind, Levels of Abstraction,
Responsibility, Privacy
INTRODUCTION88
Mental states, in particular first-person experiences of qualia and what-it-is-like-to-be, have been – and remain –
some of the most problematic notions to account for in any science that strives towards objectivity. How can
something that (to paraphrase Descartes) has no spatial extension and cannot be experienced as such from a thirdperson perspective possible belong to the domain of science? This problem was perhaps best illustrated in the clash
between behaviorism and its opponents in the history of psychology, where the big question was whether we leave
anything important out of our explanations if we, for epistemological or ontological reasons, leave the mind out of
the equation. Attempts to deal with this has ranged from classifying mental states as irreducibly distinct from
everything physical hence requiring a different type of science (various forms of dualism), to outright denial that
mental states exist at all (eliminative materialism) – with attempts to reduce one to the other constituting a middle
ground (various forms of reductionism). Furthermore, we can regard the relation between mind and matter (to put it
crudely) as either an epistemological or an ontological question. That is, we can avoid the difficult question of
whether mental states really have a mode of existence that is different from physical matter, and rather ask whether
there are phenomena that we cannot understand if we leave mental states (qua mental states) out of our analyses –
the kinds of questions posed in the now seminal ―What is it like to be a bat‖ (Nagel, 1974) and ―What Mary didn‘t
know‖ (Jackson, 1986). Alternatively, even if mental states are seen as essential to whatever we are studying, is it at
all methodologically feasible to include them in our analysis? Notions like ‗free will‘, ‗qualia‘ and other ―hard
problems‖ of consciousness inevitably lead us into philosophical quagmires that are often detrimental to precision
88

Allow me to emphasize that this is a work-in-progress, and is primarily intended to set the stage for a discussion leading towards a more
worked out paper and precise standpoint.
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and clarity, and this can in itself justify leaving them out. This might especially be the case when we are dealing
with applied ethics, where it can be argued that precision and clarity is more important than doing justice to
subjective phenomena. However, we can only do so if we do not thereby end up with explanations that miss the
mark – the proverbial search for one‘s keys where there is light rather than where they are likely to be. The purpose
of this paper is to discuss to what degree mind matters in some of the most central topics in computer ethics, and
what the answer to that question entails when it comes to which frameworks we should adopt. I will argue that mind
does matter to a number of central issues in computer ethics. Consequently, ethical frameworks that bracket the
mind may be very useful for some problems, but these will necessarily constitute only a subset of computer ethics.
Although this may sound like a criticism of mind-less frameworks, the ultimate purpose is rather to defend their
place in a necessarily pluralistic computer ethics by clarifying when they offer the best framework. I will focus on
Information Ethics, as primarily developed by Luciano Floridi, and discuss how its scope of applicability is
determined by the importance of involving mental states in our analyses. 89 In doing so, I also aim to clarify a
number of (what I take to be) wrong and/or uncharitable interpretation of this theory.

INFORMATION ETHICS AS ―MIND-LESS‖ ETHICS
There has been much controversy surrounding the value and applicability of Information Ethics (IE) – a discussion
that has given rise to a number of recent special issues, including Minds and Machines, Ethics and Information
Technology, The Information Society, APA Newsletter on Computing and Philosophy and Knowledge Technology
and Philosophy. As a testament to philosophy at its best, these exchanges between critics and author have done
much to elucidate the central tenets of IE. There still remains a number of misunderstandings, however, and many of
these seem to arise from regarding IE as a theory that can do all the work for any ethical problem, including those in
which mental states play a crucial role. Furthermore, these misunderstandings are surprising for three reasons. First,
to Floridi‘s credit, many of the misunderstanding have been addressed repeatedly (see footnote 1 and below) yet
gone unheard by many of the critics. Second, the misunderstandings typically arise from not taking into
consideration the way in which IE adopts the method of Level of Abstraction (LoA), which lies at the core of IE (as
well as the more general framework of Philosophy of Information). Third, once dispelled, IE becomes a much less
controversial theory than many opponents seem to believe, albeit at the price of limited applicability.

Mental States and Responsibility vs. Accountability
In numerous criticisms of IE, and to an even higher degree in many personal discussions with colleagues, there is
especially one apparent misunderstanding that often crops up, sometimes with the consequence that IE as a whole is
dismissed. In particular, Luciano Floridi and Jeff W. Sanders‘ much-debated ―On the Morality of Artiﬁcial Agents‖
(2004) has been criticized for supposedly implying that artificial agents (and other interactive, autonomous and
adaptive entities) are placed on equal footing with human moral agents, thereby being morally blame- or
praiseworthy. Closely related, ascription of trust to entities without mental states (see e.g. Taddeo (2010)), rather
than describing them in terms of mind-less reliability, is likewise seen by many as a reductio ad absurdum of IE.
Floridi, in turn, has repeatedly attributed these kinds of criticisms to a misunderstanding of the goals and methods of
IE.90 In perhaps the most direct exposition of the distinction in question, Floridi states in a response to his critics: ―I
have never attributed moral responsibility to [Artificial Agents], having always been very careful to specify that,
when moral AAs are in question, what counts is their moral accountability‖ (Floridi, 2008, p. 195). Indeed, Floridi
and Sanders originally argued that being accountable merely entails being an ―agent that causes good or evil‖
(Floridi & Sanders, 2004, p. 371), and that this is a necessary but not sufficient condition for being responsible. A
whole new set of considerations are needed for the latter evaluation, considerations which, as Floridi rightly points
out, must involve philosophically problematic notions such as free will, emotions or mental states.
Although I will primarily focus on IE, I believe that a similar argument would hold with regard to Latour‘s Actor-Network Theory (Latour,
2005), although it does of course differ from IE in a number of other important ways.
90
Floridi answers some of these criticisms in the author´s response in the Ethics and Information Technology issue dedicated to his philosophy
(Floridi, 2008), and earlier mentions ‗the responsibility objection‘ as the only objection ―with real strength‖ (Floridi & Sanders, 2004, p. 366ff).
89
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This distinction illustrates how the strength of IE (or of adopting an informational level of abstraction) lies in its
exclusion of some of the thorniest concepts in philosophy; its ―mindlessness‖ – but this is also its limitation. IE can
be seen as superior to many other theories when it comes to clarifying who or what is accountable for some evil,
especially when it can be described in terms of informational entropy, understood as the destruction, pollution or
depletion of information objects (Floridi, 2002, p. 298). If we need to ask whom (not what) is responsible for some
evil, the informational analysis can certainly be of help, but it cannot make that final step. Being the cause of
information entropy sometimes corresponds to moral responsibility, but it is neither necessary nor sufficient. This
clarification allows us to see why so many scholars are skeptical of IE as a framework. If you believe that IE
grounds moral responsibility in causation of entropy, then IE is an absurd theory. IE grounds accountability in
causation of entropy, and says very little about moral responsibility.

Mental States and Privacy
We can illustrate the strength and limitations of IE further by looking at one of the most central issues in computer
ethics: privacy. In his ―The ontological interpretation of informational privacy‖ (2005), Floridi argues that
―informational privacy is a function of the ontological friction in the infosphere, that is, of the forces that oppose the
information ﬂow within the space of information‖ (Floridi, 2005, p. 185) and that digital ICTs can decrease or
protect informational privacy through a process of re-ontologization. Although it lies beyond the scope of this paper
to defend Floridi‘s approach in this paper, I take it as a fair assessment that it does help us better understand how
digital ICTs exacerbate problems related to privacy; it has certainly helped me, and I have also found that students
of computer ethics often appreciate the framework. What Floridi‘s account does not address – what analysis at the
informational level of abstraction cannot address – are those aspects of privacy that are steeped in the same
philosophical quagmire as responsibility; those aspects that necessarily involve mental states. IE is extremely
helpful for understanding when and how privacy is lost, in particular how this is a function of the ontological
friction between two entities. It cannot, however, say much about whether privacy is thereby violated. I have closeto-zero privacy from my wife, a natural result of the lack of ontological friction between us. However, that does not
mean that my privacy is thereby violated. The latter is largely determined by my individual mental states, my
expectations in particular. If privacy is lost contrary to my expectations, my privacy will (in most cases) be violated.
If privacy is lost in accord with my expectations, my privacy will (in most cases) not be violated. 91 Although loss of
privacy is necessary for having one‘s privacy violated, it is by no means sufficient.
The point of this is that we now find ourselves in a situation parallel to the issue above. IE works very well as long
as we bracket mental states and other philosophically problematic notions by means of an appropriate level of
abstraction. Thus, IE is an important and useful tool for shedding light on the ―mind-less‖ aspects of the situation, be
it the causal source of a moral evil (accountability) or the environmental influence on our degree of privacy. But in
many cases, the main question is not whether Information and Communication Technologies (ICT) bring about loss
of privacy, but whether they bring about violation of privacy. The latter also essentially involves other questions
related to mental states, such as how our expectations of privacy change with new and emerging technologies, for
instance with regard to our conception of public vs. private spheres. Thus, again, IE is helpful because it is
implemented at a level of abstraction that brackets many of the most difficult philosophical concepts – especially
those relating to first-person mental states. However, this also means that it cannot make that last step, which in
many cases will be essential to a moral judgment.

Mental States and the Good Life
It has been argued that ethics of technology has, or at least should have, made an ―axiological turn‖, which entails
increased emphasis on issues of well-being more or less regardless of whether there is any wrong-doing involved
91

There are exceptional cases in which this does not hold true (I may, for instance, expect that my privacy will be violated), but that does not
detract from the point that expectations will in many cases be important to an exhaustive analysis of privacy.
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(Brey, 2006; Brey, Briggle, & Spence, forthcoming; Higgs, Light, & Strong, 2000; Søraker, 2010). These kinds of
approaches typically evaluate the effect that a given technology has on our quality of life in view of a philosophical
theory of the good life, such as hedonism, desire-satisfactionism or objective list theories (Parfit, 1986), or by
comparing technological features with empirical findings, such as those made in the field of positive psychology
(Peterson, 2006; Seligman, 2002). Although theories of the good life as well as empirical research differ when it
comes to the importance of subjectively experienced well-being, none of them claim that we can determine changes
in quality of life without taking mental states into consideration at all. Thus, an evaluation of how a given
technology might affect our quality of life cannot be carried out if we bracket mental states. To be fair, we can make
some considerations in terms of whether typical human desires are formally satisfied, and do so at an informational
Level of Abstraction, but such an analysis will miss out on the importance of subjectively experienced happiness,
which even if not sufficient is necessary for a good life. A man may have all his desires satisfied without thereby
having a good life. Thus, if axiological evaluations should have a place in computer ethics and such evaluations
cannot be carried out while bracketing mental states, then this is another area in which IE can contribute, but not
possible tell the whole story. Since IE has only a ―minimalist axiology‖ and does not identify intrinsic value at a
higher level than an informational ontology, it cannot account for any issue in which we ask whether something is
beneficial for the well-being of a sentient being.

Mental States and the Intrinsic Value of Information Objects
The considerations above are also relevant to IE‘s controversial ascription of intrinsic worth to information objects.
Again, however, IE only becomes wildly implausible if it is interpreted as claiming that informational properties are
the only determinants of value. Floridi is quite explicit that although his approach ―does not admit that there may be
more than one, incomparable and non-equivalent, minimal degree of value‖, that does not entail that it is monist; that
no other considerations are relevant (Floridi, 2002, p. 297). In other words, this intrinsic worth is common to all
information objects at this high level of abstraction, but there are considerations at other levels of abstraction that
often override this. This is why Floridi laments the fact that he is being ascribed ―daft idea[s] about the intrinsic
value of Shakespeare versus Dan Brown, or chocolate versus excrement‖ (Floridi, 2008, p. 193). If we were to
evaluate the relative value of these entities, certainly the value for someone, that would have to be done at a
completely different level of abstraction – and again we will find ourselves wading in some kind of philosophical
quagmire. Again, IE establishes only that all information objects qua information objects are worthy of moral value,
but one that is necessarily minimal and easily overridable.

Mental States and their General Importance to Computer Ethics
There are numerous other areas in which we can, and should, perform our analyses at levels of abstraction that both
include and exclude mental states. Furthermore, it is often instructive to keep these analyses more or less separate,
for instance by analyzing privacy both in terms of ontological friction as well as in terms of altered expectations.
Although I am sure some will disagree, I take it as more or less self-evident that ethical problems cannot be fully
dealt with when bracketing mental states (and I am equally sure that a conference paper can do little to convince
anyone of a different opinion). Construed as a hypothetical and minimally controversial argument, then, my point is
that mental states are important to a number of central issues in computer ethics, and that IE is a powerful approach
if and only if mental states are not of essential importance. If this is agreed upon, it becomes of crucial importance to
determine in which cases mental states are essential to ethical analyses, and this will in turn the determine IE‘s scope
of applicability.

CONCLUSION
I do believe that the considerations above are in line with Floridi‘s reasons for introducing and developing IE.
Indeed, it seems to have fallen for deaf ears that IE opposes a ―non-pluralist and hence inevitably intolerant way of
doing ethics‖ (Floridi, 2008, p. 193). IE was never intended to be capable of tackling any issue in computer ethics –
it cannot be. In many cases we will need ―mind-full‖ theories to do the rest of the work. The crucial question for the
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role of IE in computer ethics, then, becomes a question of how important mental states are for computer ethical
analyses and the answer to that question should be determined by how well we can jointly develop IE into the best
possible theory for mind-less matters, and how well we can jointly develop the best possible alternative theories for
all those cases when the mind matters.
As I have indicated above, I take mental states to be of the utmost importance for a majority of problems in
computer ethics. At the same time, however, I find IE to be one of the best tools we have for those issues where the
mind can be left out. If I am correct in this (admittedly shallow) portrayal of IE, it appears that the main source of
disagreement concerning IE should not be whether it is a useful theory but rather when it is useful. What we need to
clarify is its scope of applicability – its place in a necessarily pluralist computer ethics
If we regard philosophically problematic notions like free will, emotions, expectations and so forth as a) crucial to
most of the issues in computer ethics and b) as not being problematic beyond constructive dialogue, then IE will
receive a somewhat minor role. If we regard these philosophically problematic notions as having a) minor
importance to most of the issues in computer ethics or b) as so problematic as to be near meaningless, then IE
(and/or other ―mind-less‖ theories) may receive a much larger role. Floridi and Sanders are of course aware of this,
hence argue that although notions such as accountability analyzed at an informational level of abstraction are
limited, they are still ―substantial and important‖ (Floridi & Sanders, 2004, p. 349). I still think this must be made
more precise, and Floridi and others need to further clarify when and for which reasons IE cannot tell the whole
story – and we need to jointly work on how to consistently apply ―mind-full‖ theories together with IE.
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Background: CEPE 2007/CEPE 2009
At CEPE 2007 (San Diego) I presented a paper whose primary objective was to demonstrate an original
philosophical model, the Dual Obligation Information Theory (DOIT) (Spence, E. 2009a) to be used in the analysis
and normative evaluation of digital information in relation to the concept of the Good Life.
Following that, at CEPE 2009 (Corfu) I extended the argument from DOIT in order to present and demonstrate a
new theoretical model, the DOIT-Wisdom model, (Spence, E., forthcoming) to be used in the normative evaluation
of digital information based on the concept of wisdom, understood as a type of meta-knowledge as well as a type of
meta-virtue, which enables us to both know in principle what a good life is and how to successfully apply that
knowledge in living such a life in practice.
The purpose of the argument from the DOIT-Wisdom model was to demonstrate that the notion of wisdom
understood as being at once a meta-epistemological, meta-axiological and a meta-eudemonic concept, provides the
essential conceptual link between information and knowledge on the one hand and the good life on the other. The
outcome from the argument for the DOIT- Wisdom model, concerning the nature of wisdom, what wisdom is, and
its relationship to information and knowledge is that wisdom is a special type of meta-information and metaknowledge that can be applied in identifying and evaluating what a good life is and moreover enabling us to use
first-order information and knowledge in active pursuit of a good life and its attainment. In other words, wisdom can
provide both the knowledge-why and knowledge-how for the identification, pursuit and realization of a good life;
more specifically, a good life lived increasingly in the infosphere (Floridi).
Based on my re-formulation of Sharon Ryan‘s theory of wisdom as knowledge and action (KLS), I concluded that
Wisdom is Knowing How to Live Well and Successfully Applying that Knowledge in Living Well (KLSA). Insofar as
the ultimate purpose of a good life, including a life lived in the infosphere, is the attainment of eudemonia then
wisdom, which informs the conception of a good life and directs its active pursuit for the attainment of eudemonia,
is an essential condition for both the conception and the attainment of a good life. As the essential condition for
both the conception and guided active pursuit and successful achievement of the good life, wisdom is therefore
established as the essential conceptual connection between information and the good life and in particular
information that is minimally necessary for acquiring knowledge of the things we need in order to have a good life.
Some general knowledge about the world, acquired on the basis of reliable and veridical information that causes it
and sustains it (Dretske 1999), is therefore also necessary for wisdom.
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This, in turn, allows us to determine some of the generic implications and ramifications of information for the
conception of a good life, in particular, a eudemonic conception of a good life. However, as Kekes points out, ―the
eudemonic conception of a good life is not to be understood as the endorsement of a particular form of life. It is
rather a regulative ideal that specifies some general conditions to which all good lives must conform‖ [emphasis
added] (Kekes 1995, 24). As such, the eudemonic account of a good life canvassed here is broadly speaking
pluralistic as it is in principle compatible with other different conceptions of a good life that meet the same
necessary general conditions to which any notion of a good life must conform. For example, insofar as hedonistic,
desire-satisfaction and objective list theories of the good life meet the minimal conditions for both specifying what a
good life is as well as providing the enabling conditions for its practical realization, then they too can be aligned
broadly to the notion of wisdom developed on the basis of the DOIT- Wisdom model.
Specifically, with regard to the creation and dissemination of information, central to those general conditions to
which all good lives are bound are (a) the epistemological and ethical obligations that emanate directly from the
inherent normative structure of information; (b) the universal rights to freedom and wellbeing to which all agents are
entitled and which arise naturally from the inherent normative structure of informational action; and (c), the virtues
of character and associated moral sentiments and values that are prudentially desirable and required as enabling
general motivational dispositions for the pursuit of a good life for the ultimate attainment of eudemonia. In sum, we
can say that those general meta-conditions are encapsulated within the DOIT-Wisdom model. That model seems
adequate for the normative evaluation of an informational good life – a good life lived both offline and online.
CEPE 2011
The overall objective of the paper presented at CEPE 2009 was to provide an evaluative grid, in the form of the
DOIT-Wisdom model, for the normative evaluation of information, including digital information. In this proposed
paper for CEPE 2011 I will apply the DOIT-Wisdom model to identify some of the general normative implications
and ramifications that the creation, production, dissemination and communication of digital information may have
for the good lives of individuals and society generally.
In order to do so I will (1) first provide a list of the main essential characteristics of wisdom (see attached Appendix
A) that were first outlined in the paper I presented at CEPE 2009 and then (2) provide a taxonomy comprising some
general types of information abuse (both self-regarding abuse and other-regarding abuse) that I will identify and
describe on the basis of illustrative case-studies. On the basis of (1) and (2) I will then in (3) provide an evaluative
cross-referential matrix for the purpose of normatively evaluating those general types of informational abuse on the
basis of the DOIT-Wisdom model, by reference to the specific features of wisdom with which those informational
abuses seem to be in conflict. To the extent that they are in conflict, those general types of information abuse would
be shown to be unwise and therefore normatively objectionable both for the agents themselves and for society
generally. By contrast, were uses of information are shown to be in accord with the essential features of wisdom,
those general types of information uses would be considered wise and therefore praiseworthy.
Finally in (4) I will provide an argument for the design and support of a ―Wisdom Information Ethics‖ program to
be implemented in secondary and tertiary educational institutions as a pedagogical methodology for alerting students
and guiding them to reflect more wisely on their uses of digital information in the hope of at least reducing if not
eliminating some of the types of informational abuses examined in this paper and encouraging and promoting wiser
uses of digital information.
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Short abstract (205 ws)
The paper analyses six ethical challenges posed by cloud computing, concerning ownership, safety, fairness,
responsibility, accountability and privacy. The first part defines cloud computing on the basis of a resource-oriented
approach, and outlines the main features that characterise such technology. Following these clarifications, the second
part argues that cloud computing reshapes some classic problems often debated in information and computer ethics. To
begin with, cloud computing makes possible a complete decoupling of ownership, possession and use of data and this
helps to explain the problems occurring when different providers of cloud computing retain or relinquish the right to use
or own users‘ data. The problem of safety in cloud computing is coupled to that of reliability, insofar as users have to
trust providers to preserve their data, applications and content in a reliable manner. It is argued that, in this context, data
insurance could play an important role. Regarding fairness, the paper argues that cloud computing is already reshaping
the nature of the Digital. Responsibility, accountability and privacy close the ethical analysis of cloud computing. In this
case, the thesis is that the necessity to account for the actions of cloud computing users imposes delicate trade-offs
between users‘ privacy and the traceability of their operations.

Long abstract (1818 ws)
According to a resource-oriented interpretation, cloud computing refers to software-related activities performed by users
thanks to pools of computing resources, which are accessible through a network, where they are made available by some
providers. Storage space, Virtual Machines (VMs), software and application frameworks, software for product delivery,
and software applications are all typical examples of computing resources that can be made available as a service
through a so called ‗cloud‘. These computing resources are used to implement and deploy a vast array of technologies
and corresponding services, ranging from online storage and back-up solutions to web sites for e-commerce and e-mail
services.
The advantage of such a resource-oriented interpretation is that it helps to highlight four characteristics of cloud
computing:
1. the shift towards a utility-based conception of computing resources;
2. the virtualization of hardware resources into software resources;
3. the fundamental role played by networking; and
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4. the provision of computing resources as a service.

1. A utility-based conception of soft resources
Cloud computing is built on the idea that providers offer to users the opportunity to consume just the amount of
computing resources that they need, when they need them. It is pay-as-you-go computing. A utility-based conception of
computing resources is of particular importance for business and research users. While for a domestic user owning a
predetermined amount of hardware and software usually implies acceptable trade-offs, for computationally intensive
business or research endeavours acquiring computing resources exceeding present demands can be either too expensive
or unfeasible.

2. The virtualization of hardware resources.
Computing resources are usually provided by hardware, which then represents the major constrain for their flexible
deployment. ―Virtualisation‖ refers to any process whereby one can deliver computing resources usually built in
hardware – like a specific CPU, a storage facility or a network infrastructure – by means of software. Clearly, such
―softening‖ of hardware resources plays a crucial role in the implementation of a utility-based approach to their
provision. The difference between deploying a virtual or a physical machine is dramatic. Once the virtualisation
infrastructure is in place, the provider of virtualised hardware resources can satisfy users‘ requests in a matter of minutes
and, potentially, to a very large scale. Likewise, terminating or halting such a provision is equally immediate.

3. The fundamental role played by networking
Cloud computing is a form of remote computing and thus networking is how it is offered, delivered and consumed.
Users rely on cloud computing through a network, usually the Internet, and the products of such activity are either
downloaded or built so that they can be accessed online, through the Internet. This trend is well exemplified by the
development of cloud-oriented operating systems, like Google Android, Chrome OS or Apple iOS.

4. The provision of computing resources as a service
From the point of view of an infrastructure provider, cloud computing is a way to offer computing resources through
VMs, and VMs as a service. Users need a computational infrastructure and providers offer a virtualised version of such
an infrastructure that is functionally analogous to the one implemented in hardware. This type of cloud computing is
usually known as Infrastructure as a Service (IaaS).
The same service-oriented approach to the delivery and fruition of computing resources can also be applied to
platforms for software deployment. As in the case of a computing infrastructure, a software deployment platform can be
provided on-demand, as a service to the software developers. This type of cloud computing is called Platform as a
Service (PaaS).
Finally, the evolution of web-related technologies has prompted the development of a third type of cloud
computing: the so-called Software as a Service (SaaS). In many situations, complex software applications that can be
executed through freely available web browsers are a desirable alternative to applications that have to be installed
directly in the operating systems of users‘ computers.
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IaaS, PaaS and SaaS are radically changing the way in which millions of users access and consume computing
resources in order to develop or exploit new types of applications, products, services and enjoy their online experiences.
Obviously, such radical changes have far reaching consequences. Some of them are ethical, and the second part of this
paper is dedicated to their analysis.

1. Ownership, possession, and use
Cloud computing is part of the contemporary tendency towards the deflation of the notion of ownership and the
uniqueness of what is owned. The underlying idea is that use does not imply ownership, for it might require only
temporary possession, especially when the good in question is a mere clone, that is, an instance of a type, indiscernibly
replaceable by any other instance of the same type. Owning and therefore maintaining large and complex hardware
resources is a limiting, expensive and often unsustainable overhead for users. The issue here is that, while the ownership
of the hardware supporting computing activities is not needed or wanted anymore, the ownership of the outcome of such
activities remains vital. To put it simply, users want to store data in the cloud, they do not want to own such cloud, only
possess its services so that they may be able to use them, but they also want their data to be and remain their own data.
The difficulty is to make sure that users only possess and use services but own their data, while providers own and use
their services but only possess users‘ data.

2. Safety, reliability and data insurance
Storing large amount of potentially sensitive data – including mobile phone usage records, personal e-mails, workrelated documentation or photographs – on hardware facilities owned by private companies poses not only the problem
of who retains the ownership of those data, but also of how and why the storage provider should be trusted in managing
them properly. Specific definition of ‗misuse‘ may be provided and supported by different legislations, policies and
contracts, but all this would only partially mitigate the issue concerning data mining, user profiling and the possibility of
data leakages or loss. The solution here does not seem to lie only in the improvement of the legal constraints that can
make providers trustworthy, but also, if not mainly, in transferring the full ownership and control of the data access and
usage from the provider to the user.
The need for trusting a cloud computing provider has profound consequences also for the safety of the data
processing. This because safety in cloud computing involves not only the usual need for authorised-based access to user
data and operating systems but also the reliability of the offered services. It should be the responsibility of the provider to
inform its users about the technological and policy-based measures taken in order to guarantee data integrity, while it
should be the responsibility of the user to be informed about this issue.
Finally, because cloud computing decouples the physical possession of data (by the provider) from their
ownership (by the user), it also offers an unprecedented opportunity. Nowadays it is still common and easy to insure a
machine (e.g. a laptop or a mobile) on which the data are stored, but not the data it stores. This because, although data
may be invaluable and irreplaceable, they are also perfectly clonable at a negligible cost, contrary to physical objects, so
it would be impossible for an insurer to ascertain their irrecoverable loss or corruption. On the contrary, once it is the
provider that physically possesses the data and is responsible for their maintenance, the user/owner of such data should
rightly expect to see them insured, for a premium of course, and to be compensated in case of damage, loss or downtime.
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3. Fairness and digital divide
Cloud computing adds a new dimension to the problem of distributive justice in general and the digital divide in
particular. On the one hand, it clearly contributes to a democratisation of computing resources through their potential
wider distribution at a lower cost, thus further levelling the technological playing field. But the digital divide is not just a
problem about the unfair availability of computing resources, it is also, and sometimes above all, a problem of
accessibility and usability, and in these two respects, cloud computing may easily exacerbate it. Recall that cloud
computing depends on affordable, dependable, safe and fast networks as well as on the IT skills of the empowered users.
So cloud computing might reshape the borders of the digital divide, and place them between users who have access to
the right kind of online services and the required skills to make the most of the computing resources made available
there, and those who do not. Paradoxically, the cloud is potentially available everywhere, and in theory we may only
need very basic terminals to erase the digital divide, but in fact it is shifting the discrimination between ‗onlife‘ and
‗offlife‘ people.

4. Control and responsibility
One of the defining characteristics of cloud computing is to shift the control of a computational infrastructure from the
provider to the user. Once the user has obtained one or more VMs, he may run a large amount of different operating
systems with all the required software customisations. The user retains full technical control over her VMs: not only
about switching it on or off, and installing and running whatever software it is technically feasible, but also about
deciding how the VMs are networked with each other and with the whole Internet. Of course, users remain legally
responsible for their wrongdoing (e.g., if they breach the contract with the provider), but they are not pre-emptively
incapacitated to misuse the provided infrastructure. It follows that, in an IaaS, users are assumed to be entirely
responsible of their computing activities because they are fully empowered. This leads to a more complicated issue, the
relationship between accountability and privacy.

5. Accountability and privacy
Accountability is used to enforce the need for full responsibility, and in this sense it may be seen as a positive factor in
the management of cloud computing. However, accountability has a direct impact on the levels of privacy and
anonymity of the users. In order to be accountable, users‘ actions need to be traceable and, as such, their physical identity
must be (not necessarily known but at least) knowable to the provider, while their actions must leave meaningful traces
that can be used to identify, prove and quantify the damage or offence caused by reckless behaviours. There is no space
for a fully anonymous use of an IaaS or for a notion of privacy forbidding the logging of user activity. At the same time,
there should be no overreaction. Arguably, a principle should be endorsed for which, among all the available
implementation of accountability, the one that minimizes the erosion of the right to privacy and to anonymity is chosen.
For this reason, solutions based on federated authentication and authorisation and policed logs access should be preferred
to those based on proactive and invasive practices, like deep packet inspection or proactive log mining.

Conclusion
In this paper, we have seen what cloud computing is and what sort of new ethical challenges is already posing. Cloud
computing is part of a macroscopic, information revolution, which is fostering new ethical sensitivities and shaping some
important moral questions. It seems that tackling them successfully will require an e-nvironmental approach, which
might cover all environments, natural, virtual and hybrid, and might be able to treat as authentic and genuine all forms of
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existence and behaviour, even those based on synthetic and engineered artefacts. Ultimately, the challenge will be to
reconcile our roles as both agents within such new infosphere, and stewards of it. The good news is that this is a
challenge we can meet.
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Collective Intelligence and Ethical Individualism
R. Volkman
Research Center on Computing and Society
Southern Connecticut State University

Abstract
Many commentators conceive the self in either atomistic or holistic terms, even as our understanding of the self as a
node of processing within the wider network for revealing the ―wisdom of crowds‖ has long transcended this
dichotomy. Understanding the self as a ―center of narrative gravity‖ leaves room for a robust individualism in the
context of rich sociality. Such a conception is already present in the classic individualism of the 19 th Century and
supports optimism that digital culture at once encourages individual flourishing and cultural progress alike.
Keywords: individualism, atomism, collectivism, wisdom of crowds, self, culture, Lanier, Ridley, digital
Maoism, marketplace, exchange

THE PROBLEM OF INDIVIDUALISM
Longtime tech guru Jaron Lanier (2010a) worries that Web 2.0, Open Culture, Free Software, and related trends of
aggregation and crowd sourcing in the creation of the artifacts of digital culture represent ―a new kind of
collectivism‖ that threatens to undermine the opportunities of young people ―to develop as fierce individuals.‖
Meanwhile, critics of liberalism decry a techno enthusiasm that allegedly presupposes an ardently individualist
stance that ignores and undermines the communitarian ideals they favor; for instance, Langdon Winner (2003)
dismisses posthumanism on grounds that ―the post-humanists‘ choice of an unsocial, single unit atomism as the best
path to perfectibility is highly problematic.‖ Such divergent accounts of the place and value of the individual in the
information society suggests that we remain deeply confused about the nature and significance of individualism.
Lanier‘s concern about ―digital Maoism‖ or ―cybernetic totalism‖ is at once ontological and ethical. In the various
aggregating technologies that increasingly condition our interactions in the gathering, processing, and distribution of
information, Lanier sees a threat to individuality and originality. He illustrates the challenge by contemplating
American Idol, a singing competition in which, ―The collective can vote by phone or by texting, and some vote
more than once. The collective is flattered and it responds. The winners are likable, almost by definition. But John
Lennon wouldn't have won. He wouldn't have made it to the finals. Or if he had, he would have ended up a different
sort of person and artist‖ (Lanier, 2006). Much as Nietzsche worried about the impacts of democratic institutions
and ideals on strength of character and Mill worried about a cultural tyranny of a timid majority dominating the
spirit of the more vital sorts of individuals, Lanier worries that a collectivization of culture and our conceptions of
our selves encourages shallow mediocrity. He suggests that the philosophy of what has come to be called Web 2.0
extolls the wisdom of crowds at the expense of individual dignity and creativity, and he believes that this philosophy
is designed into the very tools we use in forming ourselves and our wider society, which increasingly constitute the
very stuff of our lives and consequently inscribe that same philosophy on us. ―When they design an internet service
that is edited by a vast anonymous crowd, they are suggesting that a random crowd of humans is an organism with a
legitimate point of view‖ (Lanier, 2010b, 4). Worse yet, ―Emphasizing the crowd means deemphasizing individual
humans in the design of society, and when you ask people not to be people, they revert to bad moblike behaviors‖
(Lanier, 2010b, 19). He compares the underlying philosophy to earlier attempts to subsume the nature of individual
persons in some wider collective: ―It is at least possible that in the fairly near future enough communication and
education will take place through anonymous Internet aggregation that we could become vulnerable to a sudden
dangerous empowering of the hive mind. History has shown us again and again that a hive mind is a cruel idiot
when it runs on autopilot. Nasty hive mind outbursts have been flavored Maoist, Fascist, and religious, and these are
only a small sampling. I don't see why there couldn't be future social disasters that appear suddenly under the cover
of technological utopianism‖ (Lanier, 2006).

285

While Lanier bemoans the emergence of collectivist thought in technological utopianism, an equally strident group
of critics object to what they perceive to be the overly individualist, asocial, and atomistic conceptions that dominate
so much enthusiasm for information technologies. Winner contends that a ―key theme in this emerging ideology is
that of radical individualism. Writings of cyberlibertarians revel in prospects for ecstatic self-fulfillment in
cyberspace and emphasize the need for individuals to disburden themselves of encumbrances that might hinder the
pursuit of rational self-interest. The experiential realm of digital devices and networked computing offers endless
opportunities for achieving wealth, power and sensual pleasure. Because inherited structures of social, political, and
economic organization pose barriers to the exercise of personal power and self-realization, they simply must be
removed‖ (Winner, 1997). Winner sees among proponents of technological transcendence a narrow focus on
individual empowerment that is ultimately at odds with the facts of human sociality. ―In fact, humans do not live as
isolated individuals characterized by bundles of atomistic traits‖ (Winner, 2003). He suggests that we need to
consider an alternate way: ―The key premise is that humans are fundamentally social beings whose development
depends upon favorable conditions for forming social bonds and sentiments. From this perspective, the path to
improvement for humanity involves changing institutions–laws, governments, workplaces, dwellings, schools, and
the like–in ways that will nurture the potential of individuals and the groups of which they are members. Real
creativity in this regard comes not so much in operating on particular atomistic individuals, but in shaping the ruleguided frameworks and material structures of community life‖ (Winner, 2003).
I will argue that both sides have fundamentally misunderstood the opportunities and the perils that face efforts to
make something of one‘s self in the information age, and that understanding the individual human person and her
efforts to become who she is in the context of global digital culture involves coming to terms with the social and
cultural institutions that define our relations to one another. It is a profound mistake, both ontologically and
ethically, to suppose that individualism is asocial and ―atomistic,‖ and it is equally confused to suppose that social
networking and harnessing the wisdom of crowds represents an emerging ―digital Maoism‖ that threatens
individuality. Rather, human individuals each occupy a unique perspective that provides access to local and tacit
knowledge that these same individuals are eager to harness, develop, and share with the world, operating as so many
nodes in a vast network of social interaction and information processing. Examining this conception of the
contemporary social order in light of the classic expositions of individualism found in John Stuart Mill, Friedrich
Nietzsche, and Ralph Waldo Emerson reveals that our present condition is neither asocial nor anti-individualist. To
the contrary, contemporary information technology promises to bring to fruition the longstanding individualist ideal
that ―the great man is he who in the midst of the crowd keeps with perfect sweetness the independence of solitude‖
(Emerson, 1841).

COLLECTIVE INTELLIGENCE AND THE WISDOM OF CROWDS
The most straightforward answer to Lanier‘s concerns begins by articulating the role of ―fierce individuals‖ in
harnessing the ―wisdom of crowds.‖ The basic ideas have been well known at least since Adam Smith, and these
insights have been extended and developed in great detail ever since. The unquestionable successes of Google,
Facebook, and Wikipedia highlight the value of what Ridley (2010a) identifies as ―collective intelligence: the notion
that what determines the inventiveness and rate of cultural change of a population is the amount of interaction
between individuals.‖ While the notion of ―collective intelligence‖ may sound like the sort of ―digital Maoism‖
feared by Lanier, it must be emphasized that the whole process of harnessing the wisdom of crowds requires a rather
robust individualism.
Suroweicki identifies four prerequisites of the wisdom of crowds: independence, diversity, decentralization, and a
method of aggregation. Each of these indicates the absolutely essential role of particular individuals thinking for
themselves about their own concerns as constitutive of the wise crowd. In their absence, we really do witness bad
moblike behaviors. As an example of such failures, Surowiecki describes the various speculative bubbles that
occasionally shake our confidence in the wisdom of markets. When markets are genuinely exhibiting the wisdom of
crowds, they are a means of gathering, processing and conveying the vast amounts of implicit, tacit, and distributed
knowledge necessary for assessing economic value and efficiency. In a well functioning commodities market, every
bid represents a marginal bit of information regarding the bidder‘s knowledge of the desirability of that commodity
relative to its supply and demand in light of various substitutions. For example, a pencil manufacturer will use the
cheapest sort of wood that can be used for a pencil, which is not coincidentally the same variety that is most in
supply relative to all its possible uses. If there is a scarce variety of wood that is especially required for some use, as
luthiers need spruce to make violins, then its price will be bid up until the pencil manufacturer settles on some
alternative. These market incentives are aligned with the actual facts of supply relative to demand better than the
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efforts of any central planner as long as the whole process is the aggregation of the independent judgments of
diverse actors informed by their own unique perspectives, since such a crowd leverages vastly more information
than is available to any expert. Speculative bubbles occur when actors no longer bid in the market based on what
they know about the actual uses and availability of commodities and start to bid based on what they believe others
believe. The worst sorts of bubbles, such as the infamous Dutch tulip mania of 1637, occur when the price is bid up
on the expectation that others will pay an even higher price in the future, where the only reason anyone has for
paying the ever increasing prices is their expectation of even higher prices in the future and the only reason for the
higher prices is everyone acting on the expectation of higher prices. When they cease to be independent judges and
try to guess what the market will say instead of using their actual (imperfect) knowledge as it relates to supply and
demand, the market price becomes untethered from the relevant economic facts.
Despite these occasional lapses, markets and other institutions for leveraging the wisdom of crowds are profoundly
useful, as long as we can assure ourselves that they are actually doing their job of aggregating the information
expressed in the independent judgments of diverse individuals whose behavior is responsive to their own judgments
and not any effort to coordinate their judgments with others. If individuals are simply conforming to the
expectations of others, then the information they contribute to the crowd is at best redundant and liable to distort the
outcome of the process by emphasizing some matters beyond their actual significance. If individuals are
insufficiently diverse, then the crowd enjoys no greater access to information than the individuals that make it up;
Surowiecki submits that a committee of graduates of Ivy League business schools will actually have far less
information at its disposal than a committee of folks from more diverse backgrounds, even if that means including
individuals who are ―less expert.‖ If the crowd is directed by some central authority, then individuals are apt to
contribute their expectations regarding what that central authority wants instead of their unvarnished judgments
regarding the relevant facts, which again flattens the information available to the crowd. Thus, it is imperative to the
wisdom of a crowd that its constituent individuals express themselves as individuals.
Ridley similarly argues that local and tacit knowledge available only to particularly situated individuals can be
aggregated and processed by networks of trade and social interaction into wisdom that transcends what any
particular individual could possible know alone. ―The knowledge of how to design, mine, fell, extract, synthesize,
combine, manufacture, and market these things is fragmented among thousands, sometimes millions of heads…My
favorite example is the camera pill--invented after a conversation between a gastroenterologist and a guided missile
designer‖ (Ridley, 2010a). On Ridley‘s account of cultural evolution on analogy with biological evolution, human
progress happens ―when ideas have sex,‖ and this process results in the development of ―the collective brain‖ that
can comprehend far more than any human individual can. The knack of early humans to enter into exchange ―was to
cause specialization, which in turn caused technological innovation, which in turn encouraged more specialization,
which led to more exchange–and ‗progress‘ was born‖ (Ridley, 2010b, 56). Ridley explains the ascendance of homo
sapiens in contrast with Neanderthals by indicating, ―without trade, innovation just does not happen. Exchange is to
technology as sex is to evolution.‖ Similar considerations account for the gradual disappearance of technologies
from among isolated groups, such as the Tasmanians who found themselves cut off from wider trade networks when
sea levels rose. ―There was nothing wrong with individual Tasmanian brains; there was something wrong with their
collective brains‖ (Ridley, 2010b, 79). The lesson Ridley draws from all this is that, ―Human cultural progress is a
collective enterprise and it needs a dense collective brain‖ (Ridley, 2010b, 83).
These are not especially new insights. As Ridley acknowledges, economists like Friedrich Hayek have long
emphasized the importance of ―the great society‖ for harnessing our vast reserves of distributed information, while
Adam Smith‘s account of the invisible hand increasing the wealth of nations is especially concerned with the
efficiencies and innovations that result from the division of labor and specialization. Our social interactions are
simply not worth as much even in simple material terms if we all pursue the same goals, projects and values; the
greater social welfare requires that we develop ourselves as diverse and distinct individuals. Insofar as the
philosophy of Web 2.0 and its kin is informed by the notion that these new technologies enable us to finally network
and aggregate the independent and diverse judgments of decentralized individuals, that philosophy requires
individualism.
Ridley‘s account is especially valuable as a corrective to the misunderstanding of markets and liberalism as
expressing an asocial or even antisocial individualism. By emphasizing the collective nature of the enterprise of
progress, Ridley makes it clear that this is a vision of social interaction and human progress, not some escapist or
solipsistic individualism that imagines the good life in isolation from or ignorance of society. It is, nonetheless, a
familiar liberal individualist account of progress. Ridley‘s conception of human networks of exchange as forming an
extended marketplace of goods and services combined with an even more profound marketplace of ideas that
facilitates human progress in both material and spiritual terms is ultimately a contemporary update to Mill‘s classical
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liberal vision of society as a place in which our various ―experiments in living‖ can find their test and inform the
ever improving lives of each of us, and Ridley concludes his discussion with a direct reference to Hayek‘s
conception of ―the catallaxy.‖ This is how liberals account for the good of human society, and it is perfectly
congruent with the insights of Aristotle regarding the necessity and desirability of human sociality. As Aristotle
noted, we live together because we live so much better that way, for none of us is self-sufficient. Thus identified, the
value of sociality extends just as far as each of us represents something new and different from everyone else. The
benefits of society derive precisely from the reality of distinct and diverse individuals who inform it and constitute
it. The liberal individualist view is not only consonant with that Aristotelian insight, it positively emphasizes its truth
and articulates the mechanisms whereby it operates. Only a profound and ironic failure of the analytic imagination
could lead so many friends of community and sociality to dismiss this system of extended and mutually beneficial
cooperation as something antagonistic to the values of community and sociality.

BLURRY BOUNDARIES AND DYNAMIC ONTOLOGIES
While communitarian critics of the liberal social order struggle to imagine the genuine sociality that emerges from
the liberal account, it seems that Lanier just cannot get it out of his mind. For him, the vision of a vast network of
people participating as nodes in a distributed information processing system stands boldly in the foreground,
obscuring the particular lives of those people to such a degree that they seem to have completely melted into the
machinery. As we rely more and more on our collective intelligence to inform ourselves as individuals, how can we
be sure that individuals can assert themselves without being lost in the crowd? To address these concerns, we need
an ontology of the individual that accounts at once for our individuality and our sociality. While the philosophical
underpinnings of Web 2.0 and crowd sourcing endorse individualism (a point Lanier acknowledges and even
emphasizes) without collapsing into a shallow and asocial atomism, what this philosophy so far leaves out is any
robust account of what it means to be an individual and how exactly individual persons relate to the supra-personal
entities that emerge from their interactions.
In the context of exploring the information processing of the wisdom of crowds and the institutions that promote
it, there is good reason to leave out any commitment to an ontology of self, since questions that are ―metaphysical
not political‖ (to invert Rawls‘ mantra regarding political liberalism) are contentious and not directly pertinent to
how or why these institutions work. However, ontology is at the very heart of the concerns of Lanier and Winner
alike. Lanier spills a great deal of ink to establish exactly what Ridley and Suroweicki (not to mention Smith,
Hayek, and a host of others) have already emphasized: innovation and genius requires the passionate and personal
interest of particular individuals. However, in the context of various new technologies, this plain fact has been
obscured by the reality that individuals overlap in a dense web of relations and interactions, and the boundaries that
separate individuals from one another are consequently not sharp or absolute. In the context of information
technologies that emphasize and enhance the value of networks, the blurriness of these boundaries has become more
and more apparent as our lives become more and more entangled with one another, even as the particular nodes of
interaction become increasingly distinct as independent and diverse points of view.
This approach is neatly illustrated by the dynamic and vague ontologies developed on the fly by search algorithms
like Google, in contrast to the neatly defined and predetermined categories originally attempted by Yahoo. When the
internet was young and aptly described as a vast library in which all the books are chaotically piled in the middle of
the floor, the vision of Yahoo! was to organize it and make it accessible by determining hierarchical and nested
categories for all the things online. If you were interested in Plato, for example, instead of a brute text search on one
of Yahoo!‘s competitors, you could find the Yahoo! category for ―philosophy‖ and burrow into nested subcategories
(e.g., something like Philosophy>Western>Ancient>Golden Age of Athens>Plato) to find everything online about
Plato. But that vision was not up to the task for at least two reasons: first, there is too much material online, and it is
constantly being added to and transformed in various ways; second, the exact sort of things people are looking to
find do not always neatly fall into one or another predetermined category. The solution to these problems arrived
with Google‘s leveraging the wisdom of crowds in online search. While the exact nature of Google‘s search
algorithm are under wraps and constantly changing (to combat those who would game the results), it involves
treating individuals‘ online behavior as data that informs how online material should be organized. In a sense,
Google invents an ontology on the fly that answers to the dimensions of your particular search terms based on what
the internet itself has declared is important by such means as page links, clicks, and networks of similar concerns.
Google search results are an aggregation of the independent, diverse, and decentralized judgments of everyone
online. This permits a truly dynamic ontology that never considers itself finished and never draws sharp boundaries
around what is in and outside the bounds of some search.
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To illustrate this kind of dynamic ontology, consider the musical genre ―heavy metal.‖ Significantly, the exact
origins of the genre are hotly contested, but it is agreed to have emerged out of the late 60s and early 70s efforts of
bands like Led Zeppelin and Black Sabbath. When I was growing up, Led Zeppelin was widely considered the
prototype of the genre, and they would routinely occupy top spots in readers‘ polls in music magazines identifying
things like ―All-Time Greatest Heavy Metal Act.‖ As the genre took hold among a new generation in the 80s, the
heavy blues influence that dominates Zeppelin‘s sound gradually faded, so much so that by the mid 2000s I found
myself in a curious conversation with a student wearing a Zeppelin T-shirt when I commented on the Iron Maiden
album that was just released. In my mind, these were related phenomena, since anyone into Zeppelin would also be
into Maiden, at least in the tribal way that Metal fans identify with the whole genre. What I didn‘t appreciate is that
the categories had long since changed, with Zeppelin and Maiden now widely (but not universally) regarded as
members of distinct genres (my student described them as ―Heavy Blues‖ and ―80s Metal‖ respectively). What it
means to be ―heavy metal‖ is different from what it was when I was growing up.
There is plenty of room to dispute this new ontology, and competing taxonomies abound among aficionados, just
as they do among members of any living, dynamic tradition. A look through the Wikipedia article on Heavy Metal
reveals the extent to which these matters remain unsettled and will surely remain unsettled for however long as the
genre is a real going concern. As long as the tradition is a living and evolving thing, the story of what it means to be
―metal‖ will not be over. As the example shows, those meanings are not fixed even for the long extinct creatures on
the family tree. Zeppelin stopped adding new music to their repertoire after John Bonham‘s death in 1980 (though
even that boundary is contested on account of their various later projects with Bonham‘s son), but what a Zeppelin
song means is still subject to change as its relative location and gravity in the space of popular music shifts and
changes. To understand what Zeppelin is, you need to understand the wider environment in which it lives and the
company it keeps. In light of this, we can begin to understand the source of Lanier‘s concern. In a world in which
what a thing is can only be given in terms of its various connections in a wider network of meanings as revealed by
the wisdom of crowds, the nature of the individual qua individual may seem displaced.
However, it has already been emphasized that there is no network of meanings without the individual nodes and
confluences that define the individuals that make it up. The Wikipedia articles on metal exist only because there are
individuals who are passionate about what metal is. In the evolution of musical genres, as in biological evolution,
there are individual organisms whose nature cannot be fully given without an accounting of the environment in
which they operate, but this is no reason to deny the reality of the particular individuals. The boundaries between
species do not constitute any essential feature of the organisms in question, but that does not prevent us from
identifying the squirrel in our backyard as an individual squirrel, and it does not mean that our categories are
arbitrary or groundless. Fuzzy boundaries do not automatically result in ―world wide mush.‖ As Daniel Dennett
(1995) shows, while any competent zoologist can identify individual chimpanzees, there is no organism that can be
uniquely identified as ―the first chimpanzee‖ from birth. In the evolutionary tree of life, there are offspring and
ancestors, and it makes good sense to identify particular branches with the designation ―species.‖ But the
designation of some individual as the first member of a species, as opposed to the rather eccentric offspring of some
earlier species, will come later as a ―retrospective coronation.‖ ―There is not and could not be anything internal or
intrinsic to the individuals–or even to the individuals-as-they-fit-into-their-environment–from which it followed that
they were–as they later turn out to be–the founders of a new species…whether or not the individual who has that
mutation counts as a species-founder or simply as a freak of nature depends on nothing in its individual makeup or
biography, but on what happens to subsequent generations–if any–of its offspring‖ (Dennett, 1995, 99-100,
emphasis original). Despite this, we have to include species in our ontology if we really wish to capture all the
information relevant to our efforts to understand the natural world, eschewing an atomistic ―greedy reductionism‖
that would suppose there are only individual organisms and no species after all. ―Of course you can‘t explain all the
patterns that interest us at the level of physics (or chemistry, or any one low level). This is undeniably true of such
mundane and unperplexing phenomena as traffic jams and pocket calculators; we should expect it to be true of
biological phenomena as well‖ (Dennett, 1995, 102, emphasis original).
Applied to persons, this metaphysics addresses the competing concerns of Lanier and Winner alike. We can
embrace a fully social and nonatomistic account of what it means to be a particular human being, complete with our
constitutive relations to others, while finding a particular place for the individuals and their role in the unfolding of
the whole system of interaction as the independent, diverse, and decentralized judges whose points of view are
aggregated into the machinery responsible for the growth and evolution of the whole. It should be no surprise that
this sort of ontology of the self is foreshadowed in Aristotle, who was interested in biological nature even as his
thinking was so often blinkered by an essentialism he inherited from Plato. While Aristotle‘s account of species is
burdened with an unwarranted essentialism, his account of friendship nicely captures the sense in which individual
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persons overlap with one another to their mutual flourishing. When I regard an intimate as ―a second self,‖ such that
her life is literally a part of my own life, the distinctions between us become blurry and faded even as the
distinctions between us and others may become more stark. ―When men are friends, they have no need of justice‖
(Aristotle, c.350BCE).
Moreover, even as we find ourselves entangled in one another‘s lives such that neither can be properly identified
apart from the other, each of us still exerts a distinct force on the whole at our own ―narrative center of gravity,‖
such that neither is fully dissolved into the whole. The notion of the self as a center of narrative gravity calls
attention to the way a human biography tends to cohere as the story of a single thing. While my life‘s story will have
to include numerous others as literally part of the story, such that there is no sharp boundary to distinguish the parts
that belong in my biography as not also belonging in the biographies of my friends and associates, there remains a
narrative unity to my own life as my own. The stories overlap, but they are not merely the same. As Dennett (1992)
emphasizes, this unity emerges even in extreme case of brain bisection such that a single human individual can be
described literally as being of two minds. Although certain sorts of contrived experiments can expose the fact that
the hemispheres of their brains are informationally severed from one another, these subjects do not generally
experience themselves as less unified than the rest of us. This conception of the self indicates that human individuals
really are metaphysically like species and musical genres. One‘s self emerges from the particular facts of one‘s brain
processes just as the species relates to the individuals that constitute it, while those brain processes are informed by
and identified in the wider network of our experiences and relations with others, such that the designation of this or
that process as being ―mine‖ or ―thine‖ in its origin and significance is often enough a vexed question, like asking
whether this or that individual is really a new species or whether Zeppelin is really a metal band. While the notion
of the self as a center of narrative gravity dispenses with the atomism of ―one soul per customer,‖ it does not
dissolve the individual into nothing. It accounts for the tensions and differences in point of view that are encountered
in even the most intimate friendships, while admitting the many finer discriminations among the various and
sometimes competing drives, instincts and desires that make us up as individuals. It also scales seamlessly to
account for suprapersonal entities like friendships, communities, and nations without the greedy reductionism of
atomism or holism. The community of headbangers is made of passionate individuals who do not necessarily agree
about whether Zeppelin is the fountain of all that is truly metal, and we each learn more about ourselves and our
particular places in the world when we debate the matter on Wikipedia.
When an entity is the result of a process of distributed information processing in the form of an iterated selection
algorithm, which stands at the heart of both the invisible hand of the market and the adaptationist perspective on
evolution through natural selection, then the ontology of that entity will have to acknowledge dynamic, blurry
boundaries. There is every reason to believe that human individuals as well as the suprapersonal entities they
constitute are such entities, and this fact is especially apparent now that so much of our lives unfolds in the context
of a dense information network. Atop our biological evolution is a vast and evolving culture which informs our
identities at every turn and causes us to overlap with others around us in complicated ways along all sorts of
particular dimensions, even while each of us occupies a particular place as a node of processing that must be
admitted as a locus of attraction and repulsion in the wider information processing system of society.
Acknowledging this allows us to avoid both the Scylla of atomism and the Charybdis of totalizing holism. As it
turns out, this conception of the matter is already present in the classical formulations of 19th Century ethical
individualism. If anyone counts as a champion of the ―fierce individuals‖ Lanier worries will be dissolved into the
―hive mind‖ of the network, it has to include Mill, Emerson, and Nietzsche, each of whom was equally concerned
about the loss of individuality that might accompany participation in a wider social world that too often demands a
base and mediocre conformity in lieu of our own independent, diverse, and decentralized judgments. It turns out that
Lanier‘s concerns are simply their concerns in a contemporary guise.

CARRYING ONE‘S SOLITUDE IN THE MIDST OF THE CROWD
Critics of individualism have long mistaken the metaphysics of blurry boundaries for an objection to individualism.
As it turns out, 19th Century champions of individualism appreciated the blurriness of the boundaries that separate
individuals from one another and which identify particular persons as against the wider social networks they
constitute. ―Atomism‖ seems to have been invented in the imaginations of critics who suppose that the individuals
extolled by Mill, Emerson, or Nietzsche would have to come into being ex nihilo and remain forever aloof from
their fellow humans. These critics contend that individualists have failed to account for the social nature of humans,
but it is the critics who have failed to see the fuller picture. It is precisely because of our sociality and the resulting
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temptation to lose our independence and diversity in the mediocrity of the crowd that individualism becomes an
important concern.
Mill (1859) expressly recognizes the role of our cultural inheritances in forming our individual identities when he
writes, "A person whose desires and impulses are his own - are the expression of his own nature, as it has been
developed and modified by his own culture - is said to have a character. One whose desires and impulses are not his
own, has no character, no more than a steam engine has character.‖ There is no hint here of an ―unencumbered self,‖
but a direct appeal to maintain one‘s independence and diversity as a center of force that evaluates and pushes back
with respect to a wider social world. The goal of individual liberty is not merely one‘s own improvement, but
―human advancement‖ generally. ―The despotism of custom is everywhere the standing hindrance to human
advancement…the only unfailing and permanent source of improvement is liberty, since by it there are as many
possible independent centres of improvement as there are individuals.‖
Likewise, Emerson (1841) advises us to ―Accept the place the divine providence has found for you, the society of
your contemporaries, the connection of events. Great men have always done so, and confided themselves childlike
to the genius of their age, betraying their perception that the Eternal was stirring at their heart, working through their
hands, predominating in all their being.‖ Indeed, Emerson sees no tension whatsoever between advocating heroic
individualism on the one hand while simultaneously asserting the ultimate unity of humankind in the divinity of the
Oversoul. Although his repeated cries for self-reliance and finding one‘s solitude may be easily mistaken as
enjoining an atomistic conception of the self, there is no question that Emerson understands the importance of
sociality and friendship. ―There is a class of persons to whom by all spiritual affinity I am bought and sold; for them
I will go to prison, if need be.‖ Since a lengthy meditation on the nature of Emersonian solitude would carry us too
far afield, it will have to suffice to recognize that solitude does not mean becoming a hermit. To the contrary, one‘s
solitude consists in getting in touch with one‘s own highest conception of one‘s self, and this is something one does
to the great benefit of those all around. Meanwhile, the importance of self-reliance and independence of judgment in
the process of revealing the deeper truths regarding the nature of the good life is ever present: ―Your genuine action
will explain itself, and will explain your other genuine actions. Your conformity explains nothing.‖ Unless I am the
particular individual I am in all authenticity, I have nothing to teach my fellows. In conformity, the wisdom of
crowds gives way to the madness of the mob Lanier rightly fears.
But perhaps the most important clue to understanding the nature of the individual and the relations of the
individual to the wider society comes from Nietzsche, who, like Dennett, recognized that the fuzziness of the
ontological boundaries in question are not only as between individual persons and the suprapersonal entities they
constitute but also between the person and the subpersonal drives that constitute the individual. He at once
renounces an atomic conception of the self and the possibilities for the creation and discovery of a better conception
in its place:
―One must also above all give the finishing stroke to that other and more portentous atomism which
Christianity has taught best and longest, the SOUL-ATOMISM. Let it be permitted to designate by this expression
the belief which regards the soul as something indestructible, eternal, indivisible, as a monad, as an atomon: this
belief ought to be expelled from science! Between ourselves, it is not at all necessary to get rid of "the soul" thereby,
and thus renounce one of the oldest and most venerated hypotheses—as happens frequently to the clumsiness of
naturalists, who can hardly touch on the soul without immediately losing it. But the way is open for new
acceptations and refinements of the soul-hypothesis; and such conceptions as "mortal soul," and "soul of subjective
multiplicity," and "soul as social structure of the instincts and passions," want henceforth to have legitimate rights in
science‖ (Nietzsche, 1886).
Nietzsche is forever reminding us that the meaning and constitution of any given individual is a function of his
wider cultural and biological inheritance, and that making something of one‘s self out of the chaos of one‘s drives
and instincts is always an accomplishment and not something given from the start. It requires genealogy, aesthetic
sensibility, honesty, and creativity to execute Zarathustra‘s imperative and ―become who you are!‖ Combining both
the assertion of one‘s individuality and one‘s indebtedness to others in becoming who we are into a single
obligation, Nietzsche observes that, ―One repays a teacher badly if one always remains nothing but a pupil‖
(Nietzsche, 1883, 190). This sums up in a single imperative the ethical force of ―Ethical Individualism,‖ and it
neatly addresses the ontological concerns of Lanier and Winner alike.
Returning our attention to the problem of the individual situated in a social world that explicitly seeks to leverage
the wisdom of crowds, we can see that Lanier is right to fear a complacent conformity that flattens our cultural
experience and undermines our efforts to make ourselves into the fierce individuals necessary for the whole
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enterprise. At the same time, there is reason for optimism. As the testimony of the 19th Century individualists
indicates, society has long threatened individuality, while liberty and individual empowerment have been the
antidote to the poison of empty conformity. While it may be far easier today to sink into the oblivion of anonymous
mediocrity, it is also far easier to stake out one‘s own place in the culture and invent new possibilities and
investigate ever widening horizons. In light of this, cultural evolution has the resources to be a self-correcting
system. Given the vast numbers of individuals now plugged into the networks of evolving human culture, we have
every reason to think that new experiments in living and creating and being who one is are liable to abound all
around us, challenging whatever rut we may find ourselves in. In the churning and dynamic culture of the
information age, individuals are forced to exercise their individual judgment at every turn. Lanier‘s own advice for
avoiding the threat of digital Maoism as it is expressed the tools of the information age is to ―resist the easy grooves
they guide you into‖ (Lanier, 2010b, 22).
That there are such easy grooves cannot be disputed, but they are more shallow today than in any other moment in
human history, and not despite our increased reliance on the wisdom of crowds but because of it. We have unleashed
the potential of individuals to finally become exactly who they are; are we to suppose they will choose to be less that
they might be? If they do, will we not notice? Will we not call their attention to it? Will we not flame them
mercilessly until they are forced to either recant and make something of themselves after all or, resisting our
accusations and defending themselves, show us once and for all that they really were individuals all along? It is
difficult to imagine a world in which everyone has a voice, but they all sing in unornamented unison, for Lanier‘s
advice to resist the easy grooves is itself a part of the wider of system, an input into the vast information processing
of society, and we have reason to think it will be heeded insofar as it is wise and as long as individuals have the
liberty and power to bring to bear their own independent, diverse, and decentralized judgments.
While proponents of individualism should remain vigilant against the threat of base conformity and thoughtless
mob mentality in all its manifestations, there is nothing intrinsically collectivist about the philosophy of our new
technologies as they strive to leverage the wisdom of crowds. In the extended marketplace of ideas, individualism
wins because it is true. There is good reason to be optimistic that there will be room for all sorts of ―fierce
individuals‖ in the flourishing culture of our online future.
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Abstract
In a recent paper (Weber, 2010) I tried to challenge the very idea that ethics as well as social and political
philosophy in general and information ethics in particular must take into account social particularities like gender,
religion, culture, and the like on the theoretical level. Of course, this description of my challenge is much too rough
because in this simplistic form it is obviously false. Therefore, in what follows, I shall try to clarify what I exactly
would like to challenge concerning what I think is currently the mainstream discourse in intercultural information
ethics. After that, I shall argue that we must try to seek out the ethical principles behind culturally determined
concepts like privacy. At the end of my paper I shall draw some conclusions concerning the compatibility of social
and moral norms and values in different cultures.

Intercultural information ethics, relativism, universalism, moral principles

Introduction
Once upon a time in the East when things went much better in Japan than currently, Akira Kurosawa, the famous
Japanese film director, made the motion picture ‗Ran‘. Despite the fact that Kurosawa is Japanese and that he tells a
story about Japan some 500 years ago, even for westerners it is not very difficult to understand the message of ‗Ran‘
which is quite pessimistic, not to say nihilistic. One could say it in the words of the ancient Roman writer Titus
Maccius Plautus who in his comedy ‗Asinaria‘ coined the famous proverb ―homini homo lupus‖ or, in the English
translation, ―man is a wolf to (his fellow) man‖. Most of us might know this proverb from Thomas Hobbes‘ seminal
work ‗Leviathan, or the Matter, Forme, and Power of a Commonwealth, Ecclesiasticall and Civil‘, published 1651.
From his experiences of the English civil war Hobbes derived the idea that to preserve peace among men it needs to
have a strong state being in the possession of the monopoly on the use of force. In the film ‗Ran‘ the state, which is
represented by Lord Hidetora Ichimonji, voluntarily gives up this monopoly. As a result the country is wrecked and
lost in chaos which is actually the meaning of the Japanese term ‗Ran‘.
As already mentioned before, on this general level the story of the motion picture is quite easy to understand even
for westerners – at least if one enjoyed some classic education. A reason for that might be that to a certain extent the
background story of ‗Ran‘ is an adaptation of William Shakespeare‘s ‗King Lear‘ (cf. Goodwin, 1994: 196 and
Hoile, 1987). One other reason might be that on the formal level of the story there seem to be strong similarities to
ancient Greek tragedies: People‘s intentions for the future are corrupted and undermined be the decisions they made
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and the actions they pursued in the past. To put it in other words: The sins of the past determine men‘s destiny in the
future.
But if one goes deeper into the story of ‗Ran‘, many decisions and actions taken by the actors are difficult to
understand and even more difficult to accept from a western moral point of view. Again, one could argue that on an
abstract level moral concepts like honor, duty, and loyalty – which seem to be most important for Japanese culture
and which are crystallized in the Japanese term ‗bushido‘ and in the social role of a Samurai – are conceivable even
for westerners. But once more, on the level of concrete decisions and actions these are most often morally
unacceptable from a western point of view. Yet, with regard to the question of whether they are conceivable across
cultural boundaries one could argue that ‗Ran‘ and other Japanese stories are not different compared to ancient
Greek tragedies or even compared to Shakespeare‘s tragedies: On a general level we might understand the message
but on the level of concrete decisions and actions we cannot really understand and accept them. One reason for that
might be that Japan has a quite different culture, particularly hundreds of years ago, that ancient Greece had a
different culture, and that even Shakespeare‘s England had a different culture compared to ours. But then, one has to
ask one more question: What is meant with ―our culture‖? The American way of life? European styled culture? Or,
since Asia currently is an economic and political rising star, Asian culture? Africa? But then: Which part of
America, Europe, Africa, or Asia?

Relativism and Universalism
Therefore, as a tentative result, one can draw the conclusion that moral norms and values depend on time and space.
That means that there is not only one moral that is valid in each epoch and in every country under all circumstances
but there exist many morals in different times and different places under different circumstances. In fact, that insight
is most trivial. It is an insight on a descriptive level and it hardly can be denied since one could find too much
empirical evidence. But this first finding is followed by two more conclusions which contradict each other;
therefore, one could only stick to one of them: Firstly, one may argue that on the descriptive level indeed there exists
a plurality of moral norms and values but on a metaethical level it is still possible to find one single system of
justification or rejection of those many morals. This is what metaethical universalism actually consists of. Secondly
and in contradiction to the universalistic point of view, one might stress that actually there is no single system of
metaethical justification or rejection for those different morals: A moral norm can be justified in one society and in
another society it is rejected as immoral. This position is called metaethical relativism.
One can discuss metaethical universalism and relativism with regard to ethics, social and political philosophy in
general but also with regard to certain domains of human action. Therefore, scholars who do applied ethics like
information ethics can and, I would like to stress, must deal with the question of whether they would like to stick to
either metaethical universalism or relativism. If one chooses metaethical universalism this would, for instance, imply
that there must exist a metaethical justification for the application of a particular technology like atomic energy
production that is valid anytime anywhere under all circumstances; metaethical relativism would deny the possibility
of such a justification. It is obvious that questions like this can be asked with regard to several other domains, for
example, domains like ICT that might infringe privacy. Therefore, metaethical universalism and relativism are at
stake in information ethics.
Now, my first suggestion is that mainstream intercultural information ethics strongly is influenced by relativism
both on the descriptive as well as on the metaethical level. Secondly, I would like to claim that this position itself
cannot be justified and is wrong. However, at least in this text I will not be able and would not like to demonstrate in
full measure that metaethical relativism cannot be justified. Instead, I would like to show that to maintain
metaethical relativism it is not enough to simple assert its correctness and to enumerate a lot of examples of different
societies having different moral norms and values. It will be claimed that at least all the examples that I refer to in
the following text could be reconstructed as instances of the metaethical position of Utilitarianism. But I must
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emphasize that I am not a Utilitarian; I would see myself as a Civil Rights Libertarian. Robert Nozick (1974) and
other Libertarians stress that Utilitarianism and Libertarianism are incompatible; scholars like John Rawls (2000
[1971]) claim the same in case of Liberalism. However, some scholars like Jonathan Wolff (1996) state that
Utilitarianism on the one hand and Liberalism or Libertarianism on the other can be made compatible by arguing
that granting certain rights would increase the utility of both individuals and society. Actually, this is an
argumentation Liberals and Libertarians are not really happy with. But here it is not the place and not the time to dig
deeper into the pursuit of such metaethical considerations.

Feminism and Information Ethics
Carol Gilligan‘s seminal work ―In a Different Voice. Psychological Theory and Women‘s Development‖ published
in 1982 ignited a most important and still ongoing discussion about the question whether gender is an essential
(moral) category which has to be taken into consideration in debates concerning justice; for sure, Gilligan‘s book is
one of the most significant and, simultaneously, controversial contributions to the feminist discourse. Feminism is
not as homogeneous as many lay people may think. For example, the early feminism of the 1960‘s was heavily
criticized by later feminists because it implied a kind of universalism: Those critics argued that early feminism did
not differentiate between women belonging to different social classes, between women of different ethnic origin,
and so on. The feminist discourse itself is multilayered and complex but for the purposes of the paper at hand we can
focus on the feminist claim that gender is one of the most important human traits that has to be taken into
consideration in all social and moral debates and scholarship.
It can be no surprise that this claim had its impact on debates concerning information and communication
technology (ICT) in general and information ethics in particular, too. One can find many scholars stressing that, for
instance, gender is key to the understanding how people use the Internet (e.g. Allen, 2000 or Sheehan, 1999). And
one also can find a lot of publications emphasizing that computer ethics and information ethics must take gender and
feminist approaches into consideration (e.g. Froehlich, 2004). One of these publications is Alison Adam‘s paper
―Computer Ethics in a Different Voice‖ (2001) which obviously is titled with reference to Gilligan‘s book. It carried
on the feminist discourse concerning ethics with regard to the use of computers or, more general, information and
communication technology.

Privacy in Mainstream Intercultural Information Ethics
But gender is not the only category that is supposed to be essential for an intercultural information ethics. Within the
information ethics community one can observe a mainstream discussion stressing that social and cultural
particularities, traditions, religious customs, and the like are most important if an intercultural information ethics is
at stake. As already mentioned (see Weber, 2010), the argumentation seems to go roughly like this:
Several (comparative) studies have shown that different cultures react in different ways to the social impacts of
information and communication technology. People try to adapt to the challenges of ICT by applying culturally
determined norms and values. One source of these norms and values is the locally dominant religion, another one
local tradition, and a third one culturally defined philosophy. From the most obvious fact that religions, traditions,
and philosophies are diverse, that they include quite different social and moral norms and values, and that they
demand for very different kinds of behavior the conclusion is drawn that an intercultural information ethics must
take those differences into account. As a first deduction one may add that the existence of all these different social
and moral norms and values seems to strongly corroborate moral relativism on the descriptive as well as on the
metaethical level, as many of these scholars would claim.
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Indeed, such social and cultural particularities are essential in information ethics and therefore of course in
intercultural information ethics since it is them we would like to understand, explain, and – in cases of conflicts –
resolve. There are many examples of papers which deal with such social and cultural particularities, traditions,
religious customs, and the like. For instance, Makoto Nakada and Takanori Tamuras excellent paper concerning
―Japanese Conceptions of Privacy‖ (2005) describes cultural determined norms and values and their impact to
Japanese people‘s everyday behavior. Nakada and Tamuro claim that two metaphysical concepts called seken and
shakai guide and influence the behavior of Japanese people towards that what is called privacy in western culture.
But since Nakada and Tamura refer to religious beliefs and metaphysical assumptions to explain individual behavior
they do social psychology, not ethics. One can summarize their approach with the following assertion: Japanese
culture includes the concepts of seken and shakei, western cultures do not. Seken and shakai influence Japanese
people‘s behavior concerning privacy. Therefore this behavior is different compared to western people‘s behavior.
Actually, Nakada and Tamuro established the assumption of a causal relation between culturally determined
metaphysical conceptions and privacy related behavior.
Mutatis mutandis, the same can be said with regard to Yao-Huai Lü‘s (2005) interesting article concerning
Chinese attitudes to privacy as well as Masahiko Mizutani, James Dorsey, and James H. Moor‘s (2004) informing
essay regarding Japanese people‘s understanding of privacy, or Krisana Kitiyadisai‘s (2005) instructing work on
privacy rights and protection in Thailand. In case of Lü, it is claimed that among other concepts there is a specific
traditional understanding of privacy called Yinsi in the sense of shameful secret (Lü, 2005: 8). According to Lü, this
concept currently is supplemented by a more western styled understanding of privacy and that this process was and
is triggered by the economic and political reforms started in Thailand as well as by external influences. Again, the
assumption of a causal relation is established, now between changing Chinese traditions on the one side and
globalization as well as economic and political reforms on the other side. Mizutani, Dorsey, and Moor (2004)
describe in great detail Japanese social and moral concepts that might be related to privacy; they also claim that in
Japan exists a minimal sense of privacy but that such a minimal sense of privacy is not enough to effectively protect
privacy in a global range. In this case the paper completely remains on the descriptive level. Finally, Kitiyadisai
(2005) claims that political reform and globalization have accelerated social change in Thailand with regard to
privacy but that traditions and particularly Buddhism still have strong and persistent impact on people‘s privacy
related behavior in Thailand. Again, the assumption of a causal relation is established.
Probably, there are a lot more papers of this kind in the context of ethics as well as in other scholarly contexts (e.g.
McDougall, 2001). Of course, particularly for westerners such studies and papers are most informing since
knowledge concerning non-western cultures in general as well as culturally determined attitudes, behavior,
traditions, formal and informal regulations, and laws in other than European or North-American countries in
particular yet isn‘t widespread among, for instance, western scholars.

Causal relations, moral justifications and the naturalistic fallacy
Without doubt the above mentioned causal relations should not be understood in the strict sense the term is used in
philosophy of science and in science itself. Of course those authors that were referred to did not claim that there is
some cause strictly determining some effect. This sense of causal relation would imply that each individual that
would be affected by a particular cause would behave in a certain way and would not be able to behave in another
way. But in reality this is plainly wrong. In China or Thailand or elsewhere certainly there are people who change
their privacy related behavior because they are influenced by their contact with western culture. But at the same time
there are people having contact to western culture who do not change their privacy related behavior. All the papers
mentioned above provide for empirical evidence for this claim. It is evident that on the individual level one cannot
establish such a strict causal relation but it is possible to establish it on the level of populations: There is plenty of

297

evidence for the claim that parts of the, for instance, Chinese or Thai population have changed and still change their
privacy related behavior as result of their contact with western culture.
Yet, to establish the assumption of a causal relation, whether in a strict sense or not, does not establish a moral
justification. In fact, as I already said above, all the papers I referred to do not deal with ethics in terms of seeking
out our moral justifications but deal with moral norms and values merely on a descriptive level. Such descriptions
are pretty important in sociology or social psychology and in other behavioral sciences. One also can use these
findings as strong evidence for descriptive moral relativism. But descriptive moral relativism alone does not
establish metaethical relativism. To do that one has to demonstrate that it is not possible to find one single moral
justification for all these different moral norms and values – and I would like to claim that this demonstration is not
feasible.
One argument against the possibility of such a demonstration, although here it should not be developed further
more, is that claiming that all these different moral norms and values are simply justified because they exist and
people obey them as moral orders would establish a naturalistic fallacy. But I would like to back up my claim in a
more positive way by showing that at least all the above mentioned moral norms and values concerning different
understandings of privacy might be justified in Utilitarian terms.

The Quest for Principles
It is not necessary to compare such obviously very different countries like, for instance, France and Thailand to
realize that they differ much in terms of culture. For example, James Q. Whitman shows impressively that the
American and European conception of privacy is in fact quite different and that these differences will not disappear
(Whitman, 2004: 1221):
―In truth, there is little reason to suppose that Americans will be persuaded to think of their world of values in a
European way any time soon; American law simply does not endorse the general norm of personal dignity found in
Europe. Nor is there any greater hope that Europeans will embrace the American ideal; the law of Europe does not
recognize many of the antistatist concerns that Americans seem to take for granted.‖ He continues by saying that
―[o]f course we are all free to plead for a different kind of law—in Europe or in the United States. But pleading for
privacy as such is not the way to do it. There is no such thing as privacy as such. The battle, if it is to be fought, will
have to be fought over more fundamental values than that.‖
All parts of this citation are important for the challenge of the mainstream discourse in intercultural information
ethics. Some of the above mentioned papers might be understood as their authors are seeking – although they
probably know that it does not exist – something that in German would be called ―Wesen‖ – in English maybe
―essence‖ would catch the meaning of this German philosophical term. Particularly those scholars dealing with
privacy seem to look after the essence of privacy that all culturally determined attitudes to privacy have in common.
But ―[t]here is no such thing as privacy as such‖ as Whitman stress. Or, to put it in other way: We seek privacy not
for itself, but to realize something else. Whitman mentions that in the European tradition the function of privacy is to
protect human dignity and honor while in American tradition its purpose is to protect autonomy and liberty. In the
past, many scholars argued in a similar way, at least with regard to the American tradition, for instance Alan F.
Westin (1967) in his book ―Privacy and Freedom‖, Charles Fried (1968) in ―Privacy‖, or, in Germany in more recent
times, Beate Rössler (2001) in ―Der Wert des Privaten‖. Even the conception of privacy as property, as in Lessig‘s
(2002) paper ―Privacy as Property‖ or in Volkman‘s (2003) paper ―Privacy as Life, Liberty, Property‖, echoes the
interrelation of privacy and liberty, if additionally one takes statements like Alice Tay‘s (1978: 10) into account:
―Property is that which a man has the right to use and enjoy without interference; it is what it makes him as a
person and guarantees his independence and security.‖
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Now, if one takes a closer look into the respective literature, one certainly will find Robert C. Post‘s essay ―Three
Concepts of Privacy‖ in which he writes:
―The first [conception of privacy, KW] connects privacy to the creation of knowledge; the second connects
privacy to dignity; and the third connects privacy to freedom. I shall argue that the first concept should not be
understood as a question of privacy; that the second is a helpful way of apprehending privacy, but that it should
focus our attention primarily upon forms of social structure; and that the third is best conceived as an argument for
liberal limitations on government regulation.‖ (Post, 2001: 2087)
This is what I mean when I am talking about principles concealed behind culturally determined conceptions of
privacy. However, these three principles which Post presumes might be not enough if one takes non-western
cultures into account. Therefore, I would like to stress that one of the most important tasks in intercultural
information ethics is not merely to describe, for instance, those traditions, religious beliefs, social customs, and the
like that shape the respective attitude to privacy in a particular culture but to identify the social and moral values this
particular understanding of privacy shall help to realize. Furthermore, I would like to stress that only by
accomplishing this task it would be possible to decide whether certain cultures are compatible with each other with
regard to essential social and moral norms and values. If one follows Whitman, even the American and European
conceptions of privacy are incompatible since they base on very different principles, autonomy and liberty on the
one side and dignity and honor on the other. It might happen – and I would like to add: very often – that in other
cultures conceptions of privacy are based, for instance, on social control, religious salvation, or even something else
totally alien to western people.

Economic and Moral Theory
Yet, this is not where our analysis shall end. As I already mentioned above, at least some, if not many information
ethicists – among them, I would suppose, Philip Brey, Rafael Capurro, or Michael Nagenborg – support metaethical
relativism. But if one agrees to Thomas Jefferson‘s phrase ―All men are created equal‖ then on a very basic level all
men show the same behavior. This assumption is the fundament of Rational Choice Theory which is one of the most
important and influencing theories in social sciences like sociology and particularly economics. Roughly speaking,
Rational Choice Theory claims that all human individuals try to maximize their own utility. What utility is differs if
one compares individuals since each individual has its own preferences which are determined by a plenty of factors
among which culture, religion, traditions, norms, values, and the like can be found. In moral philosophy we know a
metaethical theory that has strong ties to Rational Choice Theory: Utilitarianism. Here, utility is most often
translated into pleasure or happiness. Again, very roughly: Human actions are morally justified if and only if they
increase pleasure or decrease pain for most of the members of a moral community. Now, one can argue that the
existing different culturally determined attitudes concerning privacy evolved because they allow people to maximize
pleasure, happiness, or utility in their respective moral community.
If one, at least in principle, could demonstrate that each set of culturally determined moral norms and values fits
the requirements of Utilitarianism then it is shown that there exists no less than one possible metaethical justification
of these quite different moral norms and values. Additionally, this would imply that metaethical relativism is plainly
wrong. I would admit that such an endeavor might be impossible to accomplish. But moral norms and values did not
fall from heaven, they evolved during a long time and they were obeyed because they had a positive function in
society. If one accepts this outline of a moral theory one can even explain why moral norms and values that met the
requirements of a society in the past currently are changing rapidly. A globalized economy, global communication
and information networks, and the like and their impacts to societies create new challenges which only can be met if
moral norms and values are changing, too. It is all to obvious that norms and values that fit to the requirements of,
for instance, a rural community in which all members know each other won‘t fit to the requirements of a globalized
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economy in which individuals, groups, companies, state authorities, and so on must interact knowing very little or
even nothing about each other.
In rural communities trust on the basis of knowledge helps to make interactions possible. But interactions among
people who do not know each other and therefore do not have any reason to trust each other require other tools than
merely trust. In such cases, contracts are the viable tools to organize interactions. Contracts call for enforceable
rights and a state who guarantees those rights and their enforcement in case of conflicts. Yet, one does not need to
make metaphysical assumptions concerning human rights. It is only necessary to realize that individual rights and
the rule of law are the most eligible and reliable tools to organize interactions in a society build of strangers.
Individual rights and the rule of law can be used to maximize the common good as well as individual welfare.
I would like to claim that it is inescapable that all societies willing and aiming to take part in the globalized
economy and willing and aiming to use information and communication networks – and may it merely on a national
scale – will develop a set of basic rights in which privacy and data protection will be an important part. Without
such rights the use of ICT as well as participation in a global economy will just produce inequalities and injustice.

Final remarks
Until we may find some of these basic principles mentioned above and something like a minimal set of moral rules
and norms for a global moral community pragmatic rules like codes of conduct, best practices, and the like might be
all we get to resolve and prevent conflicts. However, this cannot be the core of an intercultural information ethics
(cf. Wong 2009). In case of persistent and intractable incompatibilities of social and moral norms and values,
economics might be our last resort. That does not necessarily implicate that human behavior fully can be explained
by economic theory (although I would stick to that idea). Rather, it means that people can evaluate the economic
worth of their particular understanding of, for example, privacy to decide whether they shall interact with people
belonging to another culture on the basis of their terms of trade. Yet, to develop this idea a bit further, it needs to
write another paper.
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Abstract
Quantum computing is an emerging technology that has significance across several academic disciplines (including
physics, computer science, and philosophy). In this paper we apply principles from Floridi and Sanders' work on
Information Ethics to explore the ethical implications of quantum computing. In particular, we use three distinct
levels of abstraction to examine quantum computing - LoA1: the observables visible to a user of an application that
relies on quantum computing, LoA2: the observables visible to computing professionals implementing the
application, and LoAS: the observables that make visible the societal consequences of the application. We find
evidence that quantum computers are not an instance of evil in the Information Ethics sense and provide evidence
that small quantum computers are ethically different than large quantum computers.

Keywords
Quantum computing ethics, information ethics, Floridi, levels of abstraction

1. INTRODUCTION
In our previous work (see Grodzinsky, Miller, Wolf, 2011), we have used Floridi‘s Levels of Abstraction (LoAs)
(Floridi, 2008b) to explore issues of trust. In this paper we use the method to analyze quantum computing from an
ethical perspective. In the second section, we examine the differences between the quantum and classical paradigms
using three levels of abstraction: the users (LoA1), the developers (LoA2) and society (LoAS). Then, we extend the
analysis to encryption issues that impact e-commerce at LoAS. In this instance, the technical fields of computer
science and cryptography must wrestle with the subtleties of physics, and experts in e-commerce must come to grips
with how quantum computing might render obsolete the cryptographic glue that has been holding together its
systems for decades. In the third section we argue that quantum computing, taken as whole, does not introduce
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entropy, as defined by Floridi, into the infosphere. We conclude that it is unlikely that quantum computing is evil in
the sense found in Floridi‘s Information Ethics (IE). We also argue that there is likely an ethical difference between
small quantum computers and large quantum computers.
2. QUANTUM COMPUTING
General quantum computing is in the research stage and barring an unexpected breakthrough will not be used or
available in a general sense for some time. Due to the nature of quantum computation, the phrase ―quantum
developers‖ needs to include a broader range of people than we normally consider in the development of traditional
computing applications. In traditional computing, developers typically only include those people developing the
software and the businesses they work for. Quantum developers include those people, plus physicists working on
the development of quantum computer hardware and theoreticians developing quantum algorithms. Much is already
known about the nature of quantum information and fundamental quantum computation techniques, giving us the
opportunity to begin exploring ethical issues that are emerging with this model of computation.
2.1 Ethical Concerns about the Probability of Incorrect Results
Even in its research stage, quantum computing has generated some ethical concerns because of its potential power.
(For example, see Weckert (2002).) Some quantum computers already exist, but they are small devices that are
either general purpose research-oriented devices or single application devices (discussed below). Many experts are
convinced that larger quantum computers, capable of significant computation, are likely in the foreseeable future
(Cincotti, 2009). If quantum computing becomes a common, practical technology, we expect that several new and
significant ethical issues will arise. One important issue might be trust because of the nature of quantum storage and
processing.
Quantum information is stored in a collection of quantum bits (qubits). The collection is called a quantum
register. Qubits have a number of properties that distinguish them from classical bits. Most significantly, the
physics of qubits demands that the state of a qubit at any given moment cannot be ―known‖ in a classical sense. A
qubit can be thought of as being both a 0 and a 1 simultaneously (in superposition). When the superposition is
destroyed, the qubit becomes a classical bit, either a 0 or a 1, with a certain probability. The very nature of quantum
computation is to manipulate that probability so that the correct result is most likely. The implication is that while
most of the time the result will be correct, sometimes it will be wrong. This ―fact of nature‖ complicates any
algorithm that depends on qubit processing. For some applications, there are strategies that can mitigate this
problem. For example, a large quantum computer can factor a large integer I much faster than current computers.
Since it is trivial to check if an integer factoring is correct (just multiply the proposed factors and make sure that the
product is I), the algorithm can automatically check the factors and then produce additional candidates until correct
factors are found and verified. Because the quantum subprocess is efficient, it is practical to compute in this way.
Unfortunately, it will also be possible to use quantum subprocesses to speed up algorithms for problems that do not
have an easy check for correctness, thus calling the reliability of the results into question
This low-level technical detail about quantum computing sets up an interesting trust issue that can be explained
using LoAs. Future quantum developers will be well aware of the probabilistic nature of qubits. But most computer
users will not be aware of this, nor will they want to be bothered about it. On one hand, it will be the responsibility
of developers, at LoA2, to shield users, at LoA1, from the consequences of qubit uncertainty through an ethic of care
in development. On the other hand, it will be the responsibility of developers, at LoA2, to inform the users of the
probabilistic nature of the results of computations based on qubits. Users‘ trust of computational accuracy will be
based on how much users trust the developers. If the widespread introduction of quantum computing is done in such
a way that mistrust in computing becomes significantly higher because of that introduction, this will have important
societal effects at LoAS.
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Since quantum results are probabilistic, a developer typically determines a probability threshold beyond which the
results are to be considered ―correct.‖ In some situations, programmers may decide that a certain small level of
uncertainty in the correctness of an output from a quantum calculation will be well worth the increase in speed. If
the probability of an erroneous result is sufficiently small and the increase in speed is sufficiently dramatic, such a
decision could be defended in some applications. However, the same tradeoff may not be acceptable for other
applications. Once again, this situation will require an increased level of care by developers to make sure that their
quantum applications are used appropriately, and that users of a particular quantum result (who will sometimes be
other developers at LoA2 and sometimes will be less sophisticated users at LoA1) are fully aware of the tradeoff. If
not, then the developers will be allowing the probabilistic nature of qubit physics to make their own products
untrustworthy for the public.
Only someone who knows about the intricacies of quantum computing can make an informed ethical choice about
picking the threshold of correctness; quantum developers at LoA2will have that kind of knowledge, but users at
LoA1 typically will not. There is power and responsibility in that choice. The implementation of any algorithm
necessarily includes a non-zero (but usually small) probability of failure due to such things as hardware failures and
communications problems unrelated to the algorithm itself. One could argue, then, that the quantum-induced
probability of failure is not a new problem and merely an addition to an existing problem. There is some truth to this
statement, but we have two concerns:
1. In any given implementation, the quantum-induced probability of failure may be significantly more problematic
than other problems of failure not related to the algorithm itself. This is a quantitative concern due to the use of
quantum computing. Furthermore, this probability of failure is under the direct control of the developer. With a
higher threshold comes a lower probability of failure. Thus, every implementation of a quantum algorithm is
imbued with a significant ethical decision not found in most other forms of computation.
2. Even though the implementation of an algorithm on a physical computer may introduce problems, in traditional
computing the algorithm itself is assumed to be correct from the point of view of the user (LoA1). In a quantum
implementation, the inherent uncertainty is linked to the theory of quantum computing in a way that is qualitatively
different from other concerns, and should not be dismissed a priori because the probability of quantum failure may,
in some cases, be quantitatively small compared to other threats to correctness. If there is widespread fear of the
inherent uncertainty of quantum computation, even if that concern is ―overblown‖ in comparison to the actual risks
associated with very small probabilities of failure, then the fear itself could have significant effects at LoAS.
2.2 Ethical Concerns about Debugging Quantum Computing Solutions
Right now, quantum computation is in its infancy, just as classical computation is maturing. An attribute of that
maturation process is the relatively stable role classical computers play in the lives of many people--at home, work
and school. People have begun to expect, perhaps unconsciously, that computers behave in a particular and often
predictable way. Part of that expectation is based on the way that software is developed. That is, the enterprise of
developing software has matured to a point where there are well known guidelines and techniques that help ensure
better developed software. There is much controversy about which techniques are the best and about whether
sufficient reliability is typically achieved. However, many scholars agree that effective techniques are available,
even if many developers choose to ignore them. (For example, see Parnas (2009).) Regardless of the particular
software engineering technique used, debugging software is part of the software development process. Debugging
will be significantly different for quantum computation.
In addition to qubits being probabilistic, quantum computation differs from traditional computing in two more
ways that have an impact on known methodologies for debugging software. It is impossible to make copies of
quantum registers and it is impossible to inspect quantum registers part way through a computation without
destroying the computation that is in progress. That is, inspecting the quantum register stops the computation in its
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tracks. The qubits become classical bits and all quantum properties are lost. Because of these two important
differences, debugging quantum software will be profoundly different from debugging traditional software. At an
ethical level, as new debugging techniques are developed, the probabilistic nature of quantum computation should
serve as a constant reminder to the debugger of quantum software that no two quantum registers prepared and
treated identically can be assumed to register identical information as is so often done (and rightly so) with the
information stored in classical memory.
2.3 Ethical Concerns About Quantum Computing and Encryption
Trust is required between buyers and sellers in ecommerce; buyers also must trust the sociotechnical system used to
convey their information and their money to a seller. The issue of concern is that most internet security is provided
by cryptographic methodologies that rely on the inability of computers to factor integers efficiently. A large
quantum computer will be able to factor large integers efficiently (Shor, 1994). Anyone who possesses a quantum
computer with a sufficiently large quantum register will have the means to break any cryptographic code that relies
on today's most popular cryptographic techniques.
Rivest and his colleagues at MIT, developers of the classical public key encryption system in use today, question
whether anyone would build a large quantum machine just to break encryption codes. They claim that as soon as
that happens, people will simply switch to another encryption scheme (e.g., lattice-based cryptography seems to be
impervious to quantum techniques) that does not rely on the factoring of large integers (Chandler, 2011). However,
looking at quantum computing from LoAS, it is unlikely that once quantum computers are widely available, existing
classical computers will all be replaced at the same moment. It is during this transition time that the development of
quantum computers has the potential to have a profound impact on all of society. For example, someone with access
to a large quantum computer could in a reasonably short time decode any message encrypted with standard
encryption techniques. The resulting imbalance of power between those who depend on ecommerce and those who
can reveal encrypted information between buyers and sellers will have dramatic effects at LoAS. Until the effects at
LoAS emerge, however, the economic effects could be severe, and there would probably be political consequences
for those in power who allowed this situation to develop.
A similar power imbalance could exist if a large quantum computer is under control of a government or
government agency. Since secure communications techniques between individuals use the same sort of encryption,
all messages could effectively be decoded. Of course, this has significant implications for privacy, democracy and
international relations. Given the availability of encryption schemes whose security does not rely on the difficulty
of factoring large integers and the potential threat that is posed by the development of quantum computers, there is
an ethical case for moving the Internet to a new form of encryption now and not waiting until large quantum
computers render the dominant forms of encryption futile.
3. FLORIDI'S INFORMATION ETHICS AND QUANTUM COMPUTING
In addition to the ethical challenges inherent in its use, quantum computing may also present a fundamental
theoretical challenge to Floridi‘s Information Ethics.
An extended passage from Floridi (2005) discusses how increasing ―entropy‖ (the term as used by Floridi is
explicitly different from its use in physics) is the fundamental evil in Information Ethics:
Entropy here refers to any kind of destruction, corruption, pollution and depletion of informational
objects (mind, not of information), that is, any form of impoverishment of being, including
nothingness, to phrase it more metaphysically. … IE evaluates the duty of any moral agent in
terms of contribution to the growth of the infosphere (see section 2.5 and 2.6) and any process,
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action or event that negatively affects the whole infosphere—not just an informational entity—as
an increase in its level of entropy and hence an instance of evil.
According to Floridi (2005), ―an action is unconditionally commendable only if it never generates any entropy in
the course of its implementation.‖
It is essential to note that Floridi uses ―entropy‖ in two different ways in the context of information ethics. Both of
them are present in these quotes. At one level, entropy is caused by an action and happens to an information object.
However, this sort of entropy cannot be evaluated in and of itself as a source of evil. The action and the resulting
entropy must be considered in the context of the infosphere. That is, the informational object-level entropy must
increase the level of entropy in the infosphere for it to be considered an instance of evil. These descriptions are
consistent with the technical definitions of good and evil developed early on (Floridi and Sanders, 1999). We refer
the interested reader to that paper for a complete description of the formal tools and summarize them briefly here.
To begin, within a system an action is evil if it increases entropy when applied to a given state. An action is good if
it either decreases or leaves the entropy of the system unchanged when applied to any state. An action is benign if it
never changes the amount of entropy when the action is applied to a state of the system.
In the remainder of this section we focus on all of society and consider whether the introduction of quantum
computation is an act of evil. We will argue that quantum computing is not an instance of evil according to IE. In
addition, we will argue that quantum computing using small quantum computers seems to be ethically different
(according to IE) than quantum computing using large quantum computers.
3.1 Quantum Computing is Not an Instance of Evil
In the process of a quantum computation, a quantum register is prepared in a probabilistic state, the computation
proceeds by modifying the quantum register, and finally, the quantum state is destroyed in order to gain access to its
classical information. In the destruction of the quantum state, all quantum information is lost. Viewing the quantum
register as an informational object, an initial reaction may be that these definitions of entropy and evil imply that
quantum computing may be considered fundamentally evil, or at the very least, not commendable according to
Information Ethics. The argument is that in this case, the infosphere has been negatively affected by the loss of the
quantum information.
However, this argument is insufficient. In order for quantum computation to be an instance of evil, there must be
evidence that the process, action or event "negatively affects the whole infosphere." Quantum computation, on the
whole, likely does not meet that standard for evil. In the case of the destruction of the quantum state, the infosphere
gains the new information object as a natural part of the computation. Assuming that the intentions of those running
the program were not malicious, the purpose for the computation was the formation of the new information object
that resulted from the computation, either as it is or as necessary part of a subsequent information object. Thus,
quantum computation enriches the infosphere when it delivers its final result.
Another potential strike against quantum computing is that an algorithm that relies on some piece of its
computation being carried out with a quantum register and a quantum subprocessor introduces an inherent
uncertainty that must be either managed (for example, checked for correctness before reporting back to a user) or
tolerated. Simply because such uncertainty can sometimes be managed, does not remove the objection that quantum
computing is, at its core, less certain than traditional computing. If it is less certain, then it might be argued that it is
less good in Information Ethics. Thus, one might conclude that the act of developing quantum computers and
deploying them to solve problems is inherently evil.
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Again, we judge this argument to be insufficient. Indeed, if it were correct, then any probabilistic computation,
including classical computation with the addition of randomness, would be subject to the same sort of argument. In
any computational setting, it is not the computation that is the potential source of damage to the infosphere. The
potential damage comes from the (incorrect) choice of probability thresholds and insufficient software safeguards to
protect against incorrect responses. Again, let us assume that a particular desired information object is valuable to
the infosphere, and that the result of some probabilistic computation (quantum or classical) results in the correct,
desired information object. If the result is not the desired information object, then in all likelihood there has been
damage to the infosphere. But this is not a problem of the quantum computation, per se, it is a problem of the
developer of the quantum system. The developer has either not done enough to ensure that the result is correct or to
inform the user that the result may not be correct.
Finally, in support of our claim that quantum computers are not inherently evil we note that small quantum
computers can help prevent entropy in the infosphere. Quantum computers are already commercially available in
communication devices that use quantum physics to ensure secure communication through a process called quantum
cryptography. Assuming that the message to be communicated is not damaging to the infosphere, quantum
cryptography prevents messages from falling into the wrong hands unbeknownst to the sender and receiver. The
―best‖ an attacker can do is to prevent a message from being sent, and in doing so, immediately betrays the presence
of the attacker. But again, preventing the sending of a message is nothing new. An attacker can do this in classical
communication. At the very least, this application of quantum computing prevents subtle and difficult-to-detect
entropy (damage done by an undetected attacker) from being introduced into the infosphere.
We have explored fundamental differences between classical and quantum computation. These differences need
not generate significant new ethical concerns for the infosphere. We also see some evidence that quantum
computing may bring some additional good to the infosphere by helping secure private communication. Thus, we
do not agree with the proposition that quantum computing is evil in the sense of IE evil.
3.2 On the Ethical Distinction Between Large and Small Quantum Computers
In what follows, we consider two different actions: developing small quantum computers and developing large
quantum computers. (As a matter of ease, we use ―small quantum computers‖ and ―large quantum computers‖
respectively to refer to these actions.) Following Floridi‘s definitions of IE good and evil, we argue that while small
quantum computers are likely to be ethically good and that the issue is less clear for large quantum computers.
While we do not find evidence that they are evil, we do not find a strong case that they are not evil. These two
claims taken together allow us to conclude that small quantum computers are ethically different from large quantum
computers. Even if both large quantum computers and small quantum computers are eventually judged to be not
evil, they may still be ethically distinct.
In the previous section we established that through quantum cryptography small quantum computers using only a
few qubits can help prevent entropy in the infosphere. A similar argument can be made about quantum random
number generation, another current commercial application of small quantum computers. That is, if the use of the
random numbers is above reproach, at the very least, truly random numbers, which are given by quantum random
number generators, are at least as good for the infosphere as the pseudo-random numbers that are generated
classically.
In order for small quantum computers to be given a ―good‖ designation by IE, a similar sort of analysis is needed
for all other applications that only can be done on small quantum computers. Such applications might be few, and if
so, there is a reasonable chance that quantum computing with a few qubits is ethically good.
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Thus, our level of confidence regarding the statement that small quantum computers are good is mainly tempered
by our level of confidence in the statement that all applications of small quantum computers are good. We have a
high level of confidence in this statement because small quantum computers do not have much impact, either
positive or negative, on computer applications that impact the infosphere. That is, they provide no significant
advantage in terms of what is computable or how efficiently something is computed over classical computation.
It might be the case, however, that there is an ethical distinction between small quantum computers and large
quantum computers. That is, small quantum computers might be of a different ethical class than large quantum
computers due to the increased size and computational power of large quantum computers. If problems can be
solved efficiently with large quantum computers that cannot be solved efficiently and practically with classical
computers or with small quantum computers, there could be a significant ethical difference between small quantum
computers and large quantum computers. Our main ethical concern comes from large quantum computer's ability to
factor large integers efficiently as discussed in section 2.3. This could be a strike against large quantum computers
in IE. If quantum computers rob us of our means of providing secure communication, much damage could result to
the infosphere. (The effects of such a change would be visible at all of our levels of abstraction.) Many messages
that are private now will no longer be private. In this scenario, we seem to have a case where large quantum
computers have met the minimum requirement for being evil. However, the alternative cryptographic techniques
mentioned above get quantum computation out of this ethical bind. The question that remains is whether there is
another problem that large quantum computers can solve efficiently that damages the infosphere.
4. CONCLUSIONS
Quantum computing introduces new ethical challenges that need to be met by quantum developers at LoA2 to
satisfy their responsibilities to users at LoA1, including dealing appropriately with the probabilistic nature of
quantum computation. Other ethical challenges arise at LoA1 due to the challenges the nature of superposition and
entanglement (a feature of quantum physics not discussed here) bring to the development and debugging processes
at LoA2. Our analysis at LoAS identifies additional ethical responsibilities that quantum developers and those in
charge of the Internet have with respect to the roll out of large quantum computers. Developers of quantum
computing systems, like developers of other new technology, bear an additional burden of care.
We asked the question of whether the introduction of quantum computing is evil or good according to Floridi's IE.
We have identified numerous potential objections to the introduction of quantum computers and, by identifying a
single instance of ethical good that comes from small quantum computing, have concluded that the quantum
computing cannot be accurately described as an instance of inherent evil for the infosphere. We then made an
argument that small quantum computers and large quantum computers are likely to be in different ethical categories.
It is not yet clear if widespread use of large quantum computers will be an overall good or evil for the infosphere.
However, it is clear that the major factor in determining if quantum computing is an IE good or an IE evil is the
collection of problems not efficiently solvable by classical computers that are solved efficiently by quantum
computers. Our analysis shows how quantum developers implement quantum algorithms and computers, and how
users of the technology take advantage of its power raise important ethical questions. If quantum developers are
careful and transparent about how they manage the uncertainty of qubits, the infosphere is likely to improve with the
introduction of quantum methods. If quantum developers are careless and secretive about the uncertainty of their
algorithms and applications, the infosphere will be harmed. If quantum technologies are wisely anticipated and
gracefully introduced by ecommerce and communication experts into online systems, the infosphere could be
enhanced; but if quantum technologies are allowed to undermine trust on the Internet due to malicious use and
negligent oversight, then the infosphere will be harmed.
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Abstract
For the researchers of China‘s ICTs, 2010 will be an interesting and important year. A series of events have
happened, and they have showcased the Chinese Communist Party‘s (CCP) position on ICTs and its differences
from the European and North American counterparts. Although there is clearly an interesting contrast between the
CCP‘s and the West‘s position, and the views on ICTs issues in the West have received much attention from
researchers, relatively little attention has been paid to the CCP‘s position. Currently, the research on China‘s ICTs –
and, particularly, the China‘s Internet – often falls into the democratization perspective, in which ICTs are
investigated for their potentials for democratisation and for their influences on political authorities. Of course, the
topics in the democratization perspective are important. But, as MENG has pointed out, this perspective risks
overlooking other equally important topics, which are not immediately related to democratization. Also, by
assuming the democratization perspective, which is essentially based on an Euro/Ameri-centric standard, it is all too
easy to dismiss any claims made by the CCP, which fail to satisfy such a standard, as illegitimate. To interrogate the
CCP‘s position fairly, a different perspective is needed. This perspective must make room for the CCP‘s own
normative ground, and allows us to study its position on its own terms. The overall aim of this paper is to illustrate
what values, especially the values related to the good life, are embedded in the CCP‘s position. The disclosed values
can then be used creatively in the discussion of the impacts of ICTs on people‘s well-being. In short, my analysis
aims to examine China‘s ICTs and the CCP‘s position from inside, i.e. it starts and ends with its own values. This is
an important task, as I have argued elsewhere, going beyond the West is the first step towards a more comprehensive
analysis of ICTs and the good life.
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Chinese Internet, Intercultural Information Ethics, Confucian Values, Carol Bacchi, (Axiological) Frame
Analysis

INTRODUCTION
For the researchers of China‘s ICTs, 2010 will be an interesting and important year. A series of events have
happened, and they have showcased the Chinese Communist Party‘s (CCP) position on ICTs and its differences
from the European and North American counterparts. In the start of 2010, Google threatened to withdraw from
China over issues on Internet censorship and on alleged cyber-attacks from the Chinese government; and, its actions
were seemingly backed by the United States, e.g. Hillary Clinton‘s speech on ―Internet Freedom.‖ (Clinton 2010) In
return, the CCP responded by criticising both Google and Hillary Clinton; and then, in mid-2010, the CCP published
a white paper, entitled The Internet in China, outlining its Internet policy. (State Council Information Office of the
People‘s Republic of China [SCIO] 2010) Late in 2010, the Chinese Academy of Social Sciences, a governmentbacked academic organisation, released the first issue of the Blue Book of New Media, which is an organised
attempt of the CCP to reflect on ICTs-related issues in China, and to do so consciously from their perspective. (YIN
2010) The aforementioned events, I believe, have illustrated two points. First, China has become increasingly active
in promoting her own position on ICTs in the globalising world, and it involves not only defensive responses to the
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United States and the others, but also substantive discussions of its own position on ICTs. Second, while similar
terms, such as rights and freedom, are being used by the CCP and the West in specifying and defending their
positions on ICTs-related issues, the clashes between the two sides have indicated that the two positions are clearly
distinct. In other words, there are notable differences between the CCP‘s and the West‘s position on ICTs-related
issues.
Although there is clearly an interesting contrast between the CCP‘s and the West‘s position, and the views on
ICTs issues in the West have received much attention from researchers, relatively little attention has been paid to the
CCP‘s position. Currently, the research on China‘s ICTs – and, particularly, the China‘s Internet – often falls into
the democratization perspective, in which ICTs are investigated for their potentials for democratisation and for their
influences on political authorities. (MENG 2010) Of course, the topics in the democratization perspective are
important. But, as MENG has pointed out, this perspective risks overlooking other equally important topics, which
are not immediately related to democratization. Also, by assuming the democratization perspective, which is
essentially based on an Euro/Ameri-centric standard, it is all too easy to dismiss any claims made by the CCP that
fail to satisfy such a standard as illegitimate. But, if the CCP‘s and the West‘s position on ICTs represent two
visions, which are built on two normative grounds, then there is no reason to deny the CCP‘s position outright. 92 To
interrogate the CCP‘s position fairly, a different perspective is needed. This perspective must make room for the
CCP‘s own normative ground, and allows us to study its position on its own terms.
It should be reminded that even if it is tempting to disregard the claims on ICTs made by the CCP as merely
propagandistic, they nonetheless present an alternative way to look at ICTs. More importantly, insofar as this
alternative way to look at ICTs expresses certain normative standpoints on the impacts of ICTs on people‘s life
outside the political arena, and envisions some specific relations to ICTs as more preferable, the position is not
merely political. As such, there is much to learn by setting aside, at least for a moment, the democratization
perspective and the related emphasis on politics, and to turn to the values embedded in the CCP‘s position. The
overall aim of this paper is to illustrate what values, especially the values related to the good life, are embedded in
the CCP‘s position. The disclosed values can then be used creatively in the discussion of the impacts of ICTs on
people‘s well-being. In short, my analysis aims to examine China‘s ICTs and the CCP‘s position from inside, i.e. it
starts and ends with its own values. This is an important task, as I have argued elsewhere, going beyond the West is
the first step towards a more comprehensive analysis of ICTs and the good life. (WONG 2010b).
There are, I contend, various ways to disclose the values of the CCP‘s position on ICTs and ICTs-mediated
practices. In this paper, building on Carol Bacchi‘s ―What is the ‗Problem‘ represented to be?‖ approach to policy
analysis, I will employ (Axiological) Frame Analysis to analyse the CCP‘s discourse. 93 I shall examine the
problems expressed by and represented in two document sets on ICTs and ICTs-mediated practices, namely official
documents and opinion pieces on (official) newspapers, and explicate the embedded view of the good life. I will
show that it is the Confucian view of the good life that underlies the representation of the problems in the
documents. Yet, the Confucian view of the good life is open to (re-)interpretation, and thus is not uncontested.
Hence, it is possible to examine the CCP‘s position on its own terms. Here, I will offer a different interpretation of
the Confucian view of the good life and use it to interrogate the CCP‘s position; in doing so, I attempt to offer an
internal critique to the CCP‘s position on ICTs and ICTs-mediated practices. However, before I proceed to my
analysis, a brief overview of the Confucian view of the good life is first required.

CONFUCIANISM AND ITS VIEW OF THE GOOD LIFE
Despite modernisation and globalisation, it is sensible to maintain that Confucianism too plays an indispensible role
in the Chinese self-interpretation and self-understanding and, relatedly, their view of the good life. In this section, I
will offer a philosophical analysis of the view of the good life in Confucianism.
Cf. JIANG (2010). While JIANG‘s discussion focused primarily on two distinctive views of Internet governance maintained by the CCP and the
United States (and the Western countries), his observation is significant insofar as he clearly pointed out the differences in value systems
underlying the two models of Internet governance. Also, see Damm (2007, 274-279).
93
―What‘s the Problem Represented to be‖ (WPR) is an approach to policy analysis developed by Carol Bacchi (2009), which takes policy-asdiscourse as a starting point and attempts to disclose the values, presuppositions and/or assumptions that give rise to specific representations of a
(policy) problem; in doing so, it questions the ‗problematisation‘ – or, the shaping and construction of problems – in a policy debate, but not the
problem itself. See, Table 1. for a list of questions in the WPR approach. (Axiological) Frame Analysis is a method inspired by Bacchi‘s WPR
approach; it takes Bacchi‘s list of question as the starting point; however, its emphasis is on the axiologisation, e.g. what is represented to be good
and why it is so represented. Applications of (Axiological) Frame Analysis are intended to extend beyond policy analysis. As I have argued
elsewhere, an adequate analysis of the impacts of ICTs on people‘s well-being requires researchers to look at popular appraisals of ICTs. (Wong
2010a) (Axiological) Frame Analysis, therefore, is intended to provide researchers with a method for the aforementioned task.
92
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Three major notions in Confucianism, i.e. Dao, harmony and Confucian personhood, have given rise to specific
characteristics of the Confucian view of the good life.94 For instance, Dao is the normative ideal in Confucianism, it
has priority over the right and the good, and does not distinguish between them. Accordingly, the good life in
Confucianism is also the moral life, as the good life and the moral life are unified under the umbrella of Dao.
Moreover, Dao, as a normative ideal, is manifested in harmony (and, harmonisation). Hence, the good life has to be
conceptualised in terms of harmony; or, to put it differently, in Confucianism, living well involves harmonisation
with oneself, one‘s family, one‘s community, and one‘s country. In this respect, the good life in Confucianism is
essentially socially oriented, because harmonisation always takes into considerations beyond oneself. As David
Wong (2006) has fittingly pointed out, Confucianism is a community-centered morality, which is directed at the
common good. Finally, the social-orientedness and moral dimension of the Confucian view of the good life is also
related to its view of personhood. As the Confucian notion of personhood is relational, developmental and virtuebased; thus, being a proper person has already presupposed taking into account the others, especially the family and
community members. Also, being a proper person requires individuals to ceaselessly cultivate their own virtues.95 In
other words, living well is synonymous to living virtuously.
In order to highlight the uniqueness of the Confucian view of the good life, I will now compare it with the three
theories of the good life in the European-American tradition, i.e. hedonism, desire theories and objective list
theories. Immediately, it should be obvious, unlike the Confucian view of the good life, that the three theories
maintain a conceptual difference between the good and the right, and that they are about the good. More
importantly, I think, the Confucian view of the good life cannot be categorised as any of them. For instance, while
the Confucian view of the good life is not intrinsically against pleasure or satisfaction of desires, it does not aim at
pleasure-seeking or desire satisfaction. Since it requires individuals to take into account considerations beyond
oneself in light of harmony, it may even require individuals to sacrifice their own pleasure and desires satisfactions.
In this respect, the Confucian view of the good life is closer to objective list theories. Still, objective list theories,
like hedonism and desire theories, appear to aim at maximising certain objective goods. The Confucian view of the
good life, thus, differs from it in that it does not seek for maximisation, but accommodation and optimisation; and,
accordingly, some objective goods may need to be surrendered in light of harmony. It also entails that individuals
ought to be focus on what they already have, but not to look for something new. Moreover, all three theories appear
to maintain a predefined good life and conceive the good life as an end state: in hedonism, good life is the
maximisation of pleasure; in desire theories, it is the maximisation of desire satisfaction; and, in objective list
theories, it is the maximisation of the goods in the objective list. Unlike them, the Confucian view of the good life
does not have predefined goals; it is due to the fact that Confucians see the good life as a process, in which
individuals are to accommodate and optimise what is in concrete situations, and to continuously make and remake
themselves in response to those situations. In short, the Confucian view of the good life is virtuous, harmonious,
oriented towards the common good and processual.
It will be naïve to claim that the Confucian view of the good life is completely negligence of self-interest.
Confucian view of the good life is not inherently against personal interests. The Chinese notion of self has to be
understood in duality, consisting of a small self, which aims at personal interests, and a great self, which aims at
collective interests. And, personal interests are relegated to the small self, which is deemed both morally and
prudentially inferior than the great self.96 Hence, it is fair to claim that the Confucian ideal does not include personal
interests. However, it should also be noted that the relation between the small self and the great self is dynamic, i.e.
it can change in response to social, cultural and historical circumstances.97 Still, the duality of Chinese self and its
learning towards social-orientedness are supported by some recent research in psychology.
In a series of studies on the Chinese concept of the self, happiness and well-being, psychologist LU Luo and her
colleagues have argued that the Chinese self is ‗bicultural‘, which consists of both a Confucian-rooted, traditional
(social-oriented) self, and a modern (individual-oriented) self. (LU 2008a, 2008b; LU et al. 2008) Their findings,
thus, verified the distinction between the small self and the great self. And, the traditional (social-oriented) self, as
LU defined, refers to ―a connected, fluid, flexible, committed being who is bound to others.‖ (LU 2008a, 348) What
is more interesting in their research, however, is that they have also shown that the traditional (social-oriented) self
is accompanied by a social-oriented conception of subjective well-being, which is characterised by its distinctive
emphasis of role obligations and dialectic balance. (LU 2005, 2008b; LU & Gilmour 2006)
94

For an overview of these notions, see WONG (2011)
It should also be reminded that the Confucian virtues are essentially social; in particular, they are informed by a person‘s social roles. It, thus,
provides a notable difference between Confucianism and its view of the good life from other philosophical traditions that also emphasise virtues
as a necessary ingredient of the good life but do so from an individualistic perspective.
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See, e.g. YAN (2010)
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See, e.g. XU (2009)
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As LU (2008b) explained, an emphasis of role obligations in well-being means that happiness is about the
fulfilment of social role obligations and its accomplishment through self-cultivation. This emphasis on role
obligations, as it should be expected, is tied to the interdependence and relationality of the Confucian notion of
personhood. It also reinforces the point that the Confucian view of the good life is essentially oriented towards the
common good. By dialectic balance, LU refers to the view that well-being is conceived to include both happiness
and unhappiness; or, as LU has put it, ―[h]appiness is dependent on unhappiness, while unhappiness is hidden in
happiness.‖ (2008b, 296) This dialectical balance in the concept of well-being has exemplified the notion of
harmony in that importance is being placed, not on maximisation of one thing, i.e. happiness, but on accommodation
and optimisation of both positive and negative attributes.
To sum up, the contemporary Chinese view of the good life has to be understood as a dynamic composition of the
Confucian-rooted, traditional (social-oriented) view of the good life and the modern (individual-oriented) view of
the good life.

ICTs, CHINESE COMMUNIST PARTY AND THE CONFUCIAN VALUES
The CCP has expressed its view on ICTs and ICTs-mediated practices on various occasions and to both internal and
external parties. To the internal audiences, it has expressed the visions on the development and use of ICTs; and, to
the external audiences, it has mostly responded to the critics of its Internet policies. Particularly, the CCP has
responded to the Google incident in 2010 vigorously, outlined and asserted its own view on the Internet. The official
documents, therefore, offer a vivid documentation of the CCP‘s position at the policy level. Here, I shall draw on
two official documents in my analysis of CCP‘s position on Internet, i.e. the report on Concerning the Development
and Administration of Our Country’s Internet (WANG Chen 2010) and the white paper on The Internet in China
(2010). My choice of the two documents is not arbitrary; it is based on the fact that they are directed at different
audiences, namely the party members and the international observers and critics. In this respect, they have provided
representations of the Internet both internally and externally.

―Developing‖ and ―Administering‖ the Chinese Internet
At the policy level, the ‗problems‘ of the Internet in the CCP‘s position are related to Internet governance, and they
are structured around three themes, namely the problem of development, the problem of administration and the
problem of sovereignty. The CCP‘s concerns with development, administration and sovereignty of the Internet is
obvious, as the title of WANG‘s report Concerning the Development and Administration of Our Country’s Internet
has demonstrated, whereas the terms ‗development‘ and ‗administration‘ are explicitly mentioned in the title, ‗Our
Country‘s Internet‘ has signified a socio-politically- and/or geographically-bounded view of the Internet, and
thereby suggested that the Internet is an entity or space legitimately under the CCP‘s own rule. The three themes of
development, administration and sovereignty are repeated in the white paper The Internet in China, too. In this
section, I want to elaborate how these ‗problems‘ are expressed by and represented in the documents, and I will also
attempt to show that underneath the expressions and representations, it is possible to identify a strong influence of
Confucian values.

The Problem of Development
Although the CCP has recognised the two dimensions of Internet development, i.e. the technical aspects and the
sociocultural aspects, the problem of development is nonetheless represented to be principally a technical problem.
For instance, a list of actions is called for in the report:
1. [The CCP] further improve the level of Internet development and utilization. The Internet
penetration rate, its usage level, its contribution to the national economy, and its international
competitiveness still lag considerably behind […]. This requires that we start at a new point and
further accelerate development, and promote the good and fast scientific development of the
Internet, in order to develop solutions to problems in the course of development. […] We need
to accelerate the adjustment of Internet application structures, vigorously develop Internet
applications […], advance the coordinated development of the Internet in the economic,
political, and social spheres, vigorously advance the development of e-commerce, e-government,
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and e-education, accelerate content building […], and guide people in using the Internet widely
[…]. We must form a web application system that is rationally structured, well-proportioned,
harmoniously developed, and healthily regulated. At the same time, we must strengthen the
research and development of core Internet technologies, launch major research projects to
tackle key problems, raise our capacity to innovate independently, master leading core
technologies, and improve the overall development level of our country‘s Internet.
2. We must enhance the creation and production of web cultural products. We will […] develop
a web culture with Chinese characteristics, to provide more and better web cultural products
and services for the people and ensure that positive and healthy web cultural products occupy
the leading position on the Internet. […] First is to provide guidance and support to online
cultural projects. We will formulate and advance plans to develop online culture, speed up the
development and utilization of information resources, push forward the construction of major online
cultural projects such as a Chinese digital library […], and digital and multimedia research and
development, and construct a public cultural information service system. Second is to provide
guidance and support to online cultural innovation. We will use the wide-ranging and profound
Chinese culture as an important source of web culture, and push forward the digitalization of
traditional cultural treasures and original contemporary works, and put them online. We will strive to
create an array of new online cultural brands that possess Chinese style, reflect the spirits of the
times, and exhibit elegant taste. Third is to provide guidance and support to the online cultural
industry. We will speed up the merging of traditional cultural industry with the Internet cultural
industry, encourage strategic investments in web cultural enterprises by […], and nurture a group of
state-owned or state-controlled robust web cultural enterprises or conglomerates to continue to
improve the scope and professional levels of Internet cultural creation and production.
The list of actions proposed in (1) is clearly directed at the technical aspects of the Internet development, it is filled
with items like ―Internet application structures‖, ―Internet applications‖, ―web application system‖, ―content
building‖ and etc. In other words, from the CCP‘s perspective, the development of the Internet amounts to a
development of its infrastructures and technologies. And, Internet development is, thus, represented to be a technical
problem.98 The emphasis on technicality is also visible in its discussion of the sociocultural aspects of Internet
development. As it is stated, (2) is about ―[developing] a web culture with Chinese characteristics‖. Nevertheless,
a ―web culture with Chinese characteristics‖ is to be built only by technical means, e.g. information infrastructures
(digital library and public cultural information service system, etc.), digitalisation of traditional and local cultural
resources and strategic investments.
The CCP‘s representation of the problem of development is consistent with its impact view of the Internet. (Damm
2007, 279-281) In effect, the instrumentalist attitude towards the Internet is further illustrated by the report‘s
emphasis on the (potential) benefits brought by the Internet. 99 Yet, setting aside the question of whether the impact
view of the Internet is adequate for the moment, the list of actions concerning the development of the Internet
clearly demonstrated that the CCP regards the Internet to be good, albeit only instrumentally. The Internet, as it is
viewed in the report, is developed for the good of the Chinese people. What is more striking, however, is the ways in
which the (potential) good of the Internet is being framed in the report, e.g. its painstaking uses of ―our country‖ –
and, analogously, the avoidance of ―individuals‖ – as the beneficiary from the development of the Internet, its
emphasis on the ―Chinese characteristics‖ in the course of development, etc. All of them point to the priority of the
community over the individuals. Here, the priority of the community in the documents may be taken as an evidence
of the presence of Confucian view of the good life, which is tended to the common good.
Of course, the people, i.e. the individual subjects, are not completely neglected in the documents; insofar as the
benefits brought by the Internet are also conferred to them, they are part of the beneficiary too. Particularly, the
report has also emphasised the role and importance of Internet in ―helping [the government] fulfil people‘s wishes,
meet their needs, and protect their interests.‖ (WANG 2010) So construe, however, the report presumes that people
are in need of help to fulfil their wishes, meet their needs and be protected (of their interests); on the other hand, the
98

The same is true in the white paper The Internet in China, too. While the objective of the first section, entitled Endeavors to Spur the
Development and Application of the Internet, is to provide an overview of China‘s Internet development, it is primarily, if not only, about the
development of infrastructures and technologies in China. In other words, the development of the Internet is also framed as a technical issue
about infrastructures and technologies to the others, too.
99
For example, in the report, it is emphasised that the Internet ―has advanced the adjustment of [China‘s] industrial structure and the
transformation of [her] economic growth model‖, ― increased the [Chinese] government‘s capabilities in social management and provision of
public services‖, ―opened up and broadened the channels that connected [the Chinese government] with the masses, etc. (WANG 2010) The same
emphasis on the instrumental goodness of the Internet can also be in the second section of the white paper.
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language of ―wishes‖, ―needs‖ and ―protection‖ further framed ―people‖ in a subordinate position. ―People‖, in
short, is framed as children required in need of their parent, i.e. the government. In return, the framing of ―people‖
as such implies that the CCP‘s – being the parent of the people metaphorically – is in a position of moral authority
and superiority, thus, is righful to decide what is good and bad (about the Internet) for the people.

The Problem of Administration
As the Internet is being viewed as instrumentally good, its goodness, as it is being perceived by the CCP, also
depends on the right use of it. This view of the Internet naturally calls for management to ensure its right use. More
importantly, as it is stated in the report, the development and administration of the Internet always go hand in hand:
Internet administration allows the Internet to develop properly, but the development of the Internet generates new
problems and challenges, which require the management of it. For instance,
[Information in] multi-media forms... [has] increased the difficulty in the supervision of
information content security. [Internet use] is gradually becoming more deeply and broadly
entrenched in the national economy. […] [T]his has set a higher demand for building Internet
integrity. […] Internet is expanding from providing information to providing platform (i.e.,
interactive) services. […] Internet users are not only consumers of information, but also its providers
and creators. This has […] set a higher demand on Internet users to abide by the law and learn
to discipline themselves. […] Traditional Internet is expanding to mobile Internet. […] This has […]
but set a higher demand for regulating the orderliness of online information dissemination.
(WANG 2010)
Four problems and challenges are listed in the report; and, it is pointed out that they need to be overcome if the
Internet is to deliver any (instrumental) good. Again, individual subjects are notably absent in the representation of
the problems and challenges. For example, supervision of information content security, building Internet
integrity and regulation of online information dissemination are measures only to be done by and for the society
at large. It again demonstrates the weigh being placed on the community in the CCP‘s representation. And, to this
point, particularly telling is the view expressed on user‘s legal and moral (i.e. learn to discipline themselves)
responsibility. Here, Chinese Internet users, i.e. individual subjects, are framed as one of the problems and
challenges.
The previous point is also related to another possible convergence between the CCP‘s view on the goodness of the
Internet and Confucianism, namely the unity of the right and the good. Accordingly, the Internet is good insofar as it
is being used in the morally right way. In this respect, the problems of the Internet are also framed in terms of moral
problems of ―harms‖ and ―threats‖ (to the youth and future generation, the public, and the nation), e.g.
Internet security problems are becoming more conspicuous […]: Online harmful information such as
pornography and obscenities are seriously harming the physical and mental health of minors.
Criminal activities such as online fraud and theft are seriously harming public security. Computer
viruses and hacker attacks are posing serious threats to the security of the operation of the Internet.
Leaking of secrets via the Internet is posing serious threats to national security and interests.

The Problem of Sovereignty
So far, I have focused on the CCP‘s portrayal of the Internet in the report. In terms of structure and content, the
report and the white paper are very similar; but, they are directed at very different audiences. As I have pointed out,
the report aimed to articulate a vision for Internet development and use for the party members, whereas the white
paper aimed at legitimatising CCP‘s Internet policies and responding to the International observers and critics. And,
one of the major criticisms to the CCP‘s rule of the Internet is framed using the language of ―rights‖. In the white
paper, the CCP attempted to use the same language to reply to its observers and critics, i.e. the term ―rights‖ has
appeared notably more frequently in the white paper than in the report. 100
Using the language of ‗rights‘, the CCP aimed to justify its rule of the Internet in China and to respond to the
criticisms that the Chinese Internet users do not enjoy the (human) rights, as the Western Internet users do. To the
observers and critics of the Chinese Internet, the title of the third section Guaranteeing Citizen’s Freedom of Speech
100

In effect, the term ―rights‖ is absent in the version of report prepared for circulation in the general public.
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on the Internet may appear hypocritical or, at least, paradoxical. For instance, it is stated in the white paper (SCIO
2010) that
The Chinese government encourages and supports the development of Internet news communication
undertakings, provides the public with a full range of news, and at the same time guarantees the
citizen‘s freedom of speech on the internet as well as the public‘s right to know, to participate,
to be heard and to oversee in accordance with the law.
Those ―rights‖ are given another meaning in the white paper. For instance, freedom of speech is linked to the
opportunity to ―voice […] opinions in various ways of the Internet‖. There expression of ―opinions‖, however, are
represented by quantity, i.e. the number of channels (e.g. Bulletin Board Systems, Blogs, etc.) the Chinese Internet
users have and the amount of information created and shared on the Internet. What is not discussed in the white
paper is the type of expression of ―opinions‖ on the Internet. Particularly, the idea of freedom of political expression
is conspicuously missing in the white paper. As JIANG (2010) has rightly pointed out, the idea of political rights is
foreign to China and, being influenced by Confucianism, the idea of socio-economic rights is historically more
salient in the Chinese context. And, in the white paper, the representation of freedom of speech appears to follow
101
this pattern, too.

Rhetoric of Confucianism
In the previous sections, I have attempted to demonstrate the presence of Confucianism in CCP‘s representation of
the problems of the Internet governance. Particularly, I pointed out that there is an overt emphasis on the
(instrumental) good of the Internet being a common good and silence on the good of individual subjects in the
discussion, which coincide with the social-orientedness of the Confucian view of the good life. This is not to say that
individual subjects are totally irrelevant in the discussion of the good of the Internet. But, it does imply that it is the
tasks of government to proactively ensure the (morally) right ways to use the Internet so that individual subjects can
flourish with it. The representation of the problems is likely to be framed at the societal level.
Still, whether my interpretation of the CCP‘s view on the Internet is acceptable or not can be questioned. In ending
this section, I want to point to a more explicitly, and therefore, less controversial, presence of Confucian values in
the CCP‘s representation of the problems of Internet governance, namely its use of the rhetoric of Confucianism.
Rhetorically, it is relatively clear that both the report and the white paper are framed in values inspired by
Confucianism. Familiar normative concepts in Confucianism, such as ―well-proportioned‖, ―social
harmony/harmonious‖, ―healthy‖, ―stability‖ and etc. are frequently used in describing the objective of Internet
development and administration of the Internet in China. These concepts can be generalised in an idea of a
harmonious Internet. While it is true that what a harmonious Internet stands for is not clearly articulated by the CCP,
together with its frequent reference the ―Chinese characteristics‖, it is clear that the CCP intended to frame the ideal
Internet (and Internet culture) from the perspective of Confucianism.

AN INTERNAL CRITIQUE OF CHINESE INTERNET: A PRIMER
To reiterate the objective of the present paper, it aims to illustrate what are the values underlie CCP‘s position
towards the Internet. In the previous sections, by looking at the two policy documents from the CCP, I attempted to
show that in expressing and representing the problems of Internet governance, the CCP has deferred, either
implicitly or explicitly, to the Confucianism. And, especially obvious is its emphasis on the community and its
equivocation of the (instrumental) goodness and the (moral) rightness in its representation of the (potential)
goodness of the Chinese Internet. The question is, what does this exercise leave us?
Currently, international observers and critics of the Chinese Internet often argue that the CCP has violated the
rights (e.g. freedom of expression, etc.) of the Chinese people (see, e.g. Clinton 2010). In response to the criticisms,
the CCP often counter with the claim that the criticisms are based on a dubious information imperialism. Indeed, the
question: whether the international observers and critics or the CCP is right is contentious; and, it is not my aim to
It should be pointed out that the socio-political potential of the Internet are too mentioned in the white paper, e.g. ―[t]he Internet‘s role in
supervision‖, ―[t]he internet [as] a new channel for the Chinese government to get to know the people‘s situation and amass the public wisdom‖,
etc. ―Supervision‖, however, is being framed not as a mechanism of checks and balances but a mechanism to facilitate the existing government‘s
rule, e.g. the Internet enables the users to ―report‖ problems to the government.
101
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offer an answer to this question. What is less contentious is that, by disclosing the values underlie the CCP‘s view
on the Internet, it then is possible to critically examine it on its own terms. In doing so, it is possible to overcome the
difficulties associated with information imperialism.
Yet, how are we to proceed with such a critical, internal analysis? Recently, Rafael Capurro (2010) has offered a
reinterpretation of the communicative ethos in China by studying to the idea of direct and indirect speech. In this
respect, Capurro is performing a critical, internal analysis of the Chinese Internet that can overcome the charge of
information imperial. I believe Capurro‘s analysis has provided an useful blueprint for future research. Still,
Capurro‘s study of the communicative ethos in China is not sufficient, as there are other important normative
concepts being employed by the CCP in the debate. Hence, an adequate critical, internal analysis requires
researchers to examine alternative interpretation(s) of the normative concepts in one‘s tradition – and, in the present
research they are the Confucian values.

APPENDIX
Table 1.
―What‘s the ‗Problem‘ Represented to be?‖ (WPR)
1. What‘s the ‗problem‘ represented to be in a specific policy?
2. What presuppositions or assumptions underlie this representation of the ‗problem‘?
3. How has this representation of the ‗problem‘ come about?
4. What is left unproblematic in this problem representation? […] Can the ‗problem‘ be thought about
differently?
5. What effects are produced by this representation of the ‗problem‘?
6. How/where has this representation of the ‗problem‘ been produced, disseminated and defended? How
could it be questioned, disrupted and replaced?
Apply this list of questions to your own problem representations.

Note. Adapted from Carol Bacchi (2009), Analysing Policy: What's the Problem Represented to be?
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